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Abstract

The research on ‘Factors Affecting the Awareness of Cybercrimes, Cybercrime
Investigation and Digital Forensics Among Law Enforcement Agencies’ was based on
exploratory qualitative research design. The study used ‘Grounded Theory Methodology’
(GTM) by Corbin and Strauss.

Cybercriminals leverage emerging technologies to advance their malicious motives and
commit new-age cybercrimes. The victims of cybercrimes are unaware of the changing
modus operandi of cybercriminals. They are also unaware of how to report cybercrimes
and what remedies are available. There is a small conversion rate of cybercrime complaints
into First Information Reports (FIR). Law Enforcement Agencies are facing challenges in
the investigation and prosecution of new age cybercrimes, States Police coordination,
logistics problems, investigation abroad, lack of standard operating procedure for
collection and preservation of electronic evidence, admissibility of electronic evidence,

challenges with Forensic labs.

Limited literature is available on awareness of cybercrime, cybercrime investigation
challenges, and digital forensic challenges among law enforcement agencies. Therefore, a
qualitative research method for exploration has been used. This research aims to explore
the factors that affect the Awareness of Cybercrimes, Cybercrime Investigation, and Digital
Forensics among Law Enforcement Agencies. This research problem addresses several
questions in the three sub-areas: Cybercrimes, Cybercrime Investigation, and Digital
Forensics. These are- Cybercrimes: (1) what are the top cybercrimes in India, and what are
the motives of cybercrimes? (2) What is the level of awareness of cybercrimes and cyber
laws among law enforcement agencies? (3) What are the challenges in less reporting of
cybercrimes? (4) Why is there a low conversion rate of complaints into FIR? (5) How can
financial loss in cybercrime cases be prevented? Cybercrime Investigation: (1) What
challenges do law enforcement agencies face regarding the legal, operational, technical,
investigation procedural, and organizational challenges? (2) What are the prosecution

challenges during the trial of cybercrime cases? (3) What majors have been taken for
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cybercrime victim awareness, compensation, and attachment of property of cybercrime
accused persons? Digital Forensics: (1) What are the significant digital forensic
challenges? (2) What are the technical issues in forensic examination? (3) What are the
challenges with Anti forensics? (4) What challenges are faced by Investigating officers and
forensic experts? (5) What challenges do Forensic Labs face? (6) Why is there a pendency

before forensic labs? (7) What are privacy and digital forensics challenges?

These questions have been answered by achieving the following three research

objectives.

RO1. Explore the legal and technological challenges in cybercrime investigation and

digital forensics.
RO2. Validate the challenges discovered using case studies.

RO3. Suggest a legal framework for mitigation of the challenges in the investigation of

crimes in cyberspace.

Regarding the inclusion of the hypothesis/propositions, I wish to submit that this research
is exploratory in nature, and validation is done through case studies. We have deployed an
inductive approach since we are not testing or contextualizing an existing theory in the

above studies. Here, the hypothesis and proposition are not predefined.

The primary data collection method was in-depth interviews, which enabled the collection
of rich data from participants based on their personal experiences while maintaining focus
on the research questions. MAXQDA 2020 software was used for ‘Computer Assisted
Qualitative Data Analysis Software (CAQDANS).

The research was carried out after identifying the research gap in the literature review,
indicating that ‘Cybercrimes,” ‘Cybercrime investigation,” and ‘Digital Forensics’ were
emerging concepts. No research could be found that had focused on this subject from an

Indian Perspective.

The context for the research was chosen as Cybercrimes, Cybercrime investigation, and
Digital Forensics, and it was carried out from an Indian perspective. The research covered

the period from 2001 to 2023. The Indian perspective was critical due to emerging
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cybercrimes and challenges faced by law enforcement agencies in the country. The
research was based on the analysis of in-depth interviews of Indian law enforcement
officers and forensic experts on cybercrime investigation and digital forensic analysis of
electronic evidence, who have wide-ranging experience, including practical exposure in

handling and supervising cybercrime cases.

The study identifies the challenges law enforcement officers, forensic experts and forensic

labs are facing in handling cybercrime cases and digital forensic analysis.

Additionally, for policymakers, the research suggests the implementation of cybercrime
awareness and prevention strategies, effective cybercrime reporting and response
mechanism, victim compensation framework, regular training and skill enhancement of
Law Enforcement officers, Forensic experts, Prosecution and Judicial officers,
establishment of a National Cyber Investigative Joint Task Force, Special Fast track courts
(SFTCs) for cybercrime matters at district level, Examiner of Electronic Evidence(EEE)
Labs in every state. The research further suggests that new cyber offenses should be
covered in the upcoming Digital India Act, and paramount attention should be given to
legal, technical, operational, procedural, organizational, resource, and other challenges

highlighted in the research study.
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