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ABSTRACT

Technology has changed people’s life the way they live. It has changed people’s mindset and their
lifestyles. Though the Internet was introduced in the late 90s, its usage started in 2000 and has
continued until the present. The combination of computers and the development of technology
through media gave birth to the Internet. The Internet is nothing but networks of networks. This
internet is used mainly by young consumers (Youth) compared to middle-aged and older
consumers. Youth is defined as someone who comes under the age between when they leave
compulsory education and enter their first employment. The most prominent smartphone usage in
India is by youth only. Good quality, new features, and being under budget attract consumers
efficiently. Consumers, especially youth, are well-educated, tech-savvy, and well-versed with the
technologies and their applications. They assume that they are on the safe side and think that
nobody can enter their digital world. Young consumers are aware of the front side of the technology

rather than the dark side of the technology.

Consumers are victims of cybercrimes until and unless someone says they (consumer) became a
cybercrime victim. Though the consumer becomes a victim of cybercrime, what is the next step?
What is the consumer's next agenda? To whom he should approach. What types of cyber laws and
policies (Information Technology Act, 2000 and Information Technology (Amendment) Act, 2008)
are against these cyber crimes? This gap made me study consumer awareness of cyber law among
Indian youth. The main objective of this research is to develop a consumer awareness framework
of cyber law among Indian Youth. The sub-objectives of this research study are (i). To explore and

identify consumer awareness factors of cyber law among Indian Youth (ii). To develop a consumer



awareness framework of cyber law to create awareness among Indian youth, and (iii). To validate

the framework using empirical studies. These three objectives are achieved in three studies.

Study 1 focuses on consumer awareness factors of cyber law. These factors are explored using the
grounded theory methodology. Grounded Theory Methodology is used in an area where previous
research was not done. Expert interviews are taken using a semi-structured questionnaire, recorded
interview process, and converted into transcripts. MaxQDA software was used for data analysis,
and factors were identified. The factors identified in the study are Digital Protection Measures,
Cyber Risks & Attacks, Information Sharing, Technology Adoption, Cyber Acts & Policies,

Governing Mechanisms, Consumer Experience, and Educational Curriculum.

Study 2 relates the factors and develops a hierarchical interrelationship among factors using Total
Interpretive Structural Modelling (TISM). TISM questionnaire was designed and again
approached to the experts for their opinion. Based on the expert opinion, the TISM process is done.
A digraph is formed showing hierarchical interlinkages among factors. Hierarchical factors and
linkages will help us analyze how one factor will influence other factors and their role in consumer
awareness of cyber law. In the diagraph, the factor Educational Curriculum is in the base stage
while the Governing Mechanism is in a dependency state. In the diagraph, Digital Protection
Measures and Information-sharing constructs have two-way communication. Similarly, Cyber
Risks & Attacks and Technology Adoption also have two-way communication. In contrast,
technology adoption has transitive communication with cyber acts and policies, and cyber acts and

policies directly communicate with technology adoption.



Study 3 relates the validation of the consumer awareness framework using empirical studies.
Structural Equation Modeling is used. Quantitative research is done with a sample size 0f410. The
convenience sampling method is used for this study. The target sample is students, employees, and
entrepreneurs. Seven constructs positively contribute to the model in the Structural Equation
Modeling. Technology Adoption, Cyber Risks & Attacks, Cyber Acts & Policies, Information
Sharing, Governing Mechanism, Consumer Experience, and Educational Curriculum. At the same
time, other constructs, such as Digital Protection Measures and Awareness Channels, are not shown

much in the SEM model.

This study attempts to develop a consumer awareness framework about cyber law in the Indian
context. The study begins with understanding the consumer perception of various
threats/cybercrimes in the context of cyber law. This study considers Indian youth as a unit of
analysis while examining consumer awareness of cyber law. The interlinkages among the key

factors are discovered, and a hierarchical framework is developed.

Keywords: Consumer Awareness, Consumer, Youth, Cybercrimes, Cyberlaw, Information
Technology Act, 2000, Information Technology (amend) Act, 2008, Grounded Theory
Methodology, Total Interpretive Structural Modelling (TISM), Structural Equation Modeling

(SEM). Consumer Protection Act, 1986, Consumer Protection Act, 2019.
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