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Abstract

The power grid has become an essential part of the present-day society. People’s day-to-
day life will be affected dramatically without a reliable and stable power grid. Therefore,
nations have been modernising their existing power system into the smart grid with ad-
vanced information system and communication technologies. The control and operation
of the smart grid relies on complex cyberspace of communication and information tech-
nologies, computers, and software. Due to the integration and dependency on cyber
infrastructure, the possibilities of cyber-physical threats also increases. Cyber attack
is one of the key threat in the smart grid system. Advanced Metering Infrastructure
(AMI) play an important role in the smart grid. AMI has modernized the electricity
metering system by replacing mechanical and digital meters with smart meters. While
some security mechanism has been developed for cyber threats in smart meters, they
are not sufficient to prevent attacks. So there is a need of strong defence mechanism to

detect cyber threats in smart meters.

In this thesis, we investigate cyber-physical security challenges in smart grid and
AMI; and propose several defence algorithms for detecting cyber attacks. Our work

includes three parts.

In the first part of the thesis, we address the cyber-physical security of the smart
grid. We present a method to detect a relatively new type of cyber-attack called false
data injection (FDI) attacks in smart grid. The FDI attacks are one of the most thor-
oughly researched cyber-attacks. Intelligently crafted, it can cause false estimation
of states, which seriously affects the entire power system operation. We have intro-
duced the state estimation process, bad data detection method and the formulation

of FDI attacks. To detect FDI attacks, we propose a transformation-based method

v



by transforming the measurement variation, which enhances the resolution (scaling)
of the probability distribution function, thereby, increasing the detection probability.
In the proposed method, the probability distribution of measurement variations is ob-
tained from the histogram plot of measurement variations. The chosen transformation
techniques are computationally efficient and detect the FDI attacks without burdening
the state estimation process. The proposed method is tested using IEEE 14 bus sys-
tem considering attack on different state variables. The performance of the proposed

transformation-based scheme is also tested under different topologies.

In the second part of the thesis, we address the problem of cyber-physical security
of AMI. AMI, one of the prime components of the smart grid, has many benefits like
the demand response and load management. Electricity theft is a key concern in AMI
security since smart meters used in AMI are vulnerable to cyber-attacks. In the light of
this problem, we have proposed a statistical distance based electricity theft detection
scheme to detect theft attacks by tracking the dynamics of consumption variations of
the consumers. Different statistical distances are used to compute the distance between
probability distributions obtained from the consumption data. When electricity theft
attacks are launched against AMI, the probability distribution of the consumption
data deviates from historical consumption, thus leading to a larger statistical distance.
To test the performance of the proposed method, we have used real smart meters
consumption data. A wide range of attack patterns is generated using synthetic attack
dataset. Extensive experiments on real dataset show the effectiveness of the proposed

method.

In the third part of the thesis, we address the issue of large dimensional AMI data.
Smart meters send consumption measurement data to the control center at predefined
time intervals. Hence, large dimensional data is stored at the control center. To han-
dle this large sized data, we have applied Principal Component Analysis (PCA) to
the large dimensional AMI data, computed different Principal components (PCs) and
transformed the data to the low dimensional AMI data. The first PC retains the max-
imum variance, the second PC retains the second largest variance and so on. To detect
the electricity theft attacks, we propose three different detection methodologies. In the
first method, we reconstruct the consumption data using PCs and compute Kullback-

Leibler distance. In the second method, we propose an anomaly score based electricity



theft detection in which anomaly score at each time step is computed and threshold
based detection is made. In the third method, we propose Mahalanobis distance based
electricity theft detection. In this method, we project the AMI data on the PCs space
and compute Mahalanobis distance of the test data from the historical data set. We
have classified the testing data as malicious or true based on the computed Mahalanobis
distance. We have tested the proposed detection methods for different attack scenarios
using real smart meter data. The performance of the proposed schemes are compared

with the existing SVM based theft detector.
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