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Abstract

Cryptography, the science of encoding and decoding information, ensures data security
and trust in an increasingly digital world. This thesis explores two critical cryptographic
constructs: signature schemes and secret sharing schemes, emphasizing their applications
using blockchain technology. Signature schemes authenticate and validate the integrity
of messages, preventing repudiation and ensuring data authenticity, while secret sharing
schemes distribute a secret among multiple participants to prevent unauthorized access

and maintain data confidentiality.

The research presented here focuses on designing signature schemes and secret sharing
schemes that offer enhanced security over existing solutions. Specifically, we investigate
designated verifier signature schemes and undeniable signature schemes, applying these
innovations to real-world scenarios, followed by secret sharing schemes and multi-secret

sharing schemes based on various encryption techniques.

Initially, a novel approach is introduced for designated verifier signature schemes in-
volving multiple signers and verifiers, utilizing various cryptographic algorithms to en-
hance security. Then, non-interactive undeniable designated verifier signature schemes
are proposed and tailored for the healthcare sector using blockchain to ensure the privacy
and integrity of sensitive data.

In addition, a threshold secret sharing scheme with two-level security is developed,
leveraging Shamir’s secret sharing scheme and incorporating a one-way function for en-

hanced security. This scheme’s applications within blockchain networks are explored,
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emphasizing its practicality in sectors like national security, healthcare, and supply chain
management.

Furthermore, a multi-secret sharing scheme is designed using Shamir’s secret sharing
scheme, the affine Hill matrix cipher, and the hash function to ensure data integrity and
robustness against various attacks.

The thesis also proposes traceable secret sharing schemes based on n-multilinear pair-
ing and the ElGamal cryptosystem, demonstrating their use in a blockchain-based E-
voting system to maintain voter privacy, transparency, and security.

In an era of increased digital interactions, robust cryptographic techniques are essen-
tial to safeguard data security and establish trust. This thesis embarks on a compre-
hensive exploration of these cryptographic algorithms, aiming to design, investigate, and
enhance their capabilities and understand their roles in secure communication and data
security, particularly through their applications in Blockchain Technology.

The work begins with the foundational concept of asymmetric encryption, which
employs a public key for encryption and a private key for decryption, facilitating secure
communication and forming the basis for digital signatures. Signature schemes, pivotal
in ensuring authenticity and non-repudiation, are extensively discussed. These schemes
enable signers to authenticate messages and allow verifiers to confirm the integrity and
origin of communications, which is vital for applications such as financial transactions
and medical data.

Non-interactive designated verifier signature schemes and undeniable signature schemes
designed for multiple signers and verifiers are introduced, leveraging cryptographic tech-
niques such as bilinear pairing, RSA, and the discrete logarithm problem. These schemes
ensure strong, non-interactive signatures with unforgeability and non-transferability, and
their practical applications, particularly in healthcare, demonstrate their efficacy in secure
data transmission within blockchain networks.

The thesis also delves into secret sharing schemes and multi-secret sharing schemes.
A (t,n)-threshold secret sharing scheme and multi-secret sharing scheme with two-level

security based on Shamir’s scheme, integrated with one-way function for participants’
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honesty verification, are proposed and adapted for blockchain networks to ensure secure
and efficient block generation. Furthermore, a multi-secret sharing scheme using the affine
Hill matrix cipher is introduced, enhancing security through the non-commutativity of
the matrix multiplication and being robust against various attacks. Finally, (¢,n) single
secret sharing scheme and multi-secret sharing scheme using n-multilinear map and the
ElGamal cryptosystem are proposed and applied to a blockchain-based E-voting system,
highlighting the scheme’s utility in secure, transparent, and efficient voting processes.
Through rigorous security analyses and real-world implementations, this thesis under-
scores significant advancements in cryptographic techniques, particularly signature and
secret sharing schemes, and their practical applications in blockchain technology. The
work enhances the security and efficiency of modern cryptographic practices, offering

valuable insights for future research and development.
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