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Abstract

The magnitude of resources that are being spent for securing the information transfer in
various applications such as, health, defence, banking, etc. depicts the importance of the
need for secure communication. Thus, the need for secure wireless information message
transfer has been ever increasing. To this end, there are a number of techniques developed
over the decades to meet the need for secure communication, and encryption techniques are
widely used among them. Despite the popularity of the encryption techniques, the difficulty
in exchanging the secret-key among the legitimate parties, the mathematical uncertainty on
securing the information transfer, and their computationally hungry nature have paved a way
for other alternatives. One such alternative is information-theoretic security. Recently, with
the advent of multiple-input multiple-output antenna techniques, and other signal processing-
based techniques, the concept of information-theoretic security has become more realizable.
The combination of signal processing-based techniques and information-theoretic techniques
by utilizing the existing randomness in the physical parameters such as channel fading and
noise has unfolded the area physical layer security. Physical layer security techniques are
proven to provide a higher level of security with the help of a few extra resources like multiple
antennas, artificial noise, etc. However, these extra resources may not always be affordable
by resource-limited devices like the devices deployed in the Internet of Things. With an
increase in the number of such devices exchanging the information, there is a growing need

for security techniques affordable by these resource-limited devices.

Throughout this thesis, we propose a few schemes affordable by the resource-limited de-
vices for enhancing the physical layer security. In the first part of the thesis, we make use
of the randomness existing in the legitimate channel along with the conventional modulation

techniques such as M-ary phase shift keying to serve the objective in terms of resource-

il



limited secure information transfer. In the latter part of the thesis, we again use the ran-
domness existing in the legitimate channel but with a fairly new modulation technique called

index modulation to achieve the enhanced rate and security.

In the first half of the thesis, for enhancing the physical layer security, we propose two
schemes without using any of the extra resources like multiple antennas, multiple sub-carriers,
energy for artificial noise, etc. More specifically, a mapping out of multiple possible map-
pings of a given M-ary phase shift keying constellation is selected based on the gain of the
legitimate channel. Since the channel of the eavesdropper fades independently of the legit-
imate channel, the eavesdropper finds it difficult to decode the information. Likewise, a set
of orthogonal pulses is selected out of multiple possible orthogonal sets for pulse shaping
to confuse the eavesdropper. Studying these two schemes is even more interesting when the
eavesdropper is located near the destination, and has a correlation with the legitimate channel.
Although both of these schemes may not guarantee perfect secrecy, with the use of minimal
resources, these schemes make the job of the eavesdropper exceedingly difficult in decoding

the transmitted data.

In the latter half of the thesis, we move a step ahead and relax the usage of a few of the
resources and get additional benefits in terms of enhanced rate and a higher level of security.
More specifically, we have relaxed the usage of multiple antennas and energy at the legitimate
transmitter to select a pulse at the legitimate receiver for enhancing the rate and security.
Further, we have relaxed the usage of multiple antennas at the transmitter and the receiver
in a heterogeneous network to exploit the existing cross-tier interference for enhancing the
rate and security of the system. In contrast to the schemes proposed in the former part of the
thesis, schemes in the latter part guarantee secrecy with the help of additional resources. It
is important to note that although the schemes we propose in the latter half of the thesis use
extra resources, the system benefits in terms of other resources apart from security. Further,

we propose a few research directions at the end the thesis.

v



1SIES

fafdest 3reqoiel S T, Tareed, e, dfher 3nfe & Faar e S gRiEd
W & fav @9 e o @ et w1 aR@AoT J@iEa dur # 3rarTaar &
Hecd I AT Tl 0 YR, FRETT IRIRH el HAL FEACROT Sl 3TaRIehell
AR 96 W 81 36 FAT deh, GAAd AR HiT 3aRIHhal H QU Fa & v
&g dhellehl T fahrd g3 &, AR Tl dehelionl T caATIeh & & 3T o
STl 81 UIeheerel deheliehl T Sl & dTaele, 3 wifedl & o qed-goll &
HIGTA-YETd H HiSaATS, AT FEACRUT &I AT el A O A fReddr, iR
3e7ch HFEYAAT § H W TAT o 3 [depedl & v T ART gered foam
¢l @ & Us [Aded § FI-Aeid Gl gram| g & H, Hollud-3eqe
HedUel-3T3cYe T deheiiehl, IR 30 QA MARIT-3menmRd deheliehl &
IETH & AT, FAAT-TAEid FI&T T RO 3Heh HAHR & S g1 YTl Higar
3 RHflar-aR S difas Adst A Alser Arefosdr 1 39T wid faedo
WrATHeT-3MeTRT dereitent 3R FEeT-fAGid Hth depellent & Aol o &7 &l
Hifdh o R H Tehe hAr gl #ifds R e deeish T AR
TG S UehIftieh Tear, A AR, 31 S TG & Iod TRl FR&T Jald
A F AU g g &1 graife, ¥ 3faRed gae gaen damu-afAa g
S 3O H el gt ¥ HER G 8 Whd g1 Se¥ele I ReH| g v
HETA-HeTel el alel UH 3IUONl T F&ar & Jig & A1Y, 3o FarereT-afad
3YRIUIT GART HET GI&T cTehilehl T TGl HTaRTehell gl

5@ MfAE & aNe, g Hifds R GUET & 9o & v FareeT-d@fAd susoi
CaRT FEAT FT WA I GE&dd A & NAF F ggel 0T A, g7 FATEA-
AT GRIATT AT EACROT o 32T F 32T I qfdd & [T qrRuRer AlsgerreT
deheilehl S TH-UY %ol RIFE Hgar & WY 9Y Aefel A Al Arefedehal
39ANT A §l AT & 3cRE A, 57 R @ 3U A | Alofg Aefesddr F:i
39T A &, Afhe] Teh HIT 7S AR eheileh o TTY FG1AT X 3R FR&T
UICT A & ToIU SS9 ARl Fgd ol




MAT T Tl oA H, Hifdw R FIET H 966 & O, 57 F$ Tl o F$
3faRed =T &1 39T FU f9ar & A3t 1 geaad W &, F$ 3Y-adig,
HEAA AR & AT 3o, 3| 99 &0 &, %S 7 @ T AW du w7 Aqa &
TH & IMUR R R U 91t tA-vlr ey Rive fger dreAse & ganfad AT
I T fohAT ST &1 <feh SSHSIMR T Aefel dY ATl & AT &I § B8 T
€, SAMAT ST P SAAPRT P f3HIS FTAT ARS Gl ¢l FH AE, STHIR
F 4T H F T geq & HFR &7 F AT 3 Ferniad el Gt # @
HAUfINeTer Srell T Teh @ AT SITaT g1 $oT Qi A3 &l Ieqael 3R o
feoraeg § 39 ScHSIWR Iidey & 9 ua g, 3R 3u d9d & @y ey gl
grellieh & QleAl ANSTeATe quT MYAIAr i IRE g7 & Hehell &, olfehel geTdH
TATYAT & ITANET & AT, T ASAT SIUIR F H1 Sl INA 321 A BRIz =
H 3aF FHfsa Fardr g

NAT & 3R A, g7 Th Fed IH dod ¢ IR $o FE@EA & ITAT H;
A A ¢ AR g8 e IR g & Iea TR & det A faRed o
g Fd g1 IfUF AT §T G, g X IR G F g & v du R
W TH Yo & TTd Fd & folU I TEHACT W F$ TS iR Far & 39ATer
H HRA AT &1 $HS 3ol gAa AEed 1 X AR T &l do= & o
AlSEr HA-AX 8T & BrIEr 3o & fov gaHe 3R tF faww dcaw #
RN W & U & 30T A IRA GAr 51 NAF & qF smr # gearfad
TSATIT & A, 3caig & Toaw faRked Tagar # Agg d NIAIAT S
ARET &t §1 TE €A T@AT AT ¢© b JGATT &H foled AIoteli3l & ey #
TEdE @A ¢, 3 AfARed FAeE #1 39T @ ¢, ved RET & e 3wy
AT & Hesl H AT 3T g1 $Hh IHowdr, g7 MFF & 37T A Fo My WA

& ad T &l




Table of Contents

Certificate
Acknowledgements
Abstract

List of Figures

List of Tables

List of Abbreviations

1 Wireless Communications and Need for Secure Information Transfer

1.1 Overview of Wireless Communications . . . . . . . . . v v v v v v v v ..

1.1.1 Major Challenges in Wireless Communications . . . . . . ... ...

1.1.2  Existing Solutions for the Challenges . . . . . . ... ... .....

1.2 Physical Layer Security (PLS) . . .

1.3 Motivation and Thesis Organization

ii

iii

ix

xi

xii



2 Literature Review

2.1 PLS for Resource-Limited Communications . . . . . . ... ... ... ...
22 PLSforIM . . . . e
23 PLSinHetNet. . .. ... ... . . . . .. e
24 ResearchGaps . . . . . . . . . e
2.5 Thesis Objectives . . . . . . . . . . e e e

3 Channel-Based Mapping Diversity (CBMD)

3.1 Introduction . . . . . . . .. . L
32 SystemModel . . . ... ...
33 CBMDforBPSK . . . . .. .. .

3.3.1 Optimal Strategies for BPSK . . . . . . ... ... ... ... ...,

3.3.2 PreliminaryResults . . . . . .. . ... ... ... ... .. .. ...
34 CBMDfor M-PSK . . . . . .

3.4.1 Optimal Strategies for M—PSK . . . . ... ... ... ... ...
35 Lower-BoundonSER . . . .. ... ... ... ... .
3.6 Discussion on Computational Complexity and Energy Efficiency . . . . . . .
3.7 SimulationResults . . ... ... ... ... ... ...
3.8 Conclusions . . . . . . ...

4 Channel-Aware Pulse Selection

vi

12

12

14

15

16

17

19

19

21

22

23

31

33

33

46

47

47

52

53



4.1 Introduction . . . . . . . . . e e

4.2 Channel-Aware Artificial Intersymbol Interference (CA-AISI) . . .. .. ..

4.2.1

422

423

4.2.4

System Model . . .. .. .. ... ... ... ... ... ...

Proposed Scheme . . . . . . ... ... . oo

Optimal Strategies and Performance Analysis . . . . .. .. ... ..

Simulation Results . . . . . . . . . . ...

4.3 Precoding-Aided Secure Time-Domain Index Modulation (PSTD-IM) . . . .

4.3.1

4.3.2

433

4.3.4

SystemModel . . ... ... ...

Proposed Scheme . . . . . . . . ... ...

Performance Analysis . . . . . ... ... ... ... ...

SimulationResults . . . . . . . . . . .. ...

4.4 Conclusion . . . . . . . . e

Precoding-Aided Spatial Modulation for Secure Heterogeneous Network

5.1 Introduction . . . . . . . . . . v v i e e e

52 SystemModel . . . ... .

5.3 Precoding Schemes . . . . . .. ... ... Lo

5.3.1

532

Null Beamforming-PSM (NB-PSM) . . . . . ... ... ... ....

Constructive Interference-based PSM (CI-PSM) . . . .. ... ...

5.4 Transmit Power Optimization . . . . . . . . .. ... ... ... .......

vii



5.4.1 Transmit Power Optimization for NB-PSM . . . . .. .. ... ...

5.4.2 Transmit Power Optimization for CI-PSM . . . . . .. .. ... ...

5.5 Achievable Information Rates . . . . . . . . . . . . ... ... . ... ...

5.6 PLS: Notion of Artificial Interference . . . . . . . . . . . . . . .. ... ..

5.6.1 Successive Interference Cancellation (SIC) . . . ... ... ... ..

5.6.2 Zero-Forcing Decoder . . . . ... ... ... ... .......

5.6.3 Secrecy Rate Using Maximum Likelihood Decoder . . . . . . . . ..

5.7 Simulation Results . . . . . . . . . . ..

5.8 Conclusion . . . . . . . . ..

6 Conclusions and Future Work

6.1 Summary of the Contributions . . . . . . ... ... ... ... .......

6.2 Scopeof Future Work . . . . . . ... .. ... ...

Bibliography

Appendices

A Proofs for Chapter 3

A.1 ProofforLemma3.1 . . . . . . . . . . . .
A2 ProofforC;_; >0in(A.16) . . ... ... ... .. ... ... . ... .

A3 ProofforLemma3.2 . . . . . . . . . ...

103

103

105

105

113

114



A4 Stepsfor Deriving (A7) . . . . . . o

A.5 Definite Integral for t(z)in (3.81) . . ... ... ... ... ........

B Proofs for Chapter 4
B.1 Power Normalizing Factors Ssand 3, . . . . . .. ... ... ... .....

B.2 Diversity Proof for Single User Case in PSTD-IM . . . . . .. ... ... ..

C Proofs for Chapter 5
C.1 Power Normalizing Factor for Null Beamforming-PSM . . . . . .. ... ..
C.1.1 ZFPrecoderat MBS . . ... ... ... ... .. ... .. ... ..
C12 ZFPrecoderatFBS, . . ... ... ... ............ ...
C.2 Power Normalizing Factors for Constructive Interference-PSM . . . . . . . .
C2.1 ZFPrecoderatMBS . . ... .. ... ... .. ... .. ... ..
C22 ZFPrecoderatFBS, . . ... ... ... ...............
C.3 ProofforCorollary 5.1 . . . . . . . . . . ... .. .. .. ..

C.4 Power Normalizing Factors for TSscheme . . . . . . . ... ... ......

List of Publications

Technical Biography of Author

X

121

121

122

123

123

123

125

126

126

127

130

131

133

135



List of Figures

3.1

3.2

33

34

3.5

3.6

3.7

3.8

39

4.1

(a) Possible mappings for BPSK. (b) Effective channel for £ with CBMD.
(c) Equivalent BSC forCBMD. . . . . . . ... ... ... .. ........

ABER vs. SNR in dB for different 75,: 74k /2, 73k, 7iedian (> 1) and 797",
For imperfect CSI, 1% of error in variance with respect to the main channel

variance is considered. . . . . . ... oL L oL
ABER vs. p for different values of SNRat Fand 7. . . . . . . 0L L.

Selected set of Gray mappings for M/ —PSK constellation. Every subscript is
taken modulo(M). . . . . .

Selected Set of Gray Mappings for 8s—PSK . . . . . .. ... ... .. ...
SER vs. p for various 7¢ witha 1I0dBSNRat F. . . . .. .. ... ... ..
SER vs. p, for various 7g, witha 10 dBSNRat E. . . . .. ... ... ...

SER vs. SNR in dB at a p = 0.4. Both simulated SER and closed-form LBs
on SER are plotted for different valuesof M and7s. . . . . ... ... ...

SER at E' vs. p at a received SNR of 10 dB at E. Simulated SER and closed-
form LBs on SER are plotted for different values of M and7g. . . . . . . ..

Two possible activationof pulses . . . . . . . ... ... ... ... ...

51



4.2 Achievable secrecy rate vs. Transmit SNR. . . . . . .. ... .. ... ...
43 SOPvs.SNRatD. . .. ... ...
44 SERatEand D vs. Transmit SNR. . . . . . .. ... ... ... ... ...
4.5 Ratevs. Transmit SNRindBfor K=4. . . . . .. ... ... .........
4.6 Ratevs. N at atransmit SNR of 20dBfor K=4. . . . . . ... .. ... ..

47 BERvs.SNRindBfor K =4, =05and |B|=2. .. ...........

5.1 Systemmodel forNB-PSM . . . . ... .. ... ... ... .
5.2 System model for CI-PSM . . . . ... ... .. ...

5.3 Transmit power per femtocell user and macrocell user vs. Target SNR (¢) at

eachuser. . . . . . . . L
5.4 Total macrocell information rate vs. Transmit SNR at BS for different /{;; . .
5.5 Total macrocell information rate vs. Transmit SNR at BS for different K¢
5.6 Macrocell information rate vs. Number of transmit antennas at FBS . . . . .
5.7 Transmit power at various base stations vs. Number of antennas at FBS
5.8 Transmit power at various base stations Vs Number of femtocells . . . . . . .
5.9 Secrecy rate of femtocell information vs. Target SNR with different /' . . . .

5.10 Secrecy rate of femtocell information vs. Target SNR with different Ng

X1

73

95

96

97

98

99

100

. 101



List of Tables

2.1

3.1

3.2

5.1

52

6.1

Research work done in the literature and existing loopholes (gaps). . . . . . . 17

Mapping selection for 8-PSK based on the estimated legitimate channel gain

Probability of errors by the eavesdropper’s channel so that the transmitted

symbol is correctly decoded at £/. . . . . . ... ... oL 38
Channel Coefficients Description . . . . . . . . .. ... ... ... ..... 79
Channel Coefficients in Vector Form . . . . . ... ... ... ... ..... 79
Proposed schemes in the thesis to fill in the research gaps. . . . . . . . . . .. 105

Xii



List of Abbreviations

ABER
AN
APM
ASER
AWGN
BER
BPSK
BSC
CA-AISI
CBMD
CI-PSM
CSI
CSIT
CvX
DCMC
DoF
FBS
FTN
GSVD
HetNet
IM

IoT

ISI

JD

LB

Average bit error rate

Artificial noise

Amplitude phase modulation

Average symbol error rate

Additive white Gaussian noise

Bit error rate

Binary-phase shift keying

Binary symmetric channel

Channel-aware artificial intersymbol interference
Channel based mapping diversity
Constructive interference-PSM

Channel state information

Channel state information at transmitter
Software for disciplined convex programming
discrete-input continuous-output memory-less channel
Degrees of freedom

Femtocell base station

Faster-than-Nyquist

Generalized singular value decomposition
Heterogeneous network

Index modulation

Internet of Things

Intersymbol interference

Joint detection

Lower-bound

xiii



MBS
MIMO
MIMOME
ML
MMSE
M-PSK
NB-PSM
OFDM
PDF
PEP
PLS
PSK
PSM
PSTD-IM
QoS
QPSK
SD

SER

SIC
SISO
SM

SNR
Sop

TD

TS

UB

ZF

Macrocell base station

Multiple-input multiple-output
Multiple-input multiple-output multiple-eavesdropper
Maximum likelihood

Minimum mean square estimator

M -ary phase shift keying

Null beamforming-PSM

Orthogonal frequency division multiplexing
Probability density function

Pairwise error probability

Physical layer security

Phase shift keying

Precoding-aided spatial modulation
Precoding-aided secure time-domain index modulation
Quality of Service

Quadrature-phase shift keying

Separate detection

Symbol error rate

Successive interference cancellation
Single-input single-output

Spatial modulation

Signal-to-noise ratio

Secrecy outage probability

Time domain

Time sharing

Upper-bound

Zero-forcing

Xiv



	Thesis_Vinay1.pdf



