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ABSTRACT

The fifth generation (5G) wireless communication standard aims to provide users with
high speed, reliable and secure communication in areas with dense network traffic.
However, increase in the number of wireless devices and high-speed multimedia based
services has resulted in acute spectrum scarcity. For this reason, there has been a lot
of research interest on techniques that can increase spectrum utilization efficiency. In
cellular communications, use of a high frequency-reuse factor and deployment of het-
erogeneous networks are efforts in this direction. Most of such techniques are limited
by their tendency to increase co-channel interference. For this reason, interference
management techniques are being investigated by researchers in recent years. Under-
lay cognitive radio framework offers a natural way to manage interference and increase
spectrum utilization efficiency. In this thesis, various optimization and resource allo-
cation issues are examined that maximize secondary throughput in such frameworks.
Resource allocation and optimization to maximize secondary secrecy performance is
also examined, and use of jamming techniques is investigated. Finally, the impact of

underlay frameworks on secrecy performance of the primary network is analyzed.

In a two-hop underlay secondary network, an analytical expression is derived for se-
crecy outage probability, assuming that a passive eavesdropper overhears the secondary
transmission. Unlike prior works, the direct channel from the secondary source to desti-
nation is not ignored (by not assuming it to be weak), and that optimal combining of the
direct and relayed signals at the secondary destination leads to improved secrecy outage
performance is established. The fact that transmitters of underlay secondary networks
have random powers, and also the fact that relays are expected to be used for commu-
nication over short distances to maintain quality of service, ignoring the direct channel
leads to a pessimistic estimate of secrecy outage. It is further demonstrated that using
a smaller fraction of the available interference temperature limit (ITL) at the secondary
source leads to higher secrecy. Though transmit powers are random in underlay cogni-
tive radios, the back-off factor is a statistical quantity that depends on the statistics of

the legitimate and wiretap links.
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Through an analytical expression for secrecy outage probability, it is established in
this thesis that apportioning the ITL in a statistically optimal manner between a sec-
ondary source and a friendly jammer improves secrecy of a multi-user underlay down-
link secondary network when it is subject to passive eavesdropping. In this framework,
the source transmits symbols to the destination, while the jammer transmits artificial
noise to confound the passive eavesdropper. A novel method is proposed that selects
the best jammer among a set of idle secondary receivers to provide maximum jamming
power even when the channel to the eavesdropper is unknown. It is analytically shown
that apportioning the ITL always leads to improved secrecy performance as compared

the case when it is used entirely for signal transmission.

Performance of two co-existing underlay secondary downlink networks having con-
current transmission capabilities is evaluated in this thesis. Optimum apportioning of
the ITL between transmitters of two secondary networks is determined so that sec-
ondary throughputs can be improved while maintaining quality of service of the primary
network. Network management strategies are evolved, which determine this optimal
apportioning, and whether both secondary transmitters should transmit concurrently or
not. Both fixed and adaptive rate secondary transmissions are considered. Network
management strategies are evolved separately for cases of statistical and instantaneous
channel knowledge. The proposed framework can be readily used to improve spectrum
utilization efficiency of cellular systems. In such scenarios, the secondary transmitters

may either be pico-cell stations or D2D devices that reuse the spectrum of the macrocell.

While reusing the spectrum in underlay frameworks, is important to ensure that
the primary network is secure when it shares its spectrum with co-existing secondary
networks. Methods to improve network secrecy are proposed for situations where idle
receivers of the two secondary downlink networks are untrusted and eavesdrop on the
primary transmissions. Through closed-form analytical expressions it is shown that
the primary network is most secure when secondary networks apportion the ITL and
transmit concurrently. Moreover, there exists an optimum ITL apportioning value that
guarantees highest secrecy for the primary network, and this value is different than the

one that solely improves secondary throughput.

The insights derived in this thesis form a useful aid to system designers, and can

help them optimize performance.
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NOTATION

| .| Absolute value

Q@ Interference temperature limit apportioning parameter

B Secondary peak power apportioning parameter

N Gamma function defined on the complex plane except for 0 and,

negative integers, where I'(z) = [t*le™! dt
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T Throughput
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CN(0,a) Zero mean complex Gaussian distribution with variance a
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exp] . | Exponential function
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