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Abstract

Broadcast and superposition nature of the wireless channel makes the wireless networks
vulnerable to passive attacks such as cavesdropping and active attacks such as jamming.
In the former attack, the legitimate transmission is tapped by the attacker to compro-
mise the confidentiality and security, while in the latter type, the legitimate reception is
impaired through generating the deliberate interference in the network, thus causing a
denial of service. Therefore, secure communication transfer becomes quite challenging,
especially in the resource-constrained networks like the Internet of Things (IoT). Due
to low implementation complexity, physical layer security has attracted considerable
attention to address the security vulnerability against passive eavesdropping attack. In
this thesis, we address the security concern raised by a potential advanced adversary
referred as a hybrid attacker that possesses capabilities to perform eavesdropping as
well as jamming in a resource-constrained and stochastic environment. In the first part
of the thesis, in pursuance to understand the behavior of a potential green hybrid at-
tacker, a novel framework is proposed for optimizing its efficacy while considering the
underlying energy consumption. We maximize the attacker energy efficiency (AEE) in
secure [oT by proposing a non-trivial mode-switching based solution methodology for
jointly global-optimal attacking mode, eavesdropping rate, and jamming power. Via
analytical studies, the proposed architecture is demonstrated to provide about 45%

improvement in AEE over relevant benchmarks.

In real-world implementations, the precise location of nodes is unknown, and hence
the inter-node distance is a random parameter. Since secrecy capacity is a function
of legitimate link distance, as well as, the attacker link distance, it is imperative to

do accurate characterization of security performance to assess the impact of random
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inter-node separations when all the link distances are unknown. To address this is-
sue, we develop a comprehensive quality-of-service (QoS)-aware physical layer security
framework using inter-node distance-based probabilistic distribution functions in the
second part of this thesis. The proposed model takes into account the practical limits
arising out of underlying QoS requirements, which include the maximum distance be-
tween legitimate users driven by transmit power and receiver sensitivity. In this regard,
a novel concept of eavesdropping zone is also introduced. Via an analytical framework,
the secrecy outage performance is characterized for both eavesdropping and jamming
attacks. From the results, the threshold on the maximum distance between legitimate
users and deployment range are obtained to achieve the desired QoS. The impact of
the optimal eavesdropping range and the jamming power are also examined, and the

conditions are investigated where eavesdropping outperforms jamming.

The third part of this thesis focuses on a more sophisticated hybrid attacker that
is capable of performing eavesdropping and jamming simultaneously using full-duplex
(FD) communication. Our first goal is to evaluate the secrecy performance in the pres-
ence of such a potential attacker by considering the unavailability of incomplete channel
state information for all the ungoverned links including eavesdropping, jamming and
self-interference links. The proposed analysis considers imperfect self-interference at
the attacker’s end in its modeling. The closed-form expressions have been obtained for
intercept probability under generalized as well as special cases. The results obtained
facilitate in investigating the impact of fading and residual self-interference under FD
attack. We then propose an optimization framework aiming to enhance secrecy perfor-
mance in the presence of FD hybrid attacker in an IoT network consisting of multiple
users. Via linear programming and graph-theoretic tools, fair subcarrier allocation is
obtained for the objective of minimizing maximum intercept probability among the
given set of users. The performance of proposed schemes is evaluated in terms of opti-
mal intercept probability and complexity. The adaptability of the proposed algorithms
in practical scenarios is simulated over narrow-band (NB)-IoT protocol specifications.
Performance studies demonstrate that the proposed algorithms offer significantly high

secrecy performance against FD attacker while keeping the complexity low.

The proposed solutions contribute to secrecy enhancement of the resource-constrained

wireless networks, as well as, offer hybrid attacker analysis for secrecy performance.
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Deeper insights and understanding of secrecy-aware system design is presented through
extensive analytical formulations. The analytical formulations validated through nu-
merical results thereon offer good reference to the design considerations for emerging

application areas including IoT, device-to-device networks and wireless sensor networks.
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