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Abstract

Industrial Control Systems (ICS) are characterized by large numbers of tightly integrated,
interdependent and heterogeneous components in a network. They act as a base system
for safety and mission-critical Industrial Internet of Things (IIoT) applications such as
smart grids, nuclear power plants, process control systems and robotics systems. The
complex ICS, e.g., Supervisory Control and Data Acquisition (SCADA), consists of many
interdependent subsystems. Modern SCADA systems are an amalgam of [IoT and legacy
systems. IIoT is essentially a realization of advances in the connectivity of hardware
and data networks that SCADA provides. Therefore, modern SCADA systems can be
considered a use-case for IloT-based systems. The modernization of the SCADA sys-
tem, standardization of communication protocols and almost ubiquitous interconnectiv-
ity courtesy for IIoT has drastically increased the attack surface of the SCADA systems.
Systematic Vulnerability Management (VM) of these attack surfaces minimizes risks and
impacts associated with vulnerability exploitation. VM is a cyclical practice of identify-
ing, analyzing, prioritizing and fixing/ monitoring possible exploitation of vulnerabilities

in complex End-to-End (E2E) systems. State-of-art vulnerability discovery and real-time
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exploitations monitoring approaches fail to discover and monitor Multi-Host Multi-Stage
(MhMs) attacks since they rely on isolated systems testing and monitoring. The Cen-
tral Monitoring System (CMS) needs each system log transmitted to the central server,
hence having a significant network overhead. Moreover, the recent attacks demonstrate
that whenever an adversary can not directly exploit a vulnerability, it exploits a series
of vulnerabilities to reach the target node, generally referred to as MhMs attacks. In
this thesis, we provide a three-level security solutions VM for MhMs attacks, including
a detailed vulnerability analysis for SCADA with the help of various datasets, which
clearly demonstrate the importance of the problem statement. We first discover all such
vulnerabilities that lead to paths to the critical node, then prioritize the vulnerabilities

for efficient patching, followed by monitoring the critical vulnerabilities.

We assess the SCADA system vulnerabilities leveraging the National Vulnerability Database
(NVD) to understand the severity and characteristics of these vulnerabilities by using
SCADA-related keywords such as SCADA, PLC, IIoT, ICS, etc. We analyze the extracted
vulnerabilities by year-wise vulnerability count, attack-vector-wise analysis, impact anal-
ysis of the vulnerabilities on the CIA triad and CWE-count analysis. Based on this
analysis outcome, we find answers to four critical questions regarding the SCADA system
vulnerabilities. Next, we developed a possible MhMs attacks discovery framework loT-
PEN. This leverages the standalone system (discovered) vulnerabilities, network topology
and target graphs. loT-PEN also generates a security state report of each system and
possible MhMs attacks. The framework evaluations demonstrate that the framework is

efficient and scalable to larger networks.



To address the challenges in prioritizing patches in ICSs, we proposed two approaches:
SmartPatch and PatchRank. PatchRank demonstrates that by incorporating domain-
specific characteristics, a practical severity score is assigned to a vulnerability as compared
to widely used scoring systems in industries, i.e., Common Vulnerability Scoring Systems
(CVSS). PatchRank models the attacker-defender scenario as a two-player simultaneous
non-cooperative game. However, patching is a repetitive process. Therefore, PatchRank
is extended to SmartPatch. SmartPatch models the scenario as multiple attackers and
multiple defenders repetitive games by considering the architectural features: functional
dependencies, topological dependencies, vulnerabilities assessment features and patch de-
pendencies. We validate the applicability of SmartPatch by considering the case study
of an interdependent, complex SCADA chain in the smart grid system using the IEEE
5-Bus system. Our comparative analysis of the proposed approach with state-of-the-art
approaches demonstrates that SmartPatch reduces Residual Impact Score (RIS) by a

faster rate, i.e., after each iteration, the RIS value for SmartPatch is the least.

To detect ongoing attacks, we propose GLoM : A Global Monitor using SpatioTempo-
rally Correlated Local Monitor that can detect ongoing MhMs attacks on the connected
systems. It leverages deep learning-based algorithms to detect anomalies with high ac-
curacy and attack graphs to map various anomalous behavior to detect MhMs attacks.
GLoM is a two-stage deep learning-based model, where the workload is divided between
Local Monitors (LM) and Global Monitors (GM). LMs use LSTM to detect the abnormal
behavior of a system leveraging syslogs. Parallelly, GM discovers possible vulnerabilities

on the devices using vulnerability scanners in the network, followed by generating Possi-
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ble Attack Graphs (PAG) by mapping the prerequisites and post-conditions required to
exploit a vulnerability. The framework highlights MhMs possible attacks if there is an
attack path from the source to the target node. In last, critical paths are identified using
exploitability scores. The similarity index between possible attack-paths and evidence
from logs identifies the most probable attack scenario an adversary may be following.
Using LMs, network communication overhead decreased by 88% on the publicly avail-
able dataset OpenStack (Loghub). LSTM-based anomaly detection shows 99% accuracy
in detecting the anomalous logs with an average anomalous log prediction overhead of
0.6 msec. We achieved 98% and 97% accuracy in generating the prerequisites and post-
conditions of a vulnerability, respectively. We evaluated GLoM efficiency in MhMs attack

detections using a local testbed.

In brief, this thesis aims at building techniques for efficient vulnerability management
to discover MhMs possible attacks. It provides vulnerability prioritization techniques by
considering the domain context. It also proposes a global monitoring system to detect

ongoing multi-host exploitations using system logs.
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LS1RS

e AT JUTTelr (ICS) Teh sicas H a8 HEAT H HHNL Tehishd, HedleATAT
3R FawH Teent S faRIvaT §1 3 FReaT 3R A=-HgcaqoT sicaiffie seaie 30t Rew
(lloT) 3ol S TATE I8, TRATY] Foil T, Gishar fFG=0T Jorelr 3R Aalfesra
faTea & foT e 3MUR JoTell & §9 & I ad & | SAfed ICS, S, gdaaft Fg=or 3R
ST JTUAGUT (SCADA), H &S HAI-ATAT 3U-YUTTadl AT §1 3mefiier SCADA
faeca lloT 3R faraa gonferat &1 v AT §1 lloT ey 7 & SCADA garT
gele T STeY aTer 818X 3 3T Acde a1 Falldeider & YaIfa 1 wied &1 safav,
3megfieh SCADA TRECH T l1oT- TR AeH & AT 3ULT-ATHeT HIAT ST Hehel 8|
SCADA YUTTell & 3T fehiehioT, AR YIEtehlel & HIAehIehoT 3R lloT & T orarerar
TacaTdY Selhaiiaeiadl fRserar ¥ SCADA faTesd fr goe T Tdg &t i Jar fGar
€| ST JThAUT HAGT T SHATEA HeIdl Tatial (VM) S MuoT & 53 ShE#AT iR
THTET T A AT &1 VM ST Us-g-Us (E2E) FOEeH H SHSIRAT & HHTEd 20T
T TgHre, faReIvoT, Fraffehdr AR RO/ IR T Teh TshIar 31618 B | 3caTediaeh
AeTdr @il IR IA-T2A 2MWOT TAIRTEAT TCHIVT AcE-gRe Accl-E¢aT (MhMs)
gHCl o Tiel 3R RN el & fawhel gld § aifh d gus e wligror 3k
fRAIRET W A T &1 FET ARG JuTTell &l T v & 9T s Reed
ol1aT T AT BIcH &, FHTAT Teh HgcdqoT Acash 3ieales il ¢ |

$H% 3TTaT, 8Tl & gHc U IdT doidT ¢ foh ofa 8 g AU e dik 9 dgzar &
WIIET Al 36T Hehcll &, Al & oeT A5 Toh Tga=t o foIT HARIT HY Toh s[@elr 1
HIRIET 31T &, [ 37 dt W MhMs gHaT & &9 & S oirar &1 58 Mg &, g7
MhMs g#eil o ToIT cier-Elir GReT FATHT= dive Jeld id &, foras fafdies serde
T FETIAT & THHITEIT & forw faTqd Sezrdr faveivor enfAe g, St Fase & & FHET
FUA & FAged @l ST T g1 g7 Ugel T @ FASIRGT &1 gdr oend §
Heeaqol A T o STl &, 7R Ferer 3T & forw FAsniRat r graffswar &a &, o
d1C HgcaquT HHASNNAT T FATRTel &t 8

g7 SCADA & §efid $ias s SCADA, PLC, lloT, ICS, 37fe &7 39T dleh 3T
FHHAANNAT T THRAT IR TAATATHT I FAST & FIT TSET AT 39 (NVD) T
oIT8T 33Tt §U SCADA TECH FHASIRAT T 31T il &1 §H IT-IR IR fAehrely 15



FAANRIT AT TATT A &1 HeIdT 07T, gHel-dFe-aR fageivoT, CIA T8 W
HHASINAT 1 THTE fIT0T AR Hiscogg-[AaAdr faRelwor| 58 fagawor & aRume &
IR W, §7 SCADA f8¥eH &1 HHGIRAT & IR #H TR Hgcdqul FaTell & Siare [Herd
g1 3% 91, §H Ush TATTAd MhM 31¢eh faThall Sherash loT-PEN fasfaa forar| I
TES37ellT [ATeH (TS 718) FHASIRATL, Aeas erdidrel 3R T&T TP T 1T 31T &
loT-PEN S fareear 31X demfaa MhM et @1 geet Reafar Rate ot dam e 81
e & HodTehel § IdT Toicll & o & 93 Acash o foIT Herel 3R AT B

ICS & U= Y WrAfARAT St & AT T FATUA o & AT, gAA &) gfceahror
gEdifad W SmartPatch 3R PatchRank| PatchRank &2l g T 3&=-afase
a3t & e ek, 3T & cargess & § 39T fHv = arel ThIReT faeeH,
ITeAT SIHT TooRISTeIeT FRIRAT FAEEH (CVSS) T Telell 7 Ueh cATagTReh TSR TR
Teh ST &I GIAT 3T 8| PatchRank gHTGR-3thst aReed & gI-TerEr Ueh |
IN-TghRT W & & H AlST FIAT §| gTelteh, IRIT vk Sigra arelr ufshar g1 safaw,
PatchRank &T SmartPatch de §eT feam 31T 81 SmartPatch areiRied Fiaemsit o
IR 4 FS gHATRIT 3R Fs T&TH! & SIEIT aTe Tell & & & IRET FI ATST FHAT
& FriTcA IR, erardifstenel FRAT, FAGIRET Fodihad Flaemt iR d=r ek
gH IEEE 5-wmwwmgvmﬁgﬁwﬁwmm@maﬁﬂ
THHIUSIT @ & &y T3 W fTUR &b SmartPatch T T8IdT T AT Hid g
Jcareien TISCRIvI & HTY GEATAT TISCHIVT T GART JelellcHeh TaReyoT AT ¢ foh
SmartPatch 3aRISE T TN (RIS) & AT & A & AT 8, 3T, Fedeh LRI
& a1, SmartPatch & oIt RIS Hed G HH T

Tl I§ §HAT T IdT o9 & [T, §H GLoM T YEATT A &: SpatioTemporally
TEHEICY T Alfele T ITANT Hlel dTell T dfRaeh Alfele il Faldes FECH W
Tl T& MhM §HeT T 9dT oI FahdT g1 IJ§ MhMs §HdT ST IdT of¥TTe & foiw afdiea
A cTagRT F AT & T 3=a Téehar 31 g7 & I & Trer fFgerfaat &1 aar
I & foIT a1geT Ta70T-3mend TealREH &1 oITs 3371 &1 GLoM U & TRUT arelt
ITgeT RATUT-3menRa Alse &, S8 FRIHUR & TAHT Alfeded (LM) 3R 7oad Affeed
(GM) & &rar Tsnfara fFam SITar §1 LMs TRTes &1 18T 381 aTel syslogs & 3THTHTT
IR &l IdT oFTe & fIT LSTM T 393197 il & FAGK &9 &, GM eas A
ACTAT Tohal] T IUANIT Fel dlel IUFUN G HHATTIT HHSANRAT T IdT 31TdT &, S8
TG, GHTTAA el & IMH (FTSHT) 3cTeed Hleh Ueh ST T BIIGT 301e & Tl TR
qatan3it 3R arg S Rufat s AsfEeT war € afe 9ia @ @ s Ja #ig gHer




gy g, ar HAge MhM & FHITAT gHel IR ThIr STeldT g1 3id &, AThdTl T Hl
3YNT ¥ Agea ol Tt hr Ig=Tet dl STl 5|

T &He & TEAl 3R ol & G & ST AT FAhish a8 FHTIAT gAS &
aRERT T TEHl T & TSTHeDT Teh T IEROT T Fehll &1 LM T 3TN &t
gu, graeifae &7 & 3T 3erde OpenStack (Loghub) T Acds TIR 3Naies 88%
e & g 37| LSTM-3meiRe faeerfar &7 9ar &emer 0.6 msec & 3iad fAwa ot
wfqszaroly & AT fTAYH @TeT FT IdT oToMel H 99% HEFAT CGHTAT §| §HA AT
qarvetd 3R arg @ RAfaar scdest #Xet 7 HAM: 98% HR 97% HEHT gIilet H|
gHe TUT ¢TSS H 3UAIT aeh MhMs gHol T IdT 9Tl H GLoM G&TaT &hT
Hodiehat fena

& #, 38 NAF &1 32T MhMs HITAT goell T @ist & fIT Herer Herdr gaereT
& forT doeiient &1 fAATOT T 81 I§ ST Hedl W fAaR ieh fedar Trafdehdr
dehofleh FeTel Rl &1 FE FEECH ST T ITANT I Tel I¢ TE-FIT AMTOT T I
Tt o folv Ueh af¥aes fAaRT=T qotmel 1 8 g&dra e g
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