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Abstract

Embedded devices are pervasive and are critical for building systems used in safety and mission-
critical Internet of Things (IoT) applications, from smart grids to robotics systems and process
control systems. Such systems are characterized by large numbers of smart mobile and intercon-
nected devices (i.e., device swarms). Thus, it is imperative to have a good verification mechanism

that scales to device swarms and establishes trust among collaborating member devices.

Nowadays, Remote Attestation (RA) is being used as a viable technique for detecting attacks in
Cyber-Physical Systems (CPS) and Internet of Things (IoT) devices. This security service requires
a secure memory to store attestation-related code and signing keys and isolation guarantees for
the execution of the attestation code. Such minimal hardware support is provided by various
state-of-the-art architectures for secure and practical embedded systems remote attestations like

SMART, TrustLite, ARM TrustZone’s security extensions, etc.

Current state-of-the-art swarm attestation techniques have key limitations: having a single (cen-
tral) verifier creates a single point of failure, lack of scalability for device swarms, they do not
support device mobility, they only focus on the detection of the presence of malware, and they are
all static, i.e., they only check the authenticity of the binary code loaded in the Random-access

memory (RAM).

In this dissertation, we present a novel decentralized Attestation approach for device swarms. In
light of making swarm attestation efficient and addressing the key security issue, our technique
spreads the verifier’s (verification) duties to swarm members. It is decentralized, has no single
point of failure, and can handle changing topologies after nodes are compromised. The approach

assures system resilience to node compromise/failure while guaranteeing only devices that execute



genuine code remain part of the group. We conduct performance measurements of run-time,
communication, computation, memory, and energy, based on the TrustLite embedded systems
architecture in the OMNeT++ simulation environment. We show that our approach is very

effective and robust against various attacks.

We also present a novel decentralized, self-reliant, and re-configurable attestation scheme that
executes in the SMM operating mode, available in IoT devices built with x86 CPUs. After
successful attestation, our approach generates a trusted graph on which message exchanges rely.
It is resilient to node compromise/failure and does not need additional hardware requirements. We
evaluate performance using real-world embedded (cyber-physical) applications and demonstrate

that the execution overhead is negligible. We also analyze security.

Furthermore, we also deal with the issue of disinfecting swarm members after device compromise.
In this regard, we introduce a method and system to detect the application software’s corruption
on an IoT node and self corrects itself using its neighbors. This decentralized mechanism prevents
the spread of self-propagating malware and can also be used to update application code on IoT
devices. We assess the performance using the embedded systems security architecture of TrustLite
in the OMNeT++ simulator. The results show that our approach scales up to thousands of
devices, ensures the guaranteed update of the entire network, and can recover 95% of the nodes
in 10 minutes in both internal and external propagation models. Moreover, we evaluate memory

and communication costs and show that this approach is efficient and incurs very low overhead.

Additionally, we investigate recent efforts on runtime attestation techniques and propose a data-
flow based decentralized device swarm attestation scheme: the first complete and efficient swarm
attestation approach that takes care of both static and runtime attestations, assuring that swarm
members execute the correct and unmodified program, and checks if they are exposed to runtime
attacks. We describe a full prototype implementation and evaluate the performance using OP-
TEE, which is ARM TrustZone based open-source implementation of TEE (Trusted Execution
Environment). We also assess performance and analyze security for large swarms and show that

the proposed approach is very effective and robust against various attacks.

vi
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