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ABSTRACT

KEYWORDS: election security, dual voting, recoverability, electoral rolls

This thesis presents innovative advancements to enhance public trust in large public elec-
tions, particularly in contexts similar to Indian elections. We develop our proposals based
on the concept of dual voting, a hybrid approach combining cryptographic voting techniques
with paper audit trails. Dual voting mitigates risks associated with relying solely on either
electronic or paper ballots, which is crucial for engendering public trust in large elections.

Our first contribution is a comprehensive analysis of the voter-facing component of var-
ious existing voting protocols, identification of their usability and security flaws, and the
development of a new dual voting design that addresses these flaws.

Next, we observe that although existing voting protocols are verifiable, they do not
provide easy methods of recovery in case verifications fail, at least not without reposing
trust on a paper audit trail. We introduce the novel concept of “recoverability” in dual
voting systems, proposing mechanisms that allow for effective recovery from audit failures
without a complete reliance on either electronic or paper records. Our approach allows
selective re-elections in problematic polling stations without necessitating a full re-run of
the election. This approach significantly enhances the robustness of the electoral process and
maintains public confidence even if there are isolated discrepancies. A technical innovation
underlying our recovery protocol is a novel concept we introduce, called “traceable mixnets,”
which extends traditional mixnets with the ability to prove special membership relationships
between input ciphertexts and output plaintexts of a mixnet in zero-knowledge.

Lastly, we address the so-far overlooked issues of security and privacy of electoral rolls
(voter lists) and polling-booth eligibility verification processes. We analyse various threats
related to electoral roll manipulation, ballot stuffing, voter denial and voter profiling and
propose a protocol that protects against them, ensuring that voters’ identity information is
protected from misuse, all eligible voters can fairly participate in the electoral process, and
the eligibility verification process is sound, i.e., ballot stuffing is detectable.

Collectively, these contributions not only enhance the technical integrity of voting sys-
tems but also address broader concerns about public trust in electoral processes. By bridging
the gap between cryptographic security and practical electoral requirements, this work lays

a foundation for more secure, transparent, and inclusive democratic elections.
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