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ABSTRACT

Information and Communication Technology (ICT) has revolutionized the way
we deal with information, do business, communicate and interact with others. It has
impacted every sphere of human activity. It is a great tool for organizations for improving
competitiveness, quality, productivity and efficiency. In order to reap the full benefits of
ICT, organizations need to secure their ICT assets. Cyber security breaches, in ICT
dependent organizations, have set alarm bells ringing, forcing them to initiate information
security measures. As the Indian organizations are adopting ICT for productivity and
output growth, they are also witnessing its dark side. Several Indian organizations have
become victim of information security breach incidents in the last few years. Information
Security Management has emerged as a multi-disciplinary paradigm attracting the
attention of top management of organizations which have valuable information assets, yet
it has not received adequate attention in Indian organizations.

This research is aimed at examining various issues related to information security
management in different types of Indian organizations. For this purpose, current status of
information security management in select Indian organizations has been studied through
a questionnaire-based survey to gain insight into various issues related to information
security management. Seven hypotheses, related to information security management
issues, in Indian organizations, have been developed and tested. A detailed study of
global information security environment has been carried out with reference to various
international standards and efforts made by international bodies towards information
security. International benchmarking has been carried out to find the gaps in information
security measures being taken by Indian organizations, as compared to those in USA and



European Union. Two case studies have been developed about information security
management practices in two different types of Indian organizations. These case studies
have been discussed and analyzed using SAP-LAP (Situation, Actor, Process — Learning,
Action, Performance) methodology. Important parameters of information security
management for Indian organizations have also been identified and the hierarchical
relationships among them have been established.

Information security is a multi-faceted subject and there is a great need to carry
out independent research in the related aspects such as, technological issues, cultural
issues, manpower and training issues, legal issues, human issues, organizational
information security measures, etc. The scope of the present research is limited only to
the information security ecosystem prevailing in Indian organizations. The focus of this
research is mainly on macro issues like information security policy, training and
awareness, organizational information security measures, etc. The research deals with
variables related to enablers of information security. Many of the technological issues,
economic issues, information security metrics, etc. are beyond the scope of this research.
Most of the organizations selected for the study are in the area of Delhi and National
Capital Region (NCR) of India.

The study has come out with several findings which are of immense importance for
Indian organizations. It has identified the factors, which influence the status of
information security. The study has identified the key parameters which affect and
significantly influence the status of information security of an organization. It has also
identified the large gaps which Indian organizations need to fill to enhance information

security. It has also identified the key drivers of information security on which Indian



organizations need to concentrate for effective improvement in information security. The
study findings indicate that Indian organizations in IT, BPO and Telecom sectors are the
worst affected by information security breach incidents even though they are better than
the organizations in other sectors in implementing organizational information security,
information security policy, information security awareness & training and use of various
security tools and technologies. Indian SMEs in particular, need to take steps to enhance
their information security measures more than large organizations. The study has also
suggested several measures to be taken by stakeholders such as individual organizations,

government and academia, to improve the information security environment.
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