BEHAVIOURAL BIOMETRICS BASED PERSONAL
AUTHENTICATION: GAIT AND VOICE

M JEEVAN

DEPARTMENT OF ELECTRICAL ENGINEERING
INDIAN INSTITUTE OF TECHNOLOGY DELHI
SEPTEMBER 2017



©Indian Institute of Technology Delhi (IITD), New Delhi, 2017



BEHAVIOURAL BIOMETRICS BASED PERSONAL
AUTHENTICATION: GAIT AND VOICE

by

M JEEVAN

Department of Electrical Engineering

Submitted
in fulfillment of the requirements of the degree of Doctor of Philosophy
to the

INDIAN INSTITUTE OF TECHNOLOGY DELHI

September 2017



CERTIFICATE

This is to certify that the thesis titled "Behavioural Biometrics Based Personal
Authentication: Gait And Voice " being submitted by Mr. M Jeevan to the Department of
Electrical Engineering, Indian Institute of Technology Delhi, for the award of the degree of
Doctor of Philosophy, is a record of bonafide research work carried out by him under our
guidance and supervision. In our opinion, the thesis has reached the standards fulfilling the

requirements of the regulations relating to the degree.

The results contained in this thesis have not been submitted to any other university or

institute for the award of any degree or diploma.

Date

New Delhi

Dr. M. Hanmandlu

Professor

Department of Electrical Engineering
Indian Institute of Technology Delhi
New Delhi-110016

Dr. B.K.Panigrahi

Professor

Department of Electrical Engineering
Indian Institute of Technology Delhi
New Delhi-110016



ACKNOWLEDGEMENTS

Foremost, | pay my gratitude to my supervisors, Dr. M. Hanmandlu and Dr. B. K. Panigrahi
for providing me the constant encouragement and guidance at every stage of my research.
Without their strong support and spirited motivation I could not have achieved my research
goals. | could not imagine having a better supervisors than them for my Ph.D. study. | extend
my thanks to my SRC members, Prof. K. K. Biswas, Prof. S. D. Joshi, and Dr. Sumantra
Dutta Roy for their fruitful suggestions and critical comments during my research

presentation.

I am thankful to my lab mates Mamta, Neha, Sridevi and my seniors Amioy kumar, Jyotsana
Grover and Venkat Chentala who supported me with valuable suggestions from their
experiences that helped me to achieve my goals. Working with all of them has been a great

pleasure and a lovable experience to me.

I am thankful to my friends Karthik, Army Venkat, Karan, Megha Shyam, Venkat Chental,

Abhishek and Sucharitha who gave me a great moral support during my research.

I have no befitting words to express the love and affection of my mother Smt. Gangamani
and my wife Mrs. Thota Anitha who are the pillars of my strength. Without their support and
sacrifice | would not have reached this stage. A special thanks to my brother M Prem Kumar

and my sister M Karuna for their support.

Finally, my greatest gratitude to the Almighty for his grace and mercy, and imparting me the

passion and perseverance needed to complete the thesis successfully.

M Jeevan



ABSTRACT

Biometrics is the measurement of information that emerges within or with the biological
body such as face, iris, fingerprint, signature, voice, gait etc. A biometric system is essentially
a pattern recognition system which makes a personal authentication by determining the
specific physiological characteristics such as face, iris, ear, fingerprint, palm print, retina etc.,
or behavioural characteristics such as voice, gait, and gesture etc., possessed by the user.
Behavioural biometrics is a form of biometric authentication that has shown promise to
address the continuous frictionless authentication problem by allowing the device to identify
the user without the user doing any explicit authentication actions while providing a strong
form of authentication. Behavioural biometrics identifies users based upon their behaviour
rather than upon fixed physical characteristic (such as a fingerprint). Behavioural biometrics
learns patterns in user behaviour in order to build a user identification model and
authenticates the user based on whether their behaviour conforms to the recorded model of

the user behaviour.

In this thesis we have developed a multi-modal behavioural biometric based personal
authentication system using Gait and Voice biometric traits, as they are challenging research
areas in forensic, surveillance and personal authentication. We have formulated a Generalized
New Entropy (GNE) function with free parameters as a generalization of the existing entropy
functions to extract the gait entropy image. A variant of this entropy function called the
dynamic entropy function is used in formulating the Dynamic Information Set based Particle
swarm optimization (DISPSO) technique to learn the parameters. Two types of entropy
features called GNE features and GNE based on Histogram of Oriented Gradients (GNE-
HOG) features are formulated. The features are validated on three databases (CASIA,

OUISIR Treadmill and SOTON small database) using Support Vector Machine (SVM),



Euclidean Classifier (EC) and Improved Hanman Classifier (IHC) which is an enhanced

version of Hanman Classifier in the literature.

Next we have proposed Two-Fold Information Set (TFIS) features using Generalized New
Entropy function and Information Set theory concepts. The TFIS gait features are extracted
from Histogram of Oriented Gradients (HOG) descriptors for Gait recognition under speed
variation. The proposed TFIS gait features are validated on three available databases:
CASIA-C, OU-ISIR Treadmill-A and OU-ISIR Treadmill-D using Procrustes distance based

classifier.

The TFIS voice features are proposed using Generalized New Entropy function and
Information Set theory concepts for the text-independent speaker recognition. The extracted
Mel Frequency Cepstral Coefficients (MFCC) from the speech signals of different speakers
are converted into TFIS features that are classified by Improved Hanman Classifier (IHC),
Support Vector Machine (SVM) and k-Nearest Neighbours (kNN). The proposed behavioural
authentication system is tested on three datasets namely NIST-2003, VoxForge 2014 speech
corpus and VCTK speech corpus and is found to reduce the feature size, computational time,

and complexity and also improves the performance under the noisy environment.

The TFIS features that use type-1 membership functions discussed above are modified using
type-2 membership functions leading to T2IS features. These features are the result of
representing higher order uncertainty in the MFCC. We have also made use of Hanman
transform which is another representation of higher order uncertainty. Unlike T2IS features,
the Hanman transform features modify the MFCC features with a gain function which a
function of the information values. Both these representations being higher order improve the
performance of the voice based authentication system. This approach is not implemented on

the gait based authentic system as the variations in shape and speed are adequately



represented by TFIS features and there is no substantial improvement in performance with

higher order uncertainty representation.

We have modified the above multi-modal behavioural biometric authentication system based
on refined scores used for the fusion of Gait and VVoice modalities at the score level under the
unconstrained conditions such as shape and speed variations in Gait and corrupted noisy

speech signals in Voice.
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