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ABSTRACT

Considering the importance of securing desktops, laptops and mobile phones, this thesis
makes several studies aimed at utilizing the behavioral biometrics like keystroke dynamics
for the authentication of users for providing secure access to the devices. As keystroke
dynamics being a weak biometric, it is combined with a physiological biometric like face to

improve its verification accuracy in case of the need for the highly secured access control.

The uncertainty representation in the measurements of keystroke dynamics is the main
consideration for investigating different approaches. In the first approach, we employ
Generalized Fuzzy Model (GFM) that combines Mamdani and Takagi-Sugeno fuzzy models
for the representation of uncertainty. GFM stems from the well-known Gaussian Mixture
Model (GMM) which is derived from the timing measurements of the keystroke dynamics,
and it helps in obtaining the parameters of GFM. The benchmark CMU dataset comprising
several samples with each sample accounting for a timing sequence (or timing measurements)
is used to validate GFM on keystroke dynamics in a real-world situation, and its performance

is compared with that of GMM.

In the second approach, the Information set concept originated from the information theoretic
entropy function called the Hanman-Anirban entropy function is used to represent
possibilistic uncertainty in the timing measurements of keystroke dynamics. The information
set consists of a set of information values each of which is a product of information source
value (i.e., measurement) and its membership function value. Two types of membership
functions (MFs): one based on the timing features of all the samples and another based on the
timing features of a single sample are computed. These MFs lead to two types of information

components (i.e., spatial and temporal uncertainties) which are concatenated and modified to



produce different feature types. Two Component Information Set (TCIS) is proposed for the
development of keystroke dynamics based user authentication system. The keystroke features
are converted into TCIS features which are then classified by SVM, Random Forest and

proposed Convex Entropy Classifier.

In the third approach, the uncertainty in the measurements of keystroke dynamics is dealt
with, by formulating the possibilistic Renyi entropy function from the Renyi entropy function
using the framework of Hanman-Anirban entropy function. The possibilistic Renyi entropy
function is then used to derive the information set features from keystroke dynamics for the
authentication of users. A new composite fuzzy classifier is also proposed based on another
entropy function called Mamta-Hanman entropy function and applied on the Information set
based features. A comparison of the results of the proposed approach with those of Support
Vector Machine and Random Forest classifier shows that the new classifier outperforms the

other two.

In the fourth approach, the radial basis function network (RBFN) is employed for the
representation of uncertainty in the measurements of keystroke dynamics after clustering so
as to facilitate the application of RBF (also called Gaussian MF) on the clusters. The
coefficients (weights) of RBFN model are computed using the pseudo-inverse method. The
model equation is the sum of weighted radial basis function values of the inputs. Next, an
Entropy network is developed based on Information set concept. Instead of using RBFN
model as the sum of the weighted radial basis function values of the inputs entropy network
model takes the product of the coefficients and any kind of information values like sigmoid,
energy, composite etc. The performance of Entropy network is shown to be superior to that of

RBFN on CMU dataset.



In the above four approaches, the uncertainty representation has been carried out only on the
measurements or features of keystroke dynamics. In the fifth approach, the information set
based features arising from the uncertainty representation in both keystroke dynamics and
face are employed. As the face is affected with variations in illumination and pose, the face
images are operated upon by Weber transform and LDP masks to remove the effects of
illumination and then information set features are derived and PLPP is applied on these
features to remove the effects of pose variations. The features used for the face are almost
similar to those of keystroke dynamics but for the membership employed. The fusion of both
keystroke dynamics and face is done using different fusion rules, of which composite fusion

yields the best results.

Thus, this thesis strives to make keystroke dynamics to the level of a strong biometric by

improving its performance using an effective representation.
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