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Abstract

In modern communication world, the transmission is secured mainly by
transforming the contents of the message to an unintelligible form, using some
mathematical transformations, before transmitting it. For securing the contents, a
cryptographic algorithm is used which binds the ‘plaintext’ with a ‘Key’ to
generate the cipher-text in such a manner that access to cipher-text alone does
not lead to recovery of the ‘key’ or the ‘plaintext’ easily using any amount of
computational resources. Classical cryptosystems such as Vigenere cipher are
not useful for high level of secrecy requirements as some cryptanalytic attacks
are feasible in real time. Some evolutionary techniques such as Genetic
Algorithm (GA), Particle Swarm Optimization (PSO) etc. are useful in
analyzing various classical ciphers. Analysis of Vigenere ciphers using Cuckoo
Search is proposed and it is observed that it performs much better as compared
to GA and PSO based analysis.

Present day crypto systems are based on more complex crypto primitives
having a very large key space. As the secrecy of the ciphers lies mainly in the
‘keys’, maintenance of confidentiality of keys, which need to be exchanged

between communicating parties, remains one of the major problems of secure



communication. The keys cannot be remembered because these are large in size
and are mostly random. To overcome the difficulties of securing the
cryptographic keys, biometrics such as fingerprint, iris patterns, online
signatures etc. could be used as these are unique, difficult to guess, cannot be
stolen and are more reliable for identification of legitimate person.

Biometric based cryptosystems like fuzzy vault binds the secret (may be key
of a cryptosystem) with the biometric templates. In comparison with other
biometrics like fingerprint, iris etc. the variability in online signatures is very
high therefore fuzzy vault kind of scheme has high false rejection rate. Also,
sufficient number of zero crossing or high curvature points may not be available
in all kinds of signatures. To overcome these problems a novel scheme for
securing a secret or key using online signature of a person has been designed.
Weighted back propagation algorithm is developed for training binary classifiers
using the features which are consistent in genuine signature and inconsistent in
forged signature. AdaBoost algorithm is used to increase the performance of the
system. The classifier helps to find the genuine points in the vault for unlocking
and extracting the secret. This scheme is highly robust i.e. it works well for all
kinds of signatures and it does not depend on the number of zero crossing and

high curvature points in the signature.



Fingerprint, iris and online signature biometrics are analysed for extraction
of consistent features. A scheme for finding reference point (core point) of
fingerprint by maximizing the global gradient matrix of orthogonal matrices of
orientation fields and a test function in order to choose a stable reference point is
proposed. An efficient and robust iris recognition model based on sparse
representation using compressive sensing and k-nearest subspace (segments) has
been developed.

In fuzzy vault the actual biometric features are also stored in the vault and
these points are disguised in a large set of chaff points. The presence of actual
biometric features makes the vault vulnerable and the large number of chaff
points requires huge storage. A novel scheme of highly secure biometric based
cryptosystem which does not require any extra storage (for chaff points) is
proposed. The scheme is tested for fingerprint using minutiae point as biometric
templates and online signature using high curvature, crossings, and end points as
biometric templates.

In biometric cryptosystems, using single biometric as key, the security can
be breached if the biometrics of the user gets compromised. To mitigate this
threat a biometric cryptosystem which uses more than one biometric trait is

used. A scheme for bi-modal biometric based cryptosystem has been proposed



which offer more security over the biometric cryptosystems using single
biometric.

Safe Deposit Boxes are used mostly in Banks/Post offices for safe custody of
valuable items where two keys namely user key and the master key are used.
The user key is required to lock the locker, whereas user key as well as master
key is required to unlock it. We have adopted this concept in making an attempt
to apply cryptographic techniques and proposing a Safe Deposit Box System
which can be used for safely storing secret cryptographic keys of any crypto
system or any secret data for that matter. It uses public key cryptographic
techniques where locking and unlocking of the Safe Deposit Box can be done in
a manner as is being done in the normal Safe Deposit Boxes of Banks, under
multiple authority, but using soft keys extracted through biometrics rather than
physical keys. As we have used a new biometric based encryption scheme
developed, the need to remember or store keys of such Safe Deposit Box System

as proposed is avoided.
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