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ABSTRACT

The energy sector is undergoing a profound transformation driven by the unprecedented integration
of renewable energy resources, the electrification of transportation, and the rise of advanced grid
technologies. This shift is reshaping the conventional paradigms of power systems, which were
historically dominated by synchronous machines and unidirectional power flows. As renewable
energy generation is inherently influenced by variable ambient conditions, it introduces significant
uncertainties, posing challenges to accurately predicting and integrating generation into modern
power systems. Simultaneously, the proliferation of inverter-based resources, intelligent loads,
and energy storage systems is introducing significant complexities on the demand side, includ-
ing bidirectional energy flows, evolving network dynamics, and heightened system uncertainties.
Furthermore, the increasing reliance on digital technologies for grid management, coupled with
the interconnected nature of modern infrastructure, has expanded the attack surface for potential
cyber threats. Amidst this evolution, two critical challenges emerge (a) the growing analytical
intractability in accurately modeling advanced energy systems and their components, and (b) the
escalating susceptibility of modern grids to sophisticated cyberattacks. These challenges demand
innovative solutions that transcend the limitations of traditional techniques and establish secure,

adaptive, and reliable frameworks for energy systems of the future.

Despite the increasing interest in AI/ML approaches for power system applications, several
significant challenges persist, including the need for extensive and diverse training datasets, lim-
ited generalizability to unknown operating conditions, lack of interpretability in model behav-
ior, scalability issues, and challenges in validating models under real-world conditions. Also, the
transactional data from the power system network often cannot be shared publicly due to regu-
latory, security, and privacy concerns. These challenges collectively raise valid concerns about
the feasibility, reliability, and effectiveness of deploying AI/ML models in complex, real-world
energy system environments. This thesis addresses these gaps by introducing a conceptual frame-
work for Al, identifying key attributes necessary for effective integration within such systems.
It explores targeted strategies to embed these attributes through innovative model architectures,

advanced training techniques, and Power hardware-in-the-loop (PHIL) prototyping.



This thesis addresses the limitations of traditional power system methods in handling the in-

creasing complexities of energy systems modeling and cybersecurity. It introduces Artificial In-

telligence (AI) frameworks as alternative approaches to overcome these challenges. Organized

around the aforementioned broad themes, the chapters focus on specific energy system applica-

tions while sharing a common goal: identifying the shortcomings of conventional strategies and

demonstrating the effectiveness of Al-driven solutions. Each chapter contributes to its respective

area, forming a cohesive approach to modern power system challenges.

)

2)

3)

As part of the first objective, this thesis is focused on generating in-house data for different
energy systems i.e. cells, packs, , to ensure greater control over the experimental conditions
and to reflect real-world variability across different battery chemistries, form factors, and
operational scenarios. The data includes variations in C-rates, temperature conditions, and
drive cycles, along with accelerated aging tests to simulate long-term degradation. This tai-
lored dataset enables more accurate model development and validation. Additionally, a real-
time simulation environment is essential to test these strategies under dynamic, real-world
conditions facilitating the seamless transition from theoretical models to practical applica-

tions for comprehensive validation.

In the second objective of this thesis, the focus is directed towards addressing the complex-
ities in accurately estimating the state of charge (SoC) of lithium-ion battery (LiB) based
energy systems, a critical parameter in e-transport applications. State estimation method-
ologies face inherent challenges due to the nonlinear characteristics of batteries, dynamic
operational conditions, and temperature dependencies. To overcome these limitations, this
work proposes an advanced ensemble modeling framework. The methodology is specifically
designed to iteratively refine model accuracy by minimizing loss functions through regular-
ization and error tolerance mechanisms. Comprehensive evaluations have been conducted
across diverse datasets representing distinct battery chemistries, capacities, temperatures,

and driving profiles.

The third objective aims to enhance the analytical framework by quantifying the total en-
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)

(6)

ergy storage capacity of the energy system through the concurrent estimation of the State of
Energy (SoE) along with SoC. The proposed integrated estimation algorithm is rigorously
validated in real-time on a scaled-up battery pack system, ensuring its robustness, scalability,

and applicability.

Another dimension of this research, outlined as the fourth objective, is the advancement of
reliable battery lifecycle management strategies for modern energy systems. By leveraging
the synergy of Al-driven methodologies and physics-based principles, this work formulates a
comprehensive long-term degradation model. It is tailored to capture the complex dynamics
of battery aging, enabling enhanced predictive accuracy and facilitating proactive decision-

making in energy storage applications.

As part of the fifth objective, this thesis evaluates Al-based predictive strategies for energy
systems by generating in-house data, to ensure greater control over the experimental condi-
tions and to reflect real-world variability across different battery chemistries, form factors,
and operational scenarios. The data includes variations in C-rates, temperature conditions,
and drive cycles, along with accelerated aging tests to simulate long-term degradation. This
tailored dataset enables more accurate model development and validation. Additionally, a
real-time simulation environment is essential to test these strategies under dynamic, real-
world conditions facilitating the seamless transition from theoretical models to practical ap-

plications for comprehensive validation.

Acknowledging the vital importance of cybersecurity in modern energy systems, the fifth
objective focuses on fortifying Microgrids through the development of Al-driven anomaly
detection frameworks. These frameworks are designed to detect and mitigate cyber threats in
real-time, ensuring the operational resilience and security of energy systems. Furthermore,
Objective 5 aims to integrate cyber-resilient frameworks that emphasize the principles of
interpretability, robustness, and adaptability within Al systems. This integration enhances
the deployment of these systems in complex cyber-physical environments, safeguarding the

integrity and reliability of critical infrastructure against evolving cyber threats.
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