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Abstract

With the birth and gradual prevalence of the Internet, conventional wisdom dictated the devel-
opment and use of centralized computational systems: systems that enabled services suffering
from the problem of being a central point of trust, and also a single point of failure. With
the proposal of the first blockchain based decentralized, crypto-economic service in the form of
Bitcoin (circa 2009), there has been a revival of interest in the principle of defining systems with

decentralized autonomy: building peer-to-peer services without a central point of trust, or even
trust in the peers of the network. Instead, the trust resides in the protocol that defines the de-
centralized system and the associated application. Given this general principle, there has been
an explosion in the number of blockchain consensus based decentralized services around the
globe, spanning the sectors of finance, government, healthcare, and logistics (among others).
However, till date, the most prominent use case of blockchains has been in defining decentral-
ized financial applications, and more narrowly in serving as a foundation for cryptocurrencies.

In this dissertation, we first propose a decentralized lottery that is amenable to be deployed on
a cryptocurrency network. Decentralized lotteries require access to high speed and high quality
distributed randomness, for fairly choosing lottery winners. Classically, achieving high speed
deterministic randomness in the presence of an adversary is non-trivial. Fortunately, revisiting
the age-old binary agreement (Byzantine agreement) problem through a quantum protocol pro-
vides a solution towards this requirement. We leverage both blockchain consensus and quantum
binary agreement to develop a theoretical decentralized lottery solution.

Another problem of interest to the distributed systems community (and in no small measure to
the regulatory bodies around the world) is the proposal and confirmation of legal transactions
as part of the blockchain consensus of prominent cryptocurrencies. It is necessary that all
cryptocurrency transactions be consistent with the legal rules of the federal jurisdiction within
which they have been proposed. Thus, financial regulators of various federal governments must

v



have a say in the structure and validity of cryptocurrency transactions. As a second contribution,
we provide a consensus based regulatory framework and a theoretical system to maximize the
throughput of legal transactions in cryptocurrency blockchains. Our method is a stark departure
from previous regulatory policies, as it maximizes the legal transaction throughput as a function
of the total regulated consensus resource in the blockchain system.
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