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Abstract

This research explores the concept of a Global Digital Identity (GDI) system, characterised
by its universal appeal — a superset of all other identities. With the rapid expansion of internet
services, identity systems have been found to play a significant role in a person's social and
economic life. Proof of identity is mandatory to access services offered by any public or
private sector organisation, whether in healthcare, finance, education or a Direct Benefit
Transfer (DBT) scheme. Recent developments in technology, especially biometrics, Internet-
of-Things (loT), and databases, have motivated many nations to introduce a national identity
scheme to provide "legal identity" to their citizens.

Existing identity systems have some serious flaws, such as redundancy, a minimum age
restriction, the necessity for periodic renewal, and a lack of interoperability support. The
fundamental issue common to all identity systems is related to their design. They are
designed and developed to focus on specific use cases like tax collection, voting, driving etc.
Such systems are known as functional systems and have limited utility. The study emphasises
the importance of moving toward a foundational system that allows a single identity to be
utilised for many purposes. Foundational identity systems have extensive reach and utility.
They could help address issues like interoperability support, removal of redundant
authentication processes, creation and maintenance of redundant profiles across institutions,
and support for seamless cross-border transactions. To date, there is no such identification
system.

Given the numerous drawbacks of existing identity systems, there is a need for an identity
system that addresses these drawbacks and paves the way for the digital development of the
people —GDI. This research explores whether the GDI system is desirable; if yes, what
approach should be taken for its development? Who will govern such a system, and what will

be its utility? What could be the impact of emerging technologies on identity systems, and

\"



what is the pubic value associated with such identity systems? This research aims to answer
these questions and propose comprehensive guidelines and policy recommendations for
developing a GDI that could serve the population at the global level.

In the first phase of this study, the context of GDI was set, and the common issues faced by
existing identity systems were outlined. Subsequently, the study investigates the utility of
GDI in four major areas, namely border security, healthcare, financial services, and
empowerment, based on global reports and knowledge of the extent of damage caused in
each category due to identity-related frauds. It also describes the relevance of global identity
in achieving SDG-16, i.e. "legal identity for all". Aadhaar is used as a case study to explore
the design, development and implementation dimensions of large-scale biometric identity
systems. Design recommendations for GDI are drafted based on the learning and experience
gained from the case study. The significance of various goals of a digital identity system is
also laid out.

Next, an evaluation framework specific to digital identity systems is proposed. This
framework contributes in two ways. First, it can help detect preventable losses early when
designing new identification systems by eliminating obsolete technologies and inefficient
processes. Second, for the existing identity system, the framework can play a vital role in
foretelling the system's success or failure reasons, providing input to policymakers and
practitioners in the future.

Following that, the impact of disruptive technology on identity systems is explored. This
study's disruptive technology under consideration is Artificial Intelligence (Al). Al has
significantly transformed the digital space and has touched almost all the dimensions of
society, either directly or indirectly. Based on the mixed methodologies, this research

explores the impact of Al on stakeholders of the identity system.
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Finally, the people's perception of public values and perceptions associated with GDI is
explored. The exploratory approach is grounded on a competing public values approach. It
draws on the empirical analysis identifying the antecedents of trust in GDI and its
significance in realising the impact of GDI by improving digital service consumption and
public empowerment.

The major contributions of this thesis are: (i) the status quo of current identification systems.
(i) Identification and prioritisation of digital identity goals. (iii) Development of design
method for digital identity systems. (iv) Proposing evaluation framework for digital identity
systems. (v) Application of Al in digital identity ecosystem. (vi) Developing a scale to
measure the public value of digital identity systems.

This research mainly focuses on the concept of GDI and has important implications for
policymakers, practitioners and governments. This thesis's practical implications are: (i)
Devising an extensive plan incorporating different interpretations of socio-economic,
cultural, and political well-being. Implementation initiatives must be avoided until the design
is finalised and approved by a competent authority. (ii) Developing a prototype and testing its
performance in at least three different zones, namely underdeveloped, developing and
developed countries, before a full roll-out. (iii) Ensuring that the design leads towards a
"foundational™ system such that there is no service binding during the design phase, the focus
should be on generality over specificity. (iv) More research needs to be conducted on the
issues often associated with identity systems, including surveillance, protection of human
rights, privacy, security and control of user identity and associated data.

Further, the role of governments in collaborating with international bodies to realise GDI is
vastly unexplored. GDI is not possible without government cooperation. Mechanisms to
bring these stakeholders to the table for the common good are still missing from the literature

and require further examination.
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