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ABSTRACT

In the context of 5G/5G+, securing wireless links becomes crucial due to the services
offered by the applications running on these networks. Since some of these applications
have mission-critical data with low-latency constraints, a slight delay in the reception
could have undesirable effects—for instance, autonomous vehicles, unmanned aerial
vehicles, and the industrial internet of things. The low-latency constraints of these ap-
plications attract a plethora of attacks, mainly jamming attacks since these attacks are
easy to execute. Moreover, radio architecture advancements have also created a new
class of jammers, known as reactive jammers. Unlike a traditional jammer, a reactive
jammer may monitor the network for possible countermeasures and change its attack-
ing strategies based on its observations. While countermeasures like frequency hopping
are known to provide reliable communication amidst traditional jamming attacks, us-
ing them against reactive jammers might not offer the anticipated outcome. Thus, this
thesis aims to provide new mitigation strategies against reactive jammers to facilitate
reliable, low-latency communication to the victim with the help of a nearby full-duplex
helper. Under the framework of fast-forward full-duplex strategies, we design constel-
lations for the victim and the helper that minimize the error rates at the destination. In
particular, we solve optimal constellations at the victim and the helper, subject to av-
erage energy constraints at the victim and the helper, under various channel conditions
and radio architectures at the full-duplex helper. In addition to minimizing the error
rates, we also analyze the covertness of our proposed schemes in deceiving a family of

countermeasure detectors deployed by the reactive jammer.
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