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ABSTRACT

There is significant interest in person identification using seismic data from the foot
steps as a biometric modality. As a biometric for person identification, footsteps offer
benefits over conventional biometric modalities such as facial images, speech signals,
fingerprints and IRIS inter alia. The conventional modalities are prone to unavoidable
limitations — such as ambient light in the case of facial images, environmental noise
in the case of speech and active co-operation of the users in the case of IRIS and fin-
gerprint data. Also, privacy and spoofing issues are commonly encountered in these
modalities. The footstep-based person identification method uses seismic sensors to
record the ground or structural vibration caused by walking that involves the rhythmic
contact of the toes and heels of the users with a surface. It is non-invasive and easy to
use, as users have to walk past, or cross the sensing zone to register the footsteps. More-
over, the difficulty in counterfeiting the walking pattern in terms of the seismic signal
makes it much more secure than its counterparts. In this thesis, we use a seismic sensor

to record the footstep signals and identify walking individuals based on their footsteps.

First, we propose a novel method for person identification based on footstep-induced
seismic signals for smart home applications. The person identification system is imple-
mented in the three-layer computing architecture for the decentralised biometric system
deployment. A basis pursuit-based data compression technique (DS8BP) is proposed
to transmit footstep event data efficiently. We have performed extensive experimenta-
tion to evaluate the proposed biometric system using indigenous databases containing

100,000+ footfall events of eight individuals collected on different floors.

Next, we propose a novel, unconstrained biometric authentication system capable
of detecting unauthorized/unregistered individuals (imposters). To mimic realistic sce-
narios for imposter detection, the models are trained only with the footstep data of
registered users (footsteps of unregistered users are completely unknown/unseen to the

trained models), thus achieving imposter detection for footstep-based person identifica-

il



tion. To validate the robustness of the proposed system, we used an indigenous curated
data set containing 78000+ footstep events collected from 8 individuals on three types
of surfaces (concrete tile floor, carpet floor, and wooden floor). We propose a statistical
approach for person verification using Gaussian Mixture Model-Universal Background

Model (GMM-UBM) to verity the registered users.

Next, we use the transfer learning approach to address the issue of distribution drift
in the data set due to different deployment environments or data sets belonging to novel
classes(new users). We proposed a deep learning-based class-aware, semi-supervised,
and self-supervised domain adaptation technique (CA-S4DA) to address the problem of
cross-domain person identification. CA-S4DA utilizes the labelled source domain data
and a few labelled target domain data to learn the domain invariant feature representa-
tion while preserving the class-discriminative structure. Class-aware domain alignment
is reinforced using self-supervised class-aware loss, which leverages the pseudo-labels
generated from the unlabelled samples from the target domain. We have implemented
and analysed the performance of our algorithms extensively and have compared CA-
S4DA with state-of-the-art techniques using two indigenous data sets collected from
three distinct types of floors. We also present a detailed ablation analysis to understand
how each component of the proposed framework of CA-S4DA contributes to overall

performance.

Finally, we propose FootsNet, a convolutional neural network(CNN) for footstep-
based person identification with transfer learning, to accommodate the new users in the
existing person identification. The network is trained in two stages to accommodate

new users with a minimal number of labelled data.
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HRTLT

TRAAREE qeuta & T H FEAT T HHUT ST FI 3UANT FXeh cATad & TgdleT H HAged ol o
g1 SITFT Fr Ugar & fIT SAARCE & §T H, Ugfdeg 3T 91dT & ATT-TTY RIS A H
AR-adiehT S o IgY T ST, H190T Hevd, SeTforal & fermeT 3R SRS TH I oret Jeret
FA ¢ TRIRE dAR-cieh IARER AATHT F TEd § - S0 IgX H1 Siadr & A #F gRael
YHIT, HIYOT & HAHAS #H qAaRoliT X 3R 3me3mameed 3R herflic ser & Aver
SYANThATT T Tisha TEAT| ATY &Y, SoT dAR-cRYepl F FNTATAT R T & Hee o 3
dlX 9T "HT 3 81 yefes-3muiRa <afda ggaret fafer Ies & SRoT g arell St ar
TITATHE T &l Nehis Hat & folT HUT W HT 39T HT ¢ forgs dde & A
IUARETHRATST o W Fr 3erforar 3R TS F aFGey 9 A BT &1 T§ IR-3MREAS 3R
3TN 7 AT §, FAHR STDITHRATIHT Y FeAl B gof e & [T T F Tokr g5aT §, AT
TG &7 T TR T T5aT &1 SHE A, 3T Thel 3 Faa 7 Ty & Yoot Y Tl aetiey
A HfEAS 30 TN FHRET A Jeloll H 3T FIET T B1 30 M GaY H, §7 FHeAl &
Hohdl ol RIS It IR 3Ah AT oh TR I Tolod dlel SATFAAT FHT TgdTel Il o [olT Teh
U TET T 39T XA ¢ |

I Tgel, §H TAIC 1A I & fIT gefea-aRa s{hdia dehdl & MR W afeFd
TEdTe & foIT Teh 3u-ar8 fafe T y&dia X § | fahdiepd sraafees yomelr aRfazrsr & fow
e Iglel YOTTell ol TIel-0Rel shegfear 3nfeheera’ # offe] foham 1 §| Heeed ST Ser t
FRICTATdh THRA Fel o T Ueh MR TIT-3MTR 3T TS Teheileh (DS8BP) F&Tfac
¢l gAs TafdesT ATl 9T ThiAd 31Ts eafFadr i 100,000 ¥ 3if¥e 3ufEAfd arel FaaRl
ST T YN e FEATTA STAATTEH JUTE ST HedTeheT el o ToIT ST FANT {3 & |
sg% dG, g Uh 4did, 3Wfae™d SARE JAONeRor Jomell & 9&dd Ha & St
IATOhc/3TdoNehd Tl (UTEETS) S Tl odllel & H&TH §| UGSl T Il H & fow
JUTIAIET TREAT T el Ftel & AT, Alsall T el Golghd STAPHAIN F PeFed 3T &
ary GiAfaTe AT ST § (39Sl SUATThdT3T & dAeheH TRITEIT Alsell & ot g g &
HATA/HACY B §), 5T TR UG RIEA-ATUTRT AT T IgaTeT & [T eNQSTST Sl IdT I9mar
ST €1 SEATiad JUTTel & AT $T AT Hlel & folv, §Hel Toh Tagel FCS 5T T &




39T fhaT foad I YR T TAgl (Fshlc TSel Hel, dloiled Bl IR ohar & ) W 8
safecal @ Tehd fohT 91T 78000+ Peded BT QMMiHe &

§H ol ITANTRATHT & HeAId e & fow afdaer AT Alsa-gfaada dwarss
AISel (SNTATH-ISIUH) T UGN Feh hidd HcAIel & folU Teh HITEAHIT TOCHIOT ahi
YEATd A &1 3T a1¢, 57 [Affieet aRANser aRaert ar Av gaif (7T 3uaterenansi) & gefaa
ST AT & HRUT 3T A A FATUT g7 & Heg I FAAT et & fAT @ effefar gfeeehior
3UANT T g1 g 3@l FRAeTor-3meaniRa gef-ameress, sref-oafara 3R To-gdafaa sae
3fefehelel Teheileh (CA-S4DA) &I WEdTd fGArsIv) hig-siAe eafda Ugdrel &I JHEAT &
THATT e & U] WT-TH4ET(CA-S4DA) Tol-EHTaquT T Y I et §U S1tat
IURETAT Flaen giafateicd s @@er & v e fhu 71T S ST 3e7 3R Fo da v
T T8 SIAT ST &N AT HIAT g | FI-STTEeh SIHT TX@UT I TI-gdafard aef-amerees gifer
T 3TN Feh Fee fohdT ST &, ST ofe T ST @ IR-elel aTel el A ScUeol TeH-oldel P
ATH 33Tl B §HA T ToalReH & Tediel &l 93 YA T o] 3R fagawor faar § 3k
HIT-THAZT(CA-SADA) HT Tofell T §4eliel 3TelaT-37eTT Geh & 2t & Uehd fohT 7w ar Facelr
ST AT T 3TN &leh HcATY ek ceheilehl & HTY S1T| H HT-TH4ZT(CA-S4DA) & TETiae
S o Ycdeh Teeh I HHAS o [T Teh TaE]l JUFRIOT fARIVoT 8t T el & THY Fedlel
& AT ST gl

37 #, §A HIS[eT T gl H AT ITAETRAINT I ARSI el & T, SEw dAfelar &
Y Heed AR G Ggale & U Ueh dodelleld =43l Acds (HTATH) Heade H
TEATT A § | IATH FE&AT H oIl fhT 7T ST & HIY AT SUAThATHT ol FAMTAT A &
forT sicas 1 & ol 7 gfifard fomar Srar g
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