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Abstract

In wireless networks, cooperative communication explores a new dimension of diversity
to combat unfriendly environment. Cooperative diversity is incorporated in a multi-
path fading environment with the help of relay nodes, to improve the communication
reliability and throughput. Maximal ratio combining (MRC) and selection combining
(SC) are two diversity combining techniques, where the relayed signal, as well as, the
signal from the source are combined to obtain the diversity gain. In this thesis, we begin
by investigating the secrecy performance of decode-and-forward (DF) cooperative relay
system, without considering threshold-based relaying in the system. The closed-form
expressions of the outage probability are evaluated for the worst-case scenario, where
MRC and SC diversity combining schemes are employed only at the eavesdropper. To
address the impact of source-relay link quality on the system secrecy in a better way,
further in the thesis, we propose threshold-based relaying, where, perfect decoding at
the relay is only possible if the received signal-to-noise ratio (SNR) at the relay meets
the particular threshold.

The growing demand for wireless spectrum has kindled the need for research on cogni-
tive radio (CR), which has emerged as a dynamic spectrum access technique, where an
unlicensed (secondary) user is allowed to simultaneously access the licensed channels.
Due to the open and dynamic nature of these cognitive radio network (CRN) archi-
tecture, the licensed spectrum is opportunistically accessed by the various unknown
wireless devices. This makes it extremely vulnerable to potential eavesdropping at-
tacks and thus security becomes a major issue which is addressed in this thesis. For
characterizing underlay CRN, we have used power control modeling with peak interfer-

ence constraints at secondary source and relay.
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The research work reported in this thesis aims at studying the effect of threshold-
based relaying and diversity reception on the secrecy performance of DF cooperative
relay system and underlay cognitive relay system. The relayed and the direct signal
is combined at the eavesdropper and the destination. The closed-form expressions
of the outage probability are evaluated for the system with either SC, or with MRC
or with the combination of both, at the destination and eavesdropper, and the best
possible combination for the system secrecy is determined. The secrecy outage proba-
bility is observed to be more sensitive to the direct link between source-eavesdropper
than source-destination, especially at the higher secrecy rates. This makes the direct
transmission link between source-eavesdropper highly crucial for the system secrecy
performance. We have shown that the system secrecy performance is significantly af-
fected by the threshold SNR, interference power, eavesdropper channel quality, required
secrecy rate and diversity scheme (MRC/SC).

Further, the secrecy outage probability of optimal relay selection (OS) scheme is de-
rived for a multi-relay system, when either the instantaneous channel state information
(ICSI) or the statistical channel state information (SCSI) is available. It is shown that
the secrecy performance of the OS with ICSI of the system is better than with SCSI,
and also the relay selection improves the performance of multi-relay system, when the
number of relays are increased. Subsequently, asymptotic and diversity gain analysis
of the secrecy outage for both single relay and multi-relay system with relay selection
has been presented, when average SNRs of source-relay and relay-destination links are
balanced or unbalanced. It is found that the constraint on either of the source-relay
and relay-destination link average SNR creates an unbalance, which can actually be a
bottleneck for secure communication. However, it is shown that both the unbalance
cases do not have symmetric effect on the secrecy, when threshold-based relaying is con-
sidered. While, their effect on the secrecy is identical, when threshold-based relaying is
not considered. We have also shown that the channel state information (CSI) knowl-
edge at the transmitter can improve secrecy. Moreover, the degree of improvement is
more for the outage probability when the required rate is low and for low operating
SNR.

Towards the end of the thesis, we use the market strategic game framework, where relay
nodes use different duopoly models to trade their power to source. We have evaluated

the utility of relays in various duopoly economic models with both symmetric and asym-



metric costs. We have shown that an increase in the channel gain from the relay to the
eavesdropper decreases the profit of the relays. We demonstrate that the choice of the
strategic variable as output or price, can have a dramatic effect on the Nash outcome.
Also, it is shown that the relay will be better-off in the dynamic scenario than static.
We have also proposed a scheme based on Stackelberg security game for price and power
control, in threshold-based DF relay network. The source profits from the cooperative
secrecy rate and the relay gets revenue for transmitting the source information. We
have maximized the utility of relay and source, with allocated maximum power con-
straints at the relay node, using Stackelberg security game scheme. The closed-form
optimal solution for price and power control is obtained, for this leader-follower security

equilibrium game model, with the help of convex optimization.
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