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ABSTRACT

Machine learning techniques for Data mining can be summarized into various categories
like Classification, Clustering and Association rule mining. Main emphasis of this thesis
pertains to the area of classification and association rule mining. It also discusses unique
application of machine learning algorithms.

Decision tree algorithms form a very effective tool in classification. A decision tree
algorithm partitions the given training data in a manner that the resultant partitions have
reduced impurity. Node splitting measures play an important role in construction of
decision trees for selecting the best splitting attribute and the corresponding split point
value.

New node splitting measures have been proposed in this thesis for decision tree
induction. One of them is based on the number of distinct classes on either side of the
partition after split whereas the other captures the information about the number of
sequences of class information in the partitions. Several important properties of the
proposed node splitting measure like convexity and well behavedness have been proved
for each of the split measures. Benchmark datasets have been used to show the effective
performance of the proposed split measures. The results on various datasets show that the
proposed measures provide better classification accuracy and are more compact
compared to those build using the two of the widely known node splitting measures. The
proposed measures have better performance after pruning also.

A novel approach to speed up the process of decision tree construction has also been

presented in the thesis. Here the node splitting measure is evaluated only at class
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boundaries for selecting the best splitting attribute. It has been shown that on an average
only 50% of the split points need to be evaluated to construct the decision tree resulting
in significant reduction in time taken to construct the decision tree.

Fuzzy Decision Tree algorithm to fuzzify the binary SLIQ decision tree algorithm based
on Gini Index is proposed in this thesis to overcome the sharp boundary problems
existing in crisp decision trees. A new membership function is designed to fuzzify the
decision boundary at the split point. More than 74% reduction in size is observed in the
decision trees built using the proposed fuzzy decision tree algorithm with increased
classification accuracy.

An alternate approach to Association rule mining for instant rule generation is also
proposed in the thesis. A weighted directed graph is constructed with edges between
adjacent nodes only if the two itemsets have confidence greater than minimum
conﬁdence-. It is shown that the time required for generating all the essential rules does
not increase significantly with the increase in the number of rules generated as is the case
with the existing graph based association rule mining algorithms.

Unique applications of Machine learning algorithms in the field of crypt analysis are
discussed in the thesis. It is shown how Machine learning algorithms can be effectively
employed in the area of crypt analysis for better understanding of crypto systems. The
results carried out so far gives a very good basis to consider that Machine learning
algorithms are an effective tool for analyzing Crypto Systems. This has been explored for

the first time in the literature.



CONTENTS

COItITICALE .. .ottt et e st e s e e e ee e e be e ste e te b et emseeebeesaoass et ensesmbasanaesaesanesenns i
ACKNOWIEAZEIMENLS........eveireeieieecr ettt iii
ADSITACE. . ... s ot cee e e e eteeeae e et e eae e e ae et e ese e seensaearaas s een st e anteanae e e e e easeananeenneeeeanneeeaen v
LISt Of FLGUIES.. o..eivieieitciiee ettt ettt ettt ene ettt b s st Xi
LSt Of TADIES.. ..ottt e r et e e et e ae e sreeaseeeanee s Xlii
Chapter | INtrOQUCHION.........oovieeeireereeeecteeiee et eeree e te e et esaesresneeseeveeereenneeeseeeerneas 1

Chapter2 New Node Splitting Measure for Constructing Compact Decision Trees.. 15

2.1 Overview of Node Splitting MeaSUIES.......cccceruererremrrureeriareentereniaeeeersesenseneenens 15
2.1.1 INformation GaIN........c.eceeceevueruereneiriieieiie ettt ce et eae e eae e 16
2.1.2 Chi-Squared Statistic based Node Splitting Criteria..........c...cccoovveevvennen. 17
2.13  The G S1Atistic (G) oereeeeeeeieereereeeeeeeeeeeeesesees e seses s 17
2.14 GaIn RAtIO oot 18
2.1.5 GINEINAEX ittt 19
2.1.6 Normalized G .......c.oovioiiieiiiiiiie et 19
2.1.7 AVETAZE GAIMN ..ottt ettt et e ae e s are et eneee 20

2.2 Proposed Measure - DISM......cccccoiiiiiiiie et e 21
221 Properties of the Proposed Measure ..........coceeevevvieiiecneiieeceieceeceeceee e 24

2.2.1.1 The Proposed Measure -DISM is Convex downward ............cccccee.n..... 25
2.2.1.2 The Proposed Measure - DISM is Well-Behaved..........c..c.ccccoeeennnne. 34

23 RESUIS ..ottt e et s 39
23.1 Results after MDL Pruning.......c..cocceooiiiiicicnniiciccene e 44

2.4 COnCIUSION ..ottt ettt et e 46

Chapter 3  Sequence Based Split Measure for Robust Decision Tree Construction...... 49

3.1 INtTOAUCTION ...ttt 49

3.2 Proposed Measure -SEQM .......oooiiiiiiieeccce e e 50
3.2.1 Properties of the Proposed Measure ............ccccovviviniiiinniciinnciniceienens 53

3.2.1.1 The Proposed Measure — SEQM is Convex Downward...................... 54

3.2.1.2 The Proposed Measure — SEQM is Well-Behaved.................c....o.. 63



vill

3.3 IHustration

......................................................................................................... 69
3.4 RESULES ... e 75
34.1 Results after MDL Pruning .............o.ooeeeveeeeeeeeseeeeeeeoeeeoeooooooo 80
3.5 Conclusmns ..................... 82
Chapter 4 Speeding Up of Construction of Decision TI€es ..........oowvevveervoemroooosooon 85
4.1  Proposed Algorithm............co.coooveviuivieeeeeeeeeeeeeeee e 85
42 Tustration.........cccoceveeeeeveveveeenee., reereententeratarans e 90
4.2.1 Existing Approach to Decision Tree construction..............ococeveeeveeeennn.... 91
422 Proposed AIGOTIthIN.......c.coveireeiriieiirieeceeeveee ettt 94
4.3 RESUMS.....oeee e aene 99
4.4 CONCIUISIONS......cvtreieieicuriecieieise ettt sttt st 107
Chapter 5 Fuzzy Binary DeciSion TIEES.......c.oe.ouieirueerreieereeeeeeereeeeeeeeeeeeeeeeeeeeeeene 109
5.1 OVEIVIEW ...ttt ettt e sttt e ea e e e s s s s s aa s e s ses e ee e ees 109
52 Gini Index based Crisp Binary Decision Tree Algorithm ........ccccc.coocooooeeve. 110
5.3 FSDT AIOIIthim ..ccoovoveiiioiiiieiiicicee ettt 111
53.1 Motivation for developing FSDT algorithm ........cccoeeevevininninnnnnne 111
54 PropoSed APPIOACH.......cccocouiiciiiiiieiereeeieteestesne st st enesee st ses e eaes 113
54.1 FSDT AIZOITthIT ..ottt e 118
5.5 THUSHAHIOM .c.cuvivetieeeciiiicit ettt ettt ettt es et b st 122
5.6 Fuzzy INTErenCe........ccvveeieiieieie ettt e s 131
5.6.1 TTTUSEEALION ...ttt e 132
5.7 RESUIS. .ottt ettt 133
5.8 CONCIUSIONS ...ttt ettt ettt et ee e 134
Chapter 6 An Alternative Association Rule Mining Algorithm for Instant Rule Generation 135
6.1 OVEIVIEW ..ottt ettt e ene 135
6.2 Existing Instant Association Rule Mining Algorithm ..........cccocceeveerecriieinnne 136
6.2.1 Generagion of Adjacency LattiCe .......ccvvveeivieieieicereeeeee e 137
6.2.2 Rule GEneration ..........cccoeiiiiieiiniieiecreeceeei et 138
6.3 Proposed AlGOrithim ..........ocooooveiiiiiieicececee e 138
6.3.1 Construction of the Adjacency List ........cccccoovieiiviieeeiiiiieeee e, 139

6.3.2 Generation Of TULES.....ooooe et e eee e 144



X

6.4  Tllustration of Rule Generation using IARM and NIARM........c.c.ocoiinnns 149
6.4.1 Rule Generation using NIARM ... 150
6.4.2 Rule Generation using TARM ... 153

6.5  Results on Large Datasets .......c.oeeueumiimrrriinisissni s 155

6.6 COMCIUSIONS c..vvieeievireeeteeeiesiesaesceseesestensess e sae s sas s ae s tose s srssaeeneenssn st eas e 161

Chapter 7 Unique Applications of Machine Learning Algorithms ..........cccccocevnnnnn. 163

7.1 1303 0010 1111510+ URUUUR OO PSP UPOI PRSP P PRSP 164

7.2 Neural Network for Crypto System Identification.............cceeriiiinicnicnnns 165
7.2.1 Neural Network AIZOrithms ......cccoooeiiiiiiiiniiiee e 166
722 Need for Identification of Crypto SyStems ......c.ccceeivieinviiniinriiiriceennnne. 169
723 Implementation Details.........ccovririmiiioiin e 170

7.2.3.1  Description of PAttern .......cccocooviiiiiiiinie e 171
7.2.3.2 Data Transformation Technique ...........cccceoeiiiniiiniiiininnicree s 171
7.2.4 RESULLS ...ttt s 172
7.24.1 Intra Class ClassifiCatIONS.....cccoecereereieeesiieiiiienicnieccinee e 173
7.2.4.1.1 Classification between two Block Cipher Systems ...................... 173
7.2.4.1.2 Classification between two Stream Cipher Systems..................... 174
7.2.4.2 Inter Class ClassifiCation ........ccooioviiriiiiiiiniiicineee e 175
7.2.4.2.1 Classification between a Block and a Stream Cipher................... 175
7.2.4.3 Blind Testing ReSUIS .....ooeeivvieiiiiieeiecciciiect e 176
7.2.4.4 Validation using A5/1(Stream Cipher) and AES (Block Cipher)....... 177

7.3  Finding Similarly Behaving Keys........ccooccoiiininiiniiniiiiienecee 178
7.3.1 MEthOAOLIOZY .ottt et 178
732 WAVEIETS ...ttt ettt s s e 181
733 Self Organizing MAPS ....ccoveveeieriririeecceteeereee et s eas 182
734 RESUILS ..ottt ettt e s 183

T4 CONCIUSIOMS .....eeieieeeeeie et ettt et ettt e se et e e ee st s e srne e eranennes 187

Chapter 8  CONCIUSIONS ......ecouveeiiieeieeieieeeeeieeeseeeseareeeeeeete e saeeereeeesesasssessnesnseeeannaeenee 189
RETCIEICES ..ttt ettt e et sra e et e e s e s e e e e e sneeennaenne 193

BRODIAEA oot e e e e ee e et et et o tn e s eaaananan 207



	Page 1
	Page 2
	Page 3
	Page 4
	Page 5
	Page 6
	Page 7
	Page 8
	Page 9
	Page 10

