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Abstract

User management services were one of the first to be offloaded to third party cloud
vendors. Today, a large number of service providers rely on trusted identity providers for
managing users and their resources. At the core of these interactions involving multiple
providers are a set of web-based workflows that have emerged as de-facto standards.
Analyzing security of such web protocols is of immense importance to a large number

of common business transactions on the web.

Designing cryptographic protocols is known to be highly error-prone due to the complex
environment in which they must succeed. Thus not surprisingly web protocols that
are additionally exposed to web-browser based attacks have proven to be even more

challenging to design.

This thesis aims to advance techniques for cryptographic protocol analysis by proposing
a framework that is especially designed for analyzing security of web protocols. To
analyze trust between collaborating service providers on the web, we extend the well-
known BAN logic. We include new primitives and inference rules which aid and simplify
analysis of web protocols. In order to keep the complexity of the logic within reasonable
limits, we also propose a hybrid approach based on augmenting belief logic analysis with
a second stage that establishes secrecy properties through model checking. We illustrate
the use of these approaches through analysis of several important web protocols. Not
only does our analyses identify known issues, but we discover issues that have previously

gone unnoticed.
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