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Abstract

In current times, cities, whether they are in developing or developed economies, are providing
digital services to its citizens either through public or private organizations. It is observed that
the digital services of smart cities are facing major challenge with respect to its people,
economy, mobility, environment, living and governance. In this research the focus is on the
different facets of information risks perceived by the customer towards the digital services
available in smart cities. Literature review of the multi facets of the perceived risk (performance
risk, financial risk, time risk, psychological risk, social risk, privacy risk and physical risk) has
shown that there is need to map these emerging risks to the different types of digital services
which is offered by the public and private organizations of the smart city. Other exploration
may highlight the need for interaction-based studies which will provide insights on adoption

and failure of digital services.

The study examines the conceptual model which explains the antecedents of information risk
and perceived risk while sharing sensitive information for digital services. The model evaluates
the information risk perceived by the consumer for sharing sensitive information while using
digital services. A survey questionnaire has been administered to the experienced users of the
digital service. Structural equation modelling (SEM) was used to analyze the data collected.
This study provides a model to understand how much information risk is important for the end
user to share their personal information while using digital services. The model highlights the
importance of perceived reputation, perceived size, trust in digital service provider and
perceived risk on the intent of users to provide sensitive information while using digital
services. However, the limitation of this study is that data is collected from smart cities of India
and thus the results may be generalizable only to emerging economies. Therefore, it would be

interesting to validate the model in developed economies also. The study also provides more



in depth understanding about the determinants of information risk and its effects on the
consumer to provide their sensitive information to use digital services. Also, it sheds insights
on factors which affect the intent of consumers to share sensitive information for digital
services. The study establishes that collectively, both information risk and perceived risk play
an important role by the consumer to share the personal information online while using digital

services.

Although success has been given a lot of attention in information systems (IS) research, failure
has received lesser attention. The study empirically validates a model of digital service failure
for consumers by integrating three dimensions from Tan’s failure model and one dimensions
from DeLone and Mclean information system success model. The factors have been mapped
to Expectation Disconfirmation Theory (EDT). Experiential survey approach has been used to
collect primary data from users who have experienced digital service failure in the past.
Structural equation modeling (SEM) has been used for model testing and validation to measure
the impact of information, system, functional and service failure of digital service on end users.
The findings suggest that information, functional, system and service failure impact the

outcome, process, cost and user satisfaction of digital service.

In this digital age, there is an increase in the usage of digital services. The aim of the study is
to examine how different dimensions of risk like information risk, financial risk, psychological
risk, physical risk and social risk affects the adoption of four different category of digital
services namely technology-assisted, technology-facilitated, technology-mediated and
technology-generated. The study develops hypothesis based on the existing theories and uses
structural equation modeling to verify and validate the model. Experiential survey has been
done from the consumers who are using digital services. A total of 309 responses has been
collected and analyzed the conceptual model as per structural equation modeling process. The

findings suggest that information risk is significant for all the four different categorizations of

iv



digital services. Since the study has been done on four major smart cities of India, so the

findings of the result are not generalizable for all the smart cities in developed countries.
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