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Abstract
Physical layer security which finds its basis from the independence of subcarriers,

is being considered as a promising solution for security issues in broadcast OFDMA

communications systems. The resource allocation problems in the context of physical

layer security can be broadly categorized in two scenarios: one has trusted users and an

external eavesdropper, and the other has untrusted users.

The focus of this research work has been on resource allocation problems for an

OFDMA system with untrusted users. These problems are relatively complex compared

to their counterpart with an external eavesdropper, as there are effectively M − 1 eaves-

droppers for each user in a system ofM untrusted users. The resource allocation problems

are in general non-linear, non-convex, and combinatorial in nature.

In order to help the source in providing secure communication in such a hostile en-

vironment, helper nodes can be introduced. Utilization of a helper node for improving

the secrecy performance of the system is the key area which has been investigated in the

current work. Two types of helper nodes have been considered in two distinct systems

models. In one model an exclusive friendly jammer has been considered, and in another

model a decode and forward (DF) relay has been considered to aid the secure communi-

cation.

In the system model with a friendly jammer two resource allocation problems have

been studied. The first problem is weighted sum secure rate maximization, and second

problem is Max-min fair resource allocation. Both the considered resource allocation

problems are mixed integer non-linear programming (MINLP) problems belonging to the

class of NP-hard. Utilization of jammer power introduces new challenge referred as SNR

reordering, which complicates the problem further. To handle SNR reordering, a novel

strategy referred as constrained jamming is introduced. Additionally, two novel concepts

about jammer power utilization, namely, secure rate improvement and subcarrier snatch-

ing are described. Secure rate improvement can be utilized for sum rate maximization,

and subcarrier snatching can be utilized for fair resource allocation. In the context of fair

resource allocation, two strategies based on jammer power usage, namely, proactively

fair allocation and on-demand allocation are discussed. Joint source and jammer power

allocation is solved using the concepts of alternating optimization and primal decomposi-

tion. For all the proposed optimal schemes, suboptimal strategies have been proposed to

trade-off between performance and complexity. Asymptotically optimal strategies have



been presented to benchmark optimality of the proposed schemes.

In the DF relay assisted cooperative communication system, two complimentary re-

source allocation problems, namely, sum rate maximization and sum power minimization,

are considered. Both the resource allocation problems are in general MINLP problems. It

is shown that both the problems belong to the class of generalized convex problems which

can be solved optimally. Optimal subcarrier allocation is obtained while investigating se-

cure rate positivity conditions, and optimal power allocation is achieved by solving KKT

conditions. Optimal subcarrier pairing is proposed for efficient resource utilization.

The complex resource allocation problem in the presence of friendly jammer is solved

by breaking it in parts: first finding optimal subcarrier allocation at source, then taking

decision on jammer power utilization, and finally completing joint optimal source and

jammer power allocation. The resource allocation problem in cooperative communica-

tion assisted by DF relay is solved by first obtaining optimal subcarrier allocation and

then completing optimal power allocation. Utilization of a helper node in an untrusted

users’ scenario is shown to improve the secrecy performance of a multiuser multicarrier

communication system. The performance of the proposed schemes have been shown to

outperform a benchmark scheme, namely, equal power allocation.
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