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Abstract

The contemporary energy landscape is undergoing unprecedented shifts, propelled by the integration of
renewable energy resources and the emergence of smart grid technologies. This evolution challenges
the traditional power system paradigms rooted in synchronous machine-dominated grids. While
the dependence of renewable energy generation on ambient conditions introduces uncertainties and
non-dispatchability on the generation side, the increased penetration of inverter-based generators,
loads, and energy storage devices is leading to unprecedented changes in the power network and
demand sides in terms of network strength, demand characteristics, directionality of energy flow and
the level of uncertainties associated with them. Two major problems rooting from these changes are
addressed in this work — a. the increased analytical intractability in accurate energy system components
and network-level modelling, and b. growing susceptibility of smarter grid technologies to evasive

cyberattacks.

Through three broad objectives, this thesis evaluates the limitations of conventional power system
techniques in accommodating increased complexities, specifically in energy system modelling and
cybersecurity tasks. It further proposes the development of holistic Artificial Intelligence and Machine
Learning (AI/ML) as alternative models to address these limitations. Accordingly, the chapters in
this thesis cater to individual objectives and can be perceived as standalone works in terms of the
specific energy system application they are addressing. What connects them is the underlying theme
of identifying common limitations in the conventional power system strategies and the subsequent

development of holistic Al models as better alternatives.

While AI/ML development for power system applications has received a lot of interest in recent
years, the existence of challenges like difficulty in generalization to black-box operating conditions,
unavailability of human-understandable interpretations and recourse for model behaviour, large-scale
annotated data requirement, susceptibility to adversarial attacks and privacy threats make the deploya-
bility of AI/ML models in cyber-physical spaces questionable. This thesis addresses these challenges
by first laying down a skeletal notion of ‘holistic’ Al by defining favourable properties expected in Al
models employed in cyber-physical systems. Explicit strategies to induce relevant holistic properties
in the developed Al models for the different objectives are discussed and their implementation through

architectural modifications and newer training paradigms are highlighted.

In the first objective of the thesis, the role of Al in modelling analytically intractable processes
in modern energy systems is explored. Specifically, it deals with developing reliable Li-ion battery
models focusing on three key aspects of battery modelling - current state estimation, lifetime response
modelling, and lifetime degradation modelling. The intractability of these processes and the limitations
of existing low-dimensional modelling paradigms are first elaborated. Further, a multi-scale temporal

convolutional neural network is proposed for current battery state estimation and a very long-term
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sequence modeling approach is proposed for battery lifetime modeling. Relevant comparative analysis
is carried out with the existing state of the art (SOTA) which validates the superior performance of
the developed models in terms of modelling accuracy and generalization characteristics by catering
to a multitude of different black box operating conditions and battery specifications. The properties
of generalizability and interpretability for recourse are incorporated in the proposed models through

novel architecture development and training paradigms.

The subsequent parts of the thesis investigate the cyber-threat landscape of smart energy systems
and highlight the challenges faced by existing energy system models and advanced AI/ML models
employed for attack detection and mitigation. Firstly, the rapidly advancing threat landscape of cyber-
physical systems leading to increased possibilities of evasive injection attacks characterized by high
impact and low visibility is explored. While advanced AI/ML detectors exist to isolate such attacks,
they require large amounts of annotated data representing attacked and non-attacked system conditions
and lack generalizability to different attack models. In the second objective, this thesis addresses some
of these challenges by proposing an unsupervised deep latent space clustering algorithm for isolating
highly stealthy injection attacks against the nonlinear state estimation operation of a power system.
The proposed model shows significant improvements compared to the existing state of the art in terms
of stealthy attack detection performance, generalizes equally well to different attack models, doesn’t

require annotated data, and demonstrates robustness against a class of grey-box adversarial attacks.

Finally, a pre-emptive threat model exploration against cyber-physical systems is carried out in
the third objective to identify minimal system information requiring cyber-attacks that can target
the disruption of key functions, not necessarily relying on Al models, while retaining their adversar-
ial nature against numerous black box Al and non-Al systems that are closely related to the target
operation. Accordingly, a Deep Black Box Adversarial Attack, acronym DeeBBAA, is developed
that targets the standard non-linear state estimation operation of an unknown power system while
consistently evading detection from a multitude of state-of-the-art black box anomaly detectors with

widely different operating principles.

The proposed thesis advocates for paradigm shifts in energy system modelling, management,
and cybersecurity, endorsing the integration of Artificial Intelligence (Al) and its derivatives as po-
tential solutions. AI’s adaptability to handle diverse, unstructured data and its model-free function
approximation capabilities hold promise in addressing these intricate challenges. However, while
Al presents promising solutions, this thesis acknowledges its limitations. Challenges such as the
need for extensive labelled datasets, lack of interpretability of models, cybersecurity concerns, and
ensuring broad applicability across varying operating conditions are highlighted and possible solutions
are proposed. Further, the threats posed and vulnerabilities associated with advancements in Al on
critical infrastructure are explored to motivate the development of necessary pre-emptive measures and

stronger defences.
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The long-term goal of this research is to continue exploring and developing Al-based methodologies
that transcend the constraints of traditional power system analysis, offering robust, adaptable, and
cyber-resilient energy management solutions. It calls for collaborative efforts to advance Al techniques,
navigate data accessibility and security concerns, and ensure ethical deployment in transforming the

energy landscape towards a sustainable, resilient future.
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L3108

FHEN Foll IRGRT A deeltdl § IR T &, S AR Sl HATEAT o Tehiehior
AR wAE @15 dic@fafRat & 3e3@ @ IR &1 IE GhE IRURS g’ [{EeA qiaAET
& IeAleh S & S [Hwed #wda-geea arer st W3R §1 Sefen Adeoi st
3cle T gaTaeiy RRufadl W AeRar @it & uer & sfafRaaar ik dk-owofrar
9 FLAT §, Seac-3MaRAT FTeRe, olig 3R FAT HSRUT 3Ua0l Y Fodr U5 sedd &r
e, AT T TR, FoiT Jarg 1 feem 3R 308 of3 AHARTATN & TR’ & deol &
farstell Scadh 3R AT wall & 33{aqd aRad=l A oA & W 81 51 aRadell @ 3cuee ar
YHE AT &1 38 S H FATUG F6IT 771 ¢ - a. Ah Foll YOTlell Teaht AR aAeash-
TR Fisted 7 98 g8 favevuneas giEan, 3R b wE [z defafnar fr sed
HaeAMNedr & QAT A8’ gHal & o]

el IR 3egRdT & ATLIH W, Tg MAT 9 g A3t H FTARMNAT e H TRIARG
are’ fEECH deheliehl T HIATAT &1 Hediehed Sl &, [T §T § Fa Jorelr Ao 3R
AIST GR&T Hrdl #A| Tg T o1 HAST HT T S & A0 depfoush Al & & A qHT
FEH gefOadr AR AWM afeter (AVML) & T &1 Jocdia A 81 deaR, 30 Niad
& AT AT 368 A QT A ¢ A o Aafkse 33T gomelr sreqoier &
TN X @ 8§, 3T 66 H TIAT AT o §T H ¢@T S Hhal gl AT 3o SASdl § I8
IRIRe e} [FeA WETaar # A#Aea H@ABT S ggae a3 96 [ddheT & §9
& gHT S Alsd & e f aHARaT ha g

gTelifeh qray fAFeA 3l & faw wsng/wave fasw & e & asf # 9gd ¥ ged
g% ¢, som-arew Sitfeer feufort F wmeiowor # Hfoens, Aea-glauers st
3R HiseT TAER & AT FATT HT HTASET, I3 YA T TS SeT IaedehaT, favrel
gAc & 9fd HdeaAeforar AR MUATdr TRt Sy gAfaar & 3ifecdca @ AgaR-hisTeher
TE #A AUML Atsdl A1 JAr J@feeyr g ol €1 78 AT 799 g dsR-feforwa
R 3 Fvaiforer ©am§ sifser 3 BT g U F IRV Pk THT TS B
Teh Shehlel RO TWGHT GoT Illicrdl T AT Xl g1 faffieeT 3egedi & fov fasfaa
T3NS Alscll H WS HAT 0N H IR Fel & foIT TIsC OEATAT T ==l & el §
3R 3AF FRTTIST Fr MNfFcFRe TAMYAT IR 7T gfetor yfdaA=T & Aregd F 39ER
foram ST #1

NEF & dgal 3589 #, 3yfaw Fot yonfordt 7 faeawonerns &0 & g\ ufkanst &
Asfolar & wS i {fAHT &1 gdr oEmr A gl @AY & @, Fg Sft Al & A
Aol R eare Hod A U favaweiy fafws-amae 9l Alser Aefid e & asfad
g g1 ka3t &1 gitear 3R HisEer sA-3maeEh Asfder gfoAET & At @ ggd
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faFqa far amm g1 3, adae 9ol Rufd 3rgA & fav ve ag-wher 3reumh
Fedleg2eld sqid Acash YEdlad far a@r § 3 Sl Shastesra Ao & fau s
g @d-37afe IHegsha FISfoleT gfSehior gEaTfad fohar aram g1 fafdiee soish sl 3ToRfeT
ufaat 3R Sl R_ftrscant & fov dar gee wteh Alsfelsr Téwhar 3R AR
ATt & Heot 7 AT Alsell F A5 Yeded I AT e arel Alger qafad fFufa
(SOTA) & WY UM JelellcAeh [aRANOT fohall ST &1 SEariad Hisel & AT AR
QAR & fIT SArEalced & Ui &l 3UA Micheder faehra 3R gfreror wfdeam
& ATEIA T A Tohar 13T gl

NAT & a1g & AR 7 FTAC FoAT Jonferdi & ASR-GR TRGLA & AT & 75 § 3R
§H I T ol 3R I & fIT oo Alser Fair yomel Alsel X 3eald U3mS/TaATa
AlSel GART AHAT & S aTell AT T 3SR fhar a/m 1§98 g8, Arge’-Th e
fFcd & I @ 30oid TR NG H G i 75 § Fd 3T 9od HR FA I
arell HARF A A SAFUT gHAT T THTATU d¢ ST &1 STaioh T gHeAl P 3ol
A & U 3ot wns/vATe f3eaet Alog €, 37 &e 3N A-gA & yorrel & Fafaar
& gfafaflica e areh 99 AT & TARSS 3T &7 3MarTshdT gt § 3R Afde goer
Alsall & T FAASRIT T FA g1 Bl g 38T F, g N INATS T3 3167AeT
IR & @ 3cafts D & o9 gHel A AT el & AT T IJGwRasss
ST @cT TIH FReRIT TeINRed T JEAd eh FoT JAllddl H & FS H FATUTA HIA
gl JEAIfad Alsel, T gAA &1 IdT el & &gl & "edl H HAloper wafan fufa &
A Heca ol GuR fe@rdr g, Affieet gaa Alsell & faT @aAe §9 & WAGAGI T
g, TAees T &1 aeTehar &1 gt §, 3R I-afFm el gFell & vh I F f@erw
AL T el H B

Ha H, MW 38T H AsR-Miotewred @A & f@elh T qd-Tar Alsel 3feawor fHar
TN § ATl TFTaH YUTell ST I Tgalsl i ST Heh Sl AISRH-gH T 3TaRTehell &
Hehcll & ST YH@ ST & faucs & afid # Fhd g, SR g1 o T3ng Al W A
&Y, STafer caTIs ®9 & A seldh digd TS 3R IR-wms Bred & @ard 3a% faRedr
TIHIG F TV IWA EUI TETER, Th ST Soleh ST USaURIT 31ewh, HOT H SeaT,
@il fohar T § St 3R iR s & A IRUWS ToT AT IR H
@ T § STafeh caMIe §9 & 37el9T-31e9T TR e Reudr & o wafaa Rufa so
Wﬁ@ﬁ%ﬁﬁff@f@qg«dl ¥ TRIaR A1 T 2

SEdifad MTEE St gormelr Aisfeir, yate iR Agaw JeaT A AT scoral S gehrerd
I B, S FEA JefAaaar (T3ng) 3N 58S Gedood I HHITAT HATUS & & F Tl
Hh &1 fafa, 3R SaT &l HoTee & fT w3ng &1 efperdr 3R S8 AlSH-h Hherre
AT &THAY 3oT Sffeer Golfardl T FEIfd olel 7 HHIGATT Wl & grenife, STafeh u3ms
3MRMTSTeleh FATHTT JE T &, Ig AT 3T WA F FTHR HI g1 gaAfaar Sa
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S ool dTel ST T TaeTehal, AlSHl T SATEITCHSAT T Y, Arsay FEar FAam, 3R
fafdesr sitRfder Rufadl & carush oe Fear gaRead = 39PR fhar o/ r § 3R
HHTTAT FHTUTAT T GEATE foRaT a7 §1 319, TS F Gl & HROT HAgeaqol JfAardr i
& WY F3 TRI AR HASIRAT &1 Il ol & AT 3Taedysh qa-@or 391 iR Hsigd
T&TT 9OTTell & faera & 9RT et & ToIT 3eavor fRar amm g

3 MY & EEhlald oed IJRURS rak {eea fagevor fr arenst & oR & arel
TIMS-3MeNTRe el &1 H=auuT 3R fard el SIRT @A §, HsTed, 3HeJehorerelier, 3K
S-Sl JeereT FATHTAT HY ABLT HIAT| Tg TIHTE Aehellhl T 3T SgTeA, 32T Tga
3R gram Rt 1 afde &, 3 e wurl, o= afasy @ 3R S g &
Seore A sifder delrell AT e & AT Tgdlencas YA &I 3Medls S g
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