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Abstract

This dissertation is concerned with cryptanalysis of symmetric ciphers

using Reduced Ordered Binary Decision Diagrams (ROBDDs) and Satisfiability

Modulo Theories (SMT) solvers and demonstrate these approaches on real world

symmetric ciphers. Based on the above approaches, the thesis is organized in the

following two parts:

I. Cryptanalysis of Stream Ciphers using ROBDDs

II. Cryptanalysis of Block Ciphers using SMT Solvers

In the first part of thesis, we propose practical approach for ROBDDs based

cryptanalysis of stream ciphers. Theoretical framework for BDD based

cryptanalysis of stream ciphers has been presented first by Krause in 2002. Since

then not much work has been reported in this area. ROBDD is a key variant of

BDD. It has important properties of compactness and uniqueness to represent

Boolean functions. So, we propose a practical approach for cryptanalysis of

stream ciphers using ROBDDs. We discuss various methods for finding ordering

of ANDing operation of ROBDDs, as it is a crucial step required during the

process of cryptanalysis. Out of these methods, “Recursive Symmetric ANDing”

(RSAND) gives optimal order of ANDing in terms of time and memory. We

demonstrate our approach on E0 and LILI-128 stream ciphers.
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vi ABSTRACT

In the second part of the thesis, we study SMT solvers based cryptanalysis of

block ciphers. SMT solvers have already been used in cryptanalysis, Martin

Stanek has experimented the solvers over the shuffle block cipher, and Stefan

Kolbl and Gregor Leander have used them to find both optimal differential and

linear characteristics of the Simon block cipher. Here, we propose an approach

for the cryptanalysis of block ciphers using SMT solvers. We show how the

cryptanalysis problem of International Data Encryption Algorithm (IDEA) block

cipher can be translated into SMT-LIB v2 format and then can be solved using

SMT solvers. We demonstrate our attack on IDEA. An important feature of our

attack is that it requires a few plaintext-ciphertext pairs to recover the key. We

also use various serial and parallel SMT solvers and compare their performances

in mounting the attack on IDEA. Experiments have been performed on reduced

round versions of IDEA to determine full key and to obtain partial key for full

IDEA cipher. We compare our results on 2-round and 3-round IDEA with some

other existing attacks on it.
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