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Abstract

Recent collapses of Session Initiation Protocol (SIP) servers in the carrier networks in-
dicate two potential problems of SIP: (1) the built-in SIP overload control mechanism
cannot handle overload conditions effectively, and (2) the current SIP design does not
easily scale up to large network sizes. In order to help carriers prevent widespread SIP
network failures effectively, this thesis presents a systematic investigation of current
state-of-the-art overload algorithms and SIP-based group communication frameworks
adopted by SIPPING, XCON and MMUSIC working groups of IETF. To achieve this
goal, first, we propose an analytical model for the re-designed SIP proxy server to con-
trol overload locally and develop an algorithm to control overload hop-by-hop. Then a
packet aggregation and compression mechanism is provided which improves the capa-

bility of single conferencing servers to handle large number of concurrent users.

SIP has a retransmission mechanism to maintain the reliability for its real time
transmission. But these real time transmissions cause overload in the server and cre-
ates redundant messages. A feedback response code 503 (Service Unavailable) is sent
from a SIP server once it experiences overload. It is a built-in functionality of SIP
which provides a limited overload control, thus making SIP servers susceptible to over-
load. This limited overload control mechanism oscillates signaling traffic and shifts it
between their neighbouring servers and make overload condition worse (RFC 5390). In
this thesis, local overload mechanism is implemented within a SIP proxy server with-
out requiring cooperation between servers. The local overload control is achieved by
redesigning the SIP proxy server as a multi-server cut-off priority queue model. We
design SIP proxy server by separating signaling traffic in two different classes (Invites

and Non-Invites) and creating a cut-off priority queueing model. In order to study

v



the impact of overloaded SIP proxy server on throughput, the entire end-to-end SIP
signaling flow is modeled between a sending and a receiving SIP servers. We propose a
complete end-to-end SIP signaling flow for session establishment between two end users

using Generalized Stochastic Petri Nets (GSPN) technique.

Next, we study the hop-by-hop overload control mechanism by extending the
previously developed SIP proxy model for timed-out packets which cause retransmis-
sions. SIP retransmission mechanism with timeout is modeled as a queueing system
with impatient customers. Using this model, the effect of unnecessary retransmissions
is studied and delay distribution and loss probability (Pb_loss) is calculated. The pro-
posed analytical model is verified with simulations which demonstrate that the inclusion
of timeout gives better delay performance. Using Pb_loss, an algorithm is developed to
control the overload in hop-by-hop transaction as described in RFC 6357 [1]. The simu-
lation results for the proposed model with overload control and the standard SIP as per
RFC 3261 [2] are compared. The results demonstrate that the server utilization factor
of an overloaded server always remains less than one and hence avoids system collapse.
Further, the redundant messages in the system are reduced by 30% as compared with

the standard SIP network.

SIP signaling protocol is also used for providing group communication in IP-based
next generation network. The conferencing framework proposed by Internet Engineer-
ing Task Force (IETF) working groups has limitation for large scale networks due to
their control over entire conference by a single central server. In order to overcome this
limitation, we propose multiple SIP packet aggregation and compression of common
header part of each aggregated packet process. This mechanism increases the band-
width utilization and processing capability of conference server. A queueing model is
presented to describe the process of packet aggregation and compression at the aggrega-
tor node. Using the proposed queueing model, the steady state probability distribution
of the queue length is derived and the average packet delay is obtained. We show the
trade-off between the overhead gain and delay. Based on analytical results obtained,
the maximum frame size is optimized for which the average delay of a packet is mini-
mum. The packet aggregation and compression mechanism is implemented using NS2
simulator. The key session setup performance measures discussed in ITU E.721 are

obtained which particularly focus on the SIP protocol requirements. The proposed



queueing model is further studied under Min(N,T") policy. We consider two control
parameters queue length threshold N and timer 7' to suppress the increase in delay due
to the long frame formation itself. These parameters are optimized such that we get

the maximum bandwidth utilization and minimum delay.

We may also note, as a interesting observation based on the above results, that if
multi-party games are played on the Next Generation Networks (NGN), it would be
better to aggregate and compress packets at the edge of the network. A gaming API

with this provision would perform better than one without it.
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