INVESTIGATION OF COTS NVM TECHNOLOGIES FROM
A RELIABILITY AND SECURITY PERSPECTIVE

SUPRIYA CHAKRABORTY

DEPARTMENT OF ELECTRICAL ENGINEERING
INDIAN INSTITUTE OF TECHNOLOGY DELHI
JUNE 2023



©OIndian Institute of Technology Delhi (II'TD), New Delhi, 2023



INVESTIGATION OF COTS NVM TECHNOLOGIES FROM
A RELIABILITY AND SECURITY PERSPECTIVE

by

Supriya Chakraborty

DEPARTMENT OF ELECTRICAL ENGINEERING

submitted

in fulfillment of the requirement of the degree of Doctor of Philosophy

to the

INDIAN INSTITUTE OF TECHNOLOGY DELHI
JUNE 2023



Dedicated to
My Mother, Father, Sister, and my friend cum wife Swatilkeha Majumdar. They have always been

the pillars of my strength and inspiration.



FHOIGTHRE AT Fory FaT = |
o FARSLTIAT o TET STEHANT 11R-gs |

karmany evadhikaras te ma phalesu kada cana |
ma karmaphalahetur bhiir méa te sango 'stv akarmani 12-47I|

- Shrimad Bhagwad Gita, Chapter 2, Verse 47

IR QTR IS 7RIS e QPR QTR AT, O ATl [Acerd 3ead
PR ARG o) OGP PUAZ QAR IR ParRe PRI 51
RIS FT 7T 438 [REIOT S 57T YRPE Tl

(&R srvar 79w FreITiRer # 41 & (4T T 3T S, e 37T 97T #1491
F BT F EFIITART &1 FHT VT 3797 319 & 9T Tfafarai & g #r
FIT T I, TET [ Fqard T3 % |

English: You have a right to perform your prescribed duties, but you are not
entitled to the fruits of your actions. Never consider yourself to be the cause of
the results of your activities, nor be attached to inaction.



CERTIFICATE

This is to certify that the thesis entitled “INVESTIGATION OF COTS NVM TECHNOLO-
GIES FROM A RELIABILITY AND SECURITY PERSPECTIVE” being submitted by Mr.
Supriya Chakraborty for the award of the degree of Doctor of Philosophy in the Department of
Electrical Engineering, Indian Institute of Technology Delhi, is a record of bonafide work done
by him under my supervision and guidance. The thesis has reached the standards fulfilling the
requirements of the regulations related to the award of the degree. The matter embodied in this

thesis has not been submitted for the award of any other degree or diploma.

Dr. Manan Suri
Place: New Delhi Associate Professor
Date: Department of Electrical Engineering
Indian Institute of Technology, Delhi

Hauz Khas, New Delhi- 110016, India



ACKNOWLEDGEMENTS

First and foremost, I would like to express my deepest gratitude to my supervisor, Prof. Manan
Suri for his invaluable advice, continuous support, and patience during my Ph.D. He was kind
enough to take me under his supervision when I was in the midst of a professional crisis. This
endeavor would not have been possible without his constant motivation, and enormous belief in
me. His guidance helped me in all the time of research and writing of this thesis.

I want to extend my gratitude to the Ministry of Education, Government of India, and Depart-
ment of Electrical Engineering, Indian Institute of Technology Delhi for the Ph.D. scholarship and
for providing me with the laboratory resources to perform this research activity. The dissertation
would not have been possible without their financial backing and research facilities.

I would like to thank my Student Review Committee (SRC) members Prof. Ratnamala Chatterjee,
Prof. Anuj, Dhawan, and Dr. Vivek Venkatraman for their valuable feedback. I am also grateful to
Dr. Saakshi Dhanekar for her valuable feedback during the research review process and for teach-
ing me the course semiconductor material and device characterization which helped me during my
research work. I would like to thank my thesis evaluation committee members for their construc-
tive feedback, availability and time.

I would like to express my gratitude to all the group members/colleagues of NVM and Neuro-
morphic hardware research group including Abhishek Gupta, Tinish Bhattacharya, Sai Sukruth
Bezugam, Alok Deep, Tamoghno Das for knowledge-sharing technical and non-technical discus-
sions.

I would also like to extend my deepest appreciation to all my friends and colleagues with special
mention to Dr. Swatilekha Majumdar (now at IBM, Germany), Dr. Atul Thakur (now at Mediatek
Inc., Bangalore), Dr. Rajib Ratan Ghosh (now at TU Eindhoven, The Netherlands), Rohit Sarwal
(now at Synopsis, Noida), Manoj Kumar, Abhilash Garg (now at Synopsis, Noida), Dr. Roohie
Kaushik ma’am, Dr. Shubham Sahay (now assistant professor, IIT kanpur) for providing me a sur-
rogate family, and lifetime cherished memories. 1 will always be grateful to all of them for being
their during my ups and downs throughout this period. I would also like to take this opportunity

to thank, Dr. Usham Viviano Dias, Aashish T. R., all my hostel mates with special mention to



i

Dushyant Kumar, Satish Kumar Verma, Kalyan Dash, Amrish Kumar, Arun kumar Choudhary sir
(Scientist, MNRE), Dr. Kamal Aggarwal with whom I used to have late night discussions. I would
also like to thank all the mess stafts of Udaigiri House.

Last, but not the least, I would like to thank my mother, father, and my sister for showering con-
tinuous love, care, and support, without which none of the accomplishments would have been its
worth. Words fail me while conveying my indebtedness to them. I am also indebted to my loving
and caring wife for being my inspiration and motivation. Thank you for being my best friend. |
would also like to express my deepest gratitude to my father-in-law and mother-in-law for being
there when I needed them. Their continuous support and motivation always helped me to complete

this journey smoothly.

Supriya Chakraborty
IIT Delhi, India

© 2023, Indian Institute of Technology Delhi



ABSTRACT

Emerging Non-Volatile Memory (NVM) technologies are significant contender for next generation
memory applications including both standalone and embedded memory usage. In addition, there
are significant advancements of the NVM technologies beyond storage applications. This includes
in-memory computing, neuromorphic applications, security primitives, approximate computing,
etc. Since emerging NVM technologies are used in main stream memory applications, it is high
time to investigate their reliability aspects. With the advancement of modern electronic systems and
integrated circuits, hardware security has become one of the crucial concerns. Hardware security
threats may arise at any stage of the life cycle of the electronic systems/devices ranges from the
device specifications to fabrication including recycling. In addition, data processing within the
electronic system is also subject to various threats such as unauthorized access, side channel attack,

fault injection, data corruption, DoS, etc.

In this dissertation we investigate two aspects of Commercial-Off-The-Shelf (COTS) NVM
chips 1) reliability, and ii) security. We show that the unique characteristics of NVM technologies
can act as two sides of the same coin: i) one related to exploitation of vulnerabilities leading to
threats and other ii) related to exploitation for building innovative hardware security primitives.
The key contributions of this work include characterization of NVM chips for 1) latency, ii) cur-
rent consumption, and iii) endurance. Different soft techniques are experimentally validated on
FPGA to enhance the performance of the chips beyond datasheet specifications. We significantly
reduce the number of bit flips by ~26%. The unique current consumption signature of the chips
is further exploited for efficient NVM programming. The reliability aspect is investigated by ex-
posing MRAM chips to the external magnetic field. Both static and dynamic stress analyses are
performed while exposing the external magnetic field to the chip from different directions. We
observed that exposure to external magnetic field results in increase in chip read and chip write
current. Furthermore, the intrinsic properties of COTS NVM chips are exploited for hardware se-
curity applications including PUF, TRNG, and IC anti-counterfeiting. The proposed methodology

leverages the latency and variability of COTS NVM chips for security primitives. The randomness

iii



v

of the generated bitstream is evaluated using the industry standard NIST SP 800-22 statistical test
suite, and all 15 tests are passed. The obtained results validate the reliability and robustness of the
extracted TRNG. Utilization of the existing NVM chips and no requirement for additional special-
ized hardware makes the proposed technique highly advantageous and cost-effective. A dedicated
dataset through experimental characterization is also developed for conventional and emerging
NVM technologies to train the Machine Learning classifier to high accuracy for detecting IC ori-

gin.

© 2023, Indian Institute of Technology Delhi
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