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Abstract

Recent advances in cognitive and counter-adversarial systems with the ability to infer their
adversary’s beliefs have garnered significant research interest in inverse filtering from a Bayesian
perspective. Such counter-adversarial systems have potential applications where an autonomous
system interacts with its environment, learns relevant information about it, and then adapts
itself to achieve its goals optimally. An important example is the inverse cognition problem in
cognitive radar-target dynamics. A cognitive radar adapts its waveform, beam pattern, and other
parameters in real-time to accurately localize its target. An intelligent target can employ these
inverse filtering results to evade detection and even deceive the adversarial radar. In this setting,
a cognitive adversary or ‘attacker’ tracks its target of interest using a stochastic framework such
as a Kalman filter (KF). The target or ‘defender’ then employs another inverse stochastic filter
to infer the forward filter’s estimates of the defender’s state computed by the attacker. For
instance, recently, inverse KF' (I-KF) has been developed to predict the attacker’s future steps
by estimating its (forward) KF’s estimates. Existing works on inverse stochastic filtering and
inverse cognition consider either linear Gaussian or finite state-space models, which limits their
applicability in many practical engineering problems. Hence, in this dissertation, we study
inverse filtering in the general non-linear non-Gaussian system framework. However, the non-
linear Bayesian filtering is an intractable problem that necessitates sub-optimal approximation
techniques. In our work, we develop inverse non-linear filters using different sub-optimal filtering
approaches. We further study the theoretical performance guarantees for the developed filters.
Finally, several numerical experiments demonstrate the estimation performance of our methods
using the recursive Cramér-Rao lower bound and non-credibility index (NCI) as benchmarks.
In the inverse non-linear filtering context, we first investigate the extended KF (EKF'), which
uses Taylor series expansion to extend the standard KF to non-linear dynamics. To this end,
we develop inverse EKF (I-EKF) for non-linear systems with and without unknown exogenous
inputs. We then provide theoretical stability guarantees for I-EKF in the exponential-mean-
squared-boundedness sense using both bounded non-linearity and unknown matrix approaches.
In particular, the inverse filter is stable under mild system-level conditions, provided that the
forward filter is stable. Additionally, we prove that I-EKF is a conservative estimator, i.e., I-
EKF’s estimated error covariance upper bounds its true value. In the process, we also obtain
[-KF for linear systems with unknown inputs and provide sufficient conditions for its asymp-
totic stability. Our I-EKF can be further modified using the maximum correntropy criterion
(MCC) to tackle non-Gaussian noises. However, the standard EKF technique has several dis-
advantages. The EKF, and hence I-EKF, performs poorly when the dynamic system is highly
non-linear, is sensitive to initialization, and may even fail completely. These drawbacks of EKF
have led to the development of several advanced variants to enhance estimation accuracy, sta-
bility, and practical feasibility. Hence, we generalize our I-EKF formulation to highly non-linear
models and develop inverse second-order EKF (I-SOEKF), inverse Gaussian-sum EKF (I-GS-
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EKF), and inverse dithered EKF (I-DEKF). These advanced I-EKF variants overcome some
of I-EKF’s limitations and provide improved performance, depending on the system. Finally,
we derive [-SOEKF’s theoretical stability guarantees using the bounded non-linearity approach.
Our numerical experiments further suggest that an advanced inverse filter may provide better
performance at the cost of computational efforts, even when assuming an incorrect forward filter
employed by the attacker.

Despite its simplicity, EKF suffers from linearization errors in highly non-linear applications,
which can be efficiently handled with derivative-free sigma-point KFs (SPKFs). In contrast to
EKF, SPKFs use function evaluation at a deterministic set of sigma points to approximate the
statistics of a random variable under non-linear transformation. In light of this, we explore
the unscented transform method or, equivalently, statistical linearization technique and develop
inverse unscented KF (I-UKF). However, practical systems often involve continuous-time state
evolution or complex-valued states and observations. Hence, we generalize our I-UKF theory
to obtain continuous-discrete and complex [-UKFs for inverse filtering applications. We also
investigate enhanced SPKFs based on efficient numerical integration techniques and develop in-
verse cubature KF (I-CKF), inverse quadrature KF (I-QKF), and inverse cubature-quadrature
KF (I-CQKF). Finally, we derive sufficient conditions for the stochastic stability of the afore-
mentioned inverse SPKFs using the unknown matrix approach. In the process, we also obtain
hitherto unreported general stability results for forward UKF and CKF. Inverse SPKFs, like
[-EKFSs, have been shown to be conservative estimators.

Our inverse EKFs and SPKFs adopt the inverse filtering framework of I-KF and assume that
both the attacker and defender agents have perfect knowledge of the system model. However,
in practice, agents employing stochastic filters often lack prior system model information. In
this context, we address the unknown system model case by developing reproducing kernel
Hilbert space (RKHS)-based EKF and UKF to learn system parameters and estimate the state
simultaneously. Our RKHS-based filters can be employed by both the attacker and defender to
estimate the defender’s state and the attacker’s state estimate, respectively. While both RKHS-
based filters adopt an online approximate Expectation Maximization (EM) algorithm to learn
the system parameters, the expectations under non-linear transformations in RKHS-EKF and
RKHS-UKF are computed using Taylor series-based linearization and the unscented transform,
respectively. Our numerical experiments further demonstrate that RKHS-UKF outperforms
RKHS-EKF in terms of estimation accuracy. Finally, we provide theoretical stability guarantees
for the developed RKHS-based filters using the unknown matrix approach. In our RKHS-based
KFs, the recursive Bayesian state estimation framework is extended to unknown systems by
coupling an additional EM-based parameter update step with the EKF/UKF recursions. As
a result, we are able to examine their stochastic stability, which is not possible with other
kernel-based methods reported in the literature.

The sub-optimal non-linear filtering approaches discussed so far assume additive Gaussian
system models and /or locally approximate the non-linear dynamics at the state estimates. Con-
sequently, these methods are difficult to implement in many practical scenarios. Hence, we also
consider the global but computationally expensive sequential Monte Carlo (SMC) filtering ap-

proach to develop inverse filters for general non-linear and non-Gaussian systems. In this context,
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we first develop an inverse particle filter (I-PF) that assumes perfect system model information.
Unlike EKF and SPKFs, which assume a Gaussian posterior density, the PF framework uses MC
methods to approximate arbitrary posterior distributions. However, the particles in PFs are not
statistically independent, and standard convergence results for MC methods based on central
limit theorems are not applicable. In this work, we study the convergence of the developed I-PF
in the L*-sense and show that under mild system-level conditions, our I-PF’s estimates con-
verge to the optimal inverse filter’s estimates. Despite the fact that the Gaussianity assumption
restricts practical applications, it frequently presents a trade-off between accuracy and ease of
implementation. Hence, we next explore the application of SMC techniques to Gaussian systems
and develop inverse Gaussian PF (I-GPF) and inverse ensemble KF (I-EnKF). GPFs employ
sequential importance sampling (SIS) to approximate the mean and covariance of a Gaussian
posterior density. The EnKF, on the other hand, is an MC approximation of the standard KF
but has been successfully applied to a wide range of extremely high-dimensional and non-linear
problems. Our I-GPF and [-EnKF can further efficiently handle non-Gaussian noises with suit-
able modifications. Finally, we introduce the differentiable I-PF, differentiable I-EnKF, and
RKHS-EnKF methods, leveraging SMC techniques to tackle situations where the defender lacks

knowledge of the system information.
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Notations

Parameter/ Definition
Function
k Discrete-time index
X Defender’s true state (n,-dimensional vector) at k-th time instant
ug Unknown exogenous control input (n,-dimensional vector) at k-th time instant
Yk Attacker’s observation (n,-dimensional vector) of x; at k-th time instant
X Attacker’s estimate of x;, given observations {y,}1<;<; computed via

a forward filter
ay, Attacker’s estimate of the unknown input via forward filter
)37 Forward filter’s estimate of error covariance for estimate X
ay, Defender’s observation (n,-dimensional vector) of X, at k-th time instant
Xp Defender’s estimate of X, given observations {a;}1<;<; and true states
it Defender’s estimate of 11, via inverse filter

{x;}o<j<kr computed via an inverse filter

Inverse filter’s estimate of error covariance for estimate X

]( 11:12,71 J2)

Alao/ (Al

T/H

-
N

The i-th component of vector a/ (i, j)-th component of matrix A
The sub-matrix of A consisting of rows 7; to i3 and columns j; to j
The i-th row/ j-th column of matrix A
Transpose/ Hermitian operation

H A2/ 1 A I, norm/ norm with respect to matrix A of a vector, i.e., x’ Ax

1% || 0o [ norm of vector x

Tr/det /rank(A) Trace/ Determinant/Rank of matrix A

diag(ay, asg, ..., q) A ‘I x I’ diagonal matrix with diagonal elements ay, as, ..., q

A/ || Al Spectral/ maximum row sum norm of matrix A

A<B The matrix B — A is a positive semidefinite (p.s.d.) matrix

VA Square-root of matrix A such that A = \/K\/KT

Vf/ g—i The R™™ Jacobian matrix for a function f : R™ — R™ or
R™ ! gradient vector for f: R" — R

Vif / ax2 The R™™ " Hessian matrix for a function f : R™ — R.

| £ |loo The supremum norm of the real-valued function f(-)

d(z — xp) The Dirac-delta function in variable x centered at z

L./ Onsm n X n identity matrix/ n x m all zero matrix

I/0 Identity matrix/ all zero matrix of appropriate size

ii.d. Independent and identically distributed

p.d./ p.s.d. Positive definite/ positive semi-definite

E[]

Expectation operation

N, Q)/ N(x; u, Q) Gaussian distribution with mean g and covariance matrix Q

Uluy, uy)

Cov(x)/ Cov(x,y)

The uniform distribution over interval [u;, u,]
Covariance/ cross-covariance matrix for random variables x and y
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