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Abstract

Due to the increase in the adoption of productivity and collaboration tools, along with the
pressure to make mobile and other smart computing devices “network ready”, the workload on
IT industry is monotonically increasing. Data centre that house the systems necessary to
support the organization have grown rapidly in scale and complexity. Much of this growth has
occurred in an ad hoc fashion, with many new systems added as and when required, such as
including end point security controls to address challenges when they occur. This introduces
multiple inefficiencies, including low levels of resource utilization, and makes re-envisioning
security within the data centre infrastructure a challenging, yet necessary, task. With more
companies focusing on their information systems (IS) and networks, a number of problems
have emerged, the most significant of which is the issue of information security (Kuegah,
2006). Information technology is growing at a rapid pace. Data assimilation in the world of
cyber space is increasing exponentially and the current socio-economic structure of society will
always generate large amounts of raw data. IT services of the data centres are using advance
technology to fulfill the organization’s goals of securing this large volume of data. As a
consequence the expertise of the infiltrators and the tools being used by them continue to grow.
The net result is non-stop episodes of malicious attacks, destruction of data or information

assets, and data theft among others.

In todays connected world, there is an increasing dependence on information and information
assets. It has made it nearly impossible to run data without proper and smooth operation of its
information systems and the associated security as data centre are primary targets for cyber-
attacks. Hacking and threats to the information systems have increased significantly over the
past decade. The exponential rise in attacks in a world of ever-evolving threats that can cause
potentially catastrophic damage and may even one day lead to an organizational cyber fatality.
What’s needed is a new model of information security, one that is driven by knowledge of
threats, assets, and the motives and targets of potential adversaries and the skillset to match.
The purpose of the study is to provide effective security to the data centre according to the
changing technology. This research thesis attempts to suggest a framework for security of data

centres.

The research methodology used in this thesis adopts mix method approach; i.e. combining

qualitative and quantitative routes of research methodology. And then, triangulation was used



to synthesize the findings from both qualitative (semi-structured interviews) and quantitative
(questionnaire based survey). Different methodologies have been discussed as part of this
research, with an attempt to arrive at possible security framework that can provide the required
security with the current technological options available. In the exploratory phase of the
research, key factors/variables identified from literature review were confirmed through
focused group discussions. Along with this, views of experts from industry and academia were
solicited on the subject matter as part of an informal process to gather information. The key
components were identified and linkages among them were then validated through empirical
research. A total of 177 items were identified which were classified under five heads namely,
Physical Security, Information security, Operation Security, Network & Component Security
and Skillset. Data collected through questionnaires regarding information security framework
has been analyzed using Exploratory and Confirmatory Factor analysis. VVarious parameters
that come out of the collected data were evaluated in terms of their factor loading. Factors
having higher factor loading and hence higher impact have been taken into consideration and
other factors have been clubbed into an associated class of factors or discarded. Structural
Equation Modeling (SEM) has been used to model the factors and their linkages into a model,
the model is formulated in AMOS, with inputs from structural equation models. An information
security framework has thus been suggested in this study using SEM. The framework
concludes that a secure network is dependent on skill set and network & component security.
It is also concluded that one cannot deploy perfect security but one can approach to achieve the
perfect security. The main aim of the security professionals should be few things like how fast
the threat can be detected, what steps should be taken to stop the threat so that loss can be

minimized, and how fast loss can be recovered so that availability should be maintained.

This study shall remain relevant for a certain period, the shelf life of which cannot be defined.
However, a framework that relies on the expertise of the human resources in a data centre to
deploy and implement it and with the constant advancement in this ever evolving field, this

research shall remain a constant work in progress.



[SIES

SCITEHAT 3T TEANT 6 STHIT A AIAH § Flg 6 HIOT, HETed M I T
FT JTRLON "Hedsh dAR" FA F IAE 6 G1F-HTY, Al AN 9T FH HT
A TF GHT H dg W 21 T "X AT ' A ggrar & oo s=8 somferrt
F AT H T TN AT AT Afewar H oSt H @l gl T fAwm #r stfersterar
e e H gE E, AT F FT AT TUTAT SE & TS F AT AT AaeTFwAr q=dl
g, & q g grar M=o &1 FHIE & AT w7 & O §9 F g9 g T8
FT AATALTHATA T TRAT AT g, OEH HETEAT & ITART & o T@e aree €,
T 2T e F gieardt g F fiaw qEer #r O Toae R UE i,
ff aFems® FA gl AT GIAAT YU (AEUH) AT qedw T¢ &9 higd Fd
FTAT AT FHAAAT 6 ATA, Fz GEAT0 IAT T2 3, OFH ¥ q99 Agaq0 gAAT
qLAT (FTE, 2006) FT TET g FIAT Vet oot F 98 T@r g argay oe &
FEAT F 2T THEHT Sl F g QT g AT FAENA % AAHIE ATHISEH-ATSE® g =T
THAT T AT H Fg 2T FT IATGT HOMM| 2T hal 6 ST qaTeq, 22T F 9
I2 HTAT FT ZHA FA F A F ALqT K W FT & o0 AW qaArd &7
STANT & Tl gl TRUTHEa®T FaEaeal #f [Fausar i 394 g0 SEdara &0
ST Tg STHON K FAEE @eAr I 21 q@ TRH gHiEaATo g|el, Ser AT
ST AT d9 F7 f&Emer, ofie @ & d= e qART & G-Uw uHEE gl

ot At gFET H OIS g2, W s gEer wuty e gl AT g1 ozEe
FIT GIAAT TUMFT & 3I6q T gATE @A & fo|T e & FdA & fou
T FAEHT FAT AT g Y Hatgd gReAT dsaY gHdl 4 o GrateE J g g
fIrega v g & gaar yoet § gfr s madl § i gfx g2 & -l
gavt ¥ gEAT F gAEAr § A glg o "qwrEd w1 F Bt ot gr oawd
g X UF fiF A UF WeArHs dEaT g & U oanr g &dt gl #v
AMATF § GIAAT AT & TH 997 Aied, S @adl & qAF g IR g, "9, 7
gt wfagfzar i Fiae 1 GFfa 9 F ITAT Y AqL;| Ae;IA AT I29T
JeAd U WRIRET & AqE T2l Hed & TNl qeeAl Y& FAT g1 =9 e
e\ o1 FR T grET F U uEF ' Er w1 qAE a1 #7 TAE AT gl

= AIFE ¥ eaumar aEdE qata e Gt gfewor & e @ sruia sEae
TG & OcHE 3T HAETHE AT & Sl sie e, B &7 Suanr B @
T

TS (AG-GI=d GTeATeRE) Y AT (WAl eeTiia g9e0) I+ |
ferat w1 "@gfua w39 % oo oz oag &tk B F w7 ¥ e alwm W
Ta-fawsl BT T g, ST §9F gReT @A 9% Ugdad & WAE g S HiSEr
THeh fawedl & JT AEeTd AT UIH FL FHAT gl ATHATE F FAeAU =
H, OTfgca Al GHIAT ¥ TgA™ S a1 HgdqW FE / AT W A Hied 98
TN 6 HTEAH F ¥ AT AT TEe A1 F, gEAT TGl w4 [oIU SAIIATE




TRAT F AT & w7 H, AN i fremtest & Fowst & e fww Tuw @
HET T 9 {eT "ewl hl TgA Rl T T IA% AF Hael w1 AGHASH
AELT F WA F AT AT AT FA 177 FEQE A ggA & e, e wiw
THET, AT FRAT, AT qeam, Arqee By, qeash o ged gren oY wee
% dgd a(hd TRAT TAT AT GEAT TRAT A & a1 H TATAAT 6 HILAH o THA
AFST KT AFUOr BT TAT 8 ST UumEtAedl i FwRHiee taex fAgwer
STANT fFaT AT g1 UHAG AFST F dg< A aTel (AfHe qT9®l F7 Jodidd 39
FEE AMST & Ha9 H FRAT @7 oM IF &E Al g ald ® I 3T IHe0
SE TATE A AWM H @I AT g AT AT WAl F Ga5 FEAH H SET AT §
7 geT foar AT § TFEd e AiEfoRT (THSUH) & FES Aled & ®94 H
TEOATA TFAT T 8 3R UF AisA H OSHAT a9 g, Hisa ® UHAUH H AN
FaT T 8, REATHE R AiEd ¥ TAYE 6 919 TH T TH oAegad o
THEUH & STAN FT AAT AT AT &1 A @Fr &7 gl wHas =y
T § & U&F G Jead FIad He X dedw Y Hew T U W€ ¥
T2 ot Moy T @ g & #1902 a9tq dgl wT "EaT g, AT UE
7 FLEAT UTH FA & o0 69 FT Thal gl GRaT uadl & qed 3297 Fg Ao
gl ATRT S @a< & fhadl oSl & 9d7 oRMAT ST 9%dl 8, @a< &l U &
T ®9 " FEH I2(T AT qIh THATE HF AT ST |9, i fhRadr asit
THATT S fFaT ST | qTfh SUeydr w1 a9TC Y@l AT el

I8 de9a9 UF Wtdq Aty & foro ywlee g, e 9w Staq & g
Tel TFaT ST gwar g1 g, UE e S U Sl 4w B OH\d gardgd i
faousar o Y Far g, T AN #A fiT Su fharfead #we s T At
T & § Fiae wiia & 979, a8 g Wi #§ UE [y w1 gnm
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