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Abstract

In recent times, quantum communication has emerged as a vibrant area of research.
The horizon of quantum communication has numerous celebrated and pioneering proto-
cols— quantum teleportation, quantum key distribution, error-correction-assisted quan-
tum communication protocols. Challenges and limitations in the generation of resources
required for these protocols nevertheless act as major impediments. An indispensable
problem is in making experimental realizations and theoretical assumptions come hand
in hand. Elegant protocols like quantum teleportation and Ekert 91 QKD employ entan-
gled states, whose generation poses a challenge. In particular, error correction poses a
significant challenge in quantum communication since the application of higher dimen-
sional entangling gates in many degrees of freedom, e.g., OAM is not readily available.
This leads us to the question of interest in this thesis: to what extent can we alleviate
the need for costly quantum resources and still have a quantum advantage, albeit in some
restricted scenarios? We attempt to answer this question in the context of error-immune
quantum communication and quantum key distribution — two cornerstones in the area

of quantum communication.

In the first part of the thesis, we focus on laying down a resource-friendly approach
to error- immune quantum communication. In contrast to the traditional approaches,
which encode information in a quantum state, we develop a framework by proposing
an altogether new information encoding scheme. This scheme, by construction, encodes
information in the invariants of a noisy channel. Notably, this encoding scheme leads
to a complete removal of budget overhead for quantum error correction. We construct
invariants for several noisy channels which are of practical interest. Interestingly, quan-
tum error-correcting and rejecting codes appear as special cases of this encoding scheme.
Finally, we have applied the framework to a practical situation of propagation of OAM
modes in turbulence. By performing a study of extensive simulation data, we phenomeno-
logically model the channel as an idealized crosstalk channel and identify the invariants
for the same. These invariants serve the purpose of being error-immune information

carriers.

In the second part of thesis, we turn our attention exclusively on resource-friendly quan-
tum key distribution protocols. In this direction, a significant development is the proposal

of semi-quantum key distribution protocol. This protocol involves only one quantum
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participant who can operate in any basis, in contrast to a classical participant who can
operate only in the computational basis. We perform a series of studies to propose quan-
tum and semi-quantum key distribution protocols by employment of OAM states of light,
which are arguably at the forefront of realization of high dimensional quantum commu-
nication. We start by showing that the task of secure distribution of keys in layered
networks can be accomplished with only one quantum participant and multidimensional
separable states. We believe that this is a significant development over the protocols
proposed in [Pivoluska, 2017], which employ multidimensional entangled states with a
very low generation yield. In the second study, we show that corresponding to every non-
locality/ entanglement-based QKD protocol, a contextuality-based QKD protocol may
be designed. The security analysis of the latter protocol is, however, completely different
and hinges on masking transformations. The key rate of the CQKD protocols, however, is
exponentially small. As the next improvement, we show how a suitable change in the key
generation rule and the choice of observables may lead to enhancement in the key gener-
ation rates with the same resource states. Finally, we show that qubits encoded in qudits
may be employed for QKD protocols. The generation yield of these states is significantly

high. We have shown robustness of all the protocols to eavesdropping attacks.
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T FhTeT H, TFicH TOR N Dl URTT=<! 85 Sy IINT & | Faicq ToR &1 fafast as ufig
Tq T AICIbIcl 3 e &, SR FicH CeldlIce, FaeH ot [IoRuT qof I -FaR-FeTid
FIicH AR UIcidicl| T 39 Welkaiel & foly JTaead SETeHi & o J gAradr iR
T TR STt €| wrifies sl oik Tgifd eRumel ot Ty ST off Ta rfant
THRIT &1 FAICHT Cauice™ iR Uhc—-91 FdieH it f[aavul S gofaqul Hickpral 3 Sl
ftpd FCTH (entangled states) HHTEGT &b HY H FINT PR & , SDBT Gord T AT
TR vl g1 f499 w9 ¥, I R (error correction) o F@icH AR H gt gl Igd
6T & FIfP =T IMATHD (high—dimensional) TefeRT e &1 fAfFRINT Tamer & wefta Hofy
ForT (orbital angular momentum) ST T HIfC W IUeTed el &1 T8 & 9 QMeiey §
feera=dt & T8 IR Uged & 89 5 TR I 9gied JaicH JHTEH Hi SaTadl Pl
Rl §Y Y FICH ST TTH R Febdl & aTe B A IR 1 817 89 39 U & SR
S T TRIRT e AR & & H &l 95 wHi— e -UfcRid araied HaR iR adicH ol
faRO— o HeY H &< B

SNeRier & Usel 9N H, 89 IC-TRRIe Faicd FaR & ol U Sare—3rdhet A1 IRgd
F R S Bid IR & WIRFIT Seapion & [IuRid, S+ GomT a1 o adicH aawer §
Geag [T ST &, 89 U [SeTel T Hedg g AT UK PR Ueb Tfsha faepfad
IR &1 IE Ao, 10T & GRT, S aat (noisy channel) & 3TaRacias GRATON & =T
P Pedg Bl gl [y B H, T8 Hedg JoFT Fdied I IR & foly Faeqt o
RE H e B P fol of St 81 89 P gasR § AR & g S el & foly
3mRacie TRgd v & | I ©U 9, I8 TalfST AT Faied IC-FuR BIe Bl $HS 3T
HU H Y BIH 81 37, T ARAUSH H YTl & AT Y T HIS b JRIRUT b Ueh AT
AR R wferar &1 ARG fovam 21 s 3rehd 3iids! &1 JNeTTT v, BH PlcATael P
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U 3rTeet SMRBIRIT (crosstalk) At & ITHY IR & 3R IS AU smuRacdet 6t uga™
w81 Y 3Radia Ffe-TfoRieht T ared ot drf A £

QMo & AR AT ¥, B9 3T &I A9 BU H hael T —3IHel FaIcH ol [GaRul
ICIpiall WR < 81 39 e 4, U Hecaqul faer i —ardicH it fIRuT HicTaiel Bl JRdTd
g1 39 MICIdiel H dhael Ue qaieH Hiaarit gdr & St faxdt oft 38 (basis) 5 & o= aan
g1 9% fauid e el ufarf (classical participant) ddel TOMTCHE ST H B @R
hall &1 89 e 3R T —FaicH il AR TSl Dl SRael PI IRATIIT B & Sl
THIT & 3N T U T BT SUANT v I T 7, g 99 ) Fajed FaR H smoft v
TTH 21 89 U] foard & o TR Acae! | it faaRur &1 Hrf dhdet Uab aaied Uit aiR
JEITRITHI JreaRuiy ¥CH (separable states) & A1 HUT fpAT ST HebelT 21 8 37T PR
g & &9 UeaTfad Wieitel [Pivoluska, 2017] ¥ URTfId HICkapiali & HTU& U Hacaqu
31figfg 81 [Pivoluska, 2017 Sg3TRATH &g FCTH BT IUANT R & [oITepT For &l
950 P BIc o1 TR 7T H, 89 fRWN & b I AAeiirer/ safawor —ameania wgdbel
OICThicT o AU, o HEH Hehdl - ITHTRT Rhe! NIcieiel HRATId fohdT ST Fehell & | Ty
=9 3ifaH (Fevfetadr-snenRa) Metater o GRa fevo ot ave 3 fafds § ofR =1fedT
gRacHl IR FR 81 Ja Fewicaehar—aTenRd agdbe! UICbicl Bl poll &%, TGP P
&1 3ol IR & B0 H, 89 @ & b ol Icuter I iR A1de! & 907 H Iugch aRacH
Y ol gord &1 7 gfg 81 Tobdl! g1 3fdd:, 89 R\ & & wgfoca &1 ayfecH A pfed
(encode) fa5aIT ST TaaT 8 31R QKD MieTdiel & oIt SxaHTet fham ST HabelT §1 37 ¥ di
o AT Fg 3118 21 87 Tl HIcTlell Pl @R 89l (eavesdropping attacks)
Y g% feam gl
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