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ABSTRACT

In response to the escalating volume and intricacy of data in critical domains such as cyber-
security, finance, healthcare, and industrial processes, the need for robust anomaly detection
methods has become increasingly pressing. This thesis undertakes a comprehensive explo-
ration into the effectiveness of machine learning and deep learning techniques for detecting
anomalies within large-scale datasets. The investigation encompasses both supervised and
unsupervised learning algorithms, coupled with cutting-edge deep learning architectures, to
address the complex challenges associated with anomaly detection in dynamic environments.
Commencing with a thorough review of existing literature on anomaly detection methods,
the research identifies gaps and emphasizes the importance of data-driven approaches for
achieving heightened accuracy and adaptability. The thesis introduces novel methodologies
that intricately integrate machine learning algorithms with deep learning techniques, aiming
to synergize their unique strengths and elevate detection capabilities across diverse anomaly
patterns. Subsequent chapters delve into detailed case studies and real-world applications
of these methodologies.

Chapter 3 of the thesis focuses on the safety and reliability of pressurized heavy water nu-
clear reactors (PHWRs), employing a staged procedure for fault detection using Gaussian
Mixture Models (GMM), Hidden Markov Model (HMM), and Probabilistic Principal Com-
ponent Analysis (PPCA). PHWR operation involves various operational modes and dynamic
transitions, posing challenges for fault detection. Various frameworks, such as clustering pa-
rameters and iterative Principal Component Analysis (PCA), have been explored in the
literature. Inspired by these, the study presents a data-driven fault detection case study of
a Canada Deuterium Uranium (CANDU) type large Indian PHWR using simulated data
and real-time operational plant data. A staged procedure, including mode identification
and clustering of Normal Operating Condition (NOC) data through the Hidden Markov
Model (HMM), is employed. The proposed approach integrates the HMM and Probabilistic
Principal Component Analysis (PPCA) for steady mode identification and Dynamic Prin-

cipal Component Analysis (DPCA) for modeling dynamic operation. The performance is

il
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evaluated using monitoring charts, and statistical parameters, and benchmarked against
conventional methods.

In subsequent chapter 4 of the thesis recognizing the challenge of obtaining accurately la-
beled data for anomaly detection, an unsupervised method using Generative Adversarial
Auto-Encoders (GAAE) is introduced. The GAAE, utilizing Wasserstein loss with gradient
penalty and cycle consistency loss, is proposed. GANSs, being unsupervised models, can learn
the underlying structure of normal time series data without the need for labeled anomalies,
making them suitable for scenarios where anomalous patterns are diverse and challenging
to define. GANSs can also capture the multimodal nature of anomalies by generating various
plausible instances of abnormal patterns. This can be beneficial for detecting anomalies
with different characteristics. The Autoencoder framework effectively captures hidden data
distributions, and the Wasserstein loss with gradient penalty addresses issues such as mode
collapse. The cycle consistency loss further ensures the consistency of generated data. The
proposed method is evaluated for fault detection using Tennessee Eastman benchmark data
and real-time industrial-scale nuclear power flux data, demonstrating promising results in
various deep learning-based modeling tasks.

In Chapter 5 of the thesis delves into fault detection and isolation within dynamic pro-
cesses. The focal point is the introduction of the Probabilistic Wavelet Neural Operator
Auto-Encoder (PWNOAE), an extended version of the Wavelet Neural Operator (WNO) in-
fused with a probabilistic framework. The PWNOAE seamlessly integrates wavelet analysis,
neural operators, and probability theory to capture the distribution of infinite-dimensional
multivariate input. This approach is chosen for its aptitude in incorporating prior knowledge
or known physical principles into the learning process, particularly beneficial in anomaly de-
tection scenarios where domain-specific insights can enhance the model’s understanding of
normal behavior. The suitability of neural operators in handling infinite-dimensional input
is emphasized, a critical aspect in the context of anomaly detection. Time series data often
exhibits infinite-dimensional characteristics, especially when considering temporal depen-
dencies and variations.

The PWNOAE, by design, leverages this characteristic to effectively model complex rela-
tionships inherent in dynamic processes. The probabilistic extension of the Wavelet Neural
Operator in the PWNOAE brings additional advantages. This includes the ability to cap-

ture uncertainty and variability in the data distribution, a pivotal feature when dealing
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with anomalies characterized by uncertain patterns. By training the PWNOAE on healthy
field measurements and testing on real-time measurements, the model is equipped for fault
detection. The online predictions’ uncertainty becomes a valuable indicator of anomalies,
enabling the isolation of faults by scrutinizing prediction uncertainty in individual variables.
To substantiate the efficacy of the proposed method, benchmark data and industrial data
from a pressurized heavy-water nuclear reactor are employed. The results showcase the
notable success of the PWNOAE in detecting and isolating faults, demonstrating superior
performance when compared to established baselines.

Recognizing the limitations of existing models in accurately capturing multivariate probabil-
ity distributions, Chapter 6 of the thesis introduces a novel approach: the Generative Adver-
sarial Wavelet Neural Operator (GAWNOQO). This innovative approach intertwines classical
GAN principles with a U-Net architecture for generator and discriminator modules, resulting
in heightened accuracy in comprehending intricate multivariate distributions. Within this
framework, GANs, complemented by neural operators, establish a system where the gener-
ator endeavors to replicate real data, while the discriminator works to distinguish between
authentic and generated data. Within this context, neural operators, acting as embedded
mathematical operations in the GAN architecture, augment the model’s capacity to appre-
hend intricate functions and relationships within time series data. GAWNO harnesses neural
operators to seize and model the inherent dynamics of time series data, merging the gen-
erative capabilities of GANs with the frequency analysis facilitated by wavelet transforms.
Validation of this pioneering methodology is carried out using datasets sourced from the
Tennessee Eastman Process simulation and Avedore wastewater treatment plant, demon-
strating promising results that outshine established benchmarks in the literature.

In conclusion, this thesis makes various contributions by presenting novel methodologies,
frameworks, and practical insights that showcase promising results in diverse industrial set-
tings. Bridging the gap between traditional machine learning and cutting-edge deep learning
and the new area of operator learning research offers a comprehensive guide for practitioners
and researchers seeking effective anomaly detection solutions. The outcomes hold consider-
able potential to impact industries reliant on anomaly detection for safety, quality control,
fraud detection, and system monitoring, fostering a more secure, efficient, and resilient

data-driven environment.

KEYWORDS: Process monitoring; Fault detection and isolation; Probability distribution;
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