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Abstract

Advances in information, communication, and computer technologies and their subsequent
application in power system infrastructure have resulted in the emergence of new technologies
such as the Wide Area Measurement System (WAMS). Fast, highly accurate, and timestamped
data from the Phasor Measurement Units (PMUs) have made real-time wide area situational
awareness possible. They have also solved many complex power systems problems like preventing
relay maloperations. However, the IEEE C37.118 PMU data’s vulnerability to cyber-attacks can
paralyze the working of such applications. While denial-of-service (DoS) attacks can blind the
system operator about the grid's condition, data manipulation attacks can mislead the decision-
making at the control center, compromising the power system's operation. Thus, it is crucial to
secure PMU data against these attacks and avoid their adverse effect on the end applications.
Further, for wide area protection and control applications (WAPAC) which involve sending a
decision signal from the control center (based on PDC data) to the intelligent electronic devices
(IEDs) in the substation, secure communication of such critical messages is also important for
overall attack resiliency of such applications.

In this regard, the work in this thesis focuses on ensuring the availability, confidentiality, and
integrity of synchrophasor data (IEEE C37.188) from PMUs (in substations) to the PDC (in the
control center). It also discusses ways to secure critical decision signals, which can be
communicated using IEC 61850-90-5 R-GOOSE protocol from protection schemes (in the control
center) to the IEDs (Relays or BCUs) in the substation. The approach used in this work is inspired
by the guidelines provided by the National Institute of Standard and Technology (NIST) for the
cybersecurity of critical infrastructures. In this context, a cyber-physical WAMS testbed is
developed for risk assessment, and then attack resiliency of PMU data based wide area monitoring
and protection application (WAMAP) applications is enhanced by redesigning the WAMS
framework with attack prevention, detection and mitigation strategies as discussed below:

e Cyber-physical WAMS testbed is developed for vulnerability assessment and studying the
impact of cyber-attacks. The testbed includes industry-standard hardware, software, and
communication protocols (IEEE C37.118 and IEC 61850-90-5).

e DosS attack prevention strategy is developed for PMU data in the WAMS framework using
concepts of redundancy and randomness. Thereafter, unique fingerprints based attack



detection strategy is suggested for determining the root cause of data unavailability in terms
of communication issues or DoS attacks. The detection strategy also identifies different
types of DoS attacks.

e DoS attack mitigation approach is developed for PMU data using machine learning
imputation techniques and deep learning networks to ensure attack resiliency of wide area
monitoring and protection applications (situational awareness and adaptive relaying)
during PMU data unavailability.

e A methodology for data manipulation attack detection in the WAMS framework for wide
area monitoring and offline applications is suggested. The approach is based on the
intrinsic properties of WAMS infrastructure and the existing strong and synchronized
power grid. Further, to enhance attack resiliency of time-critical wide area applications
against data manipulation attacks, a detection, and mitigation approach using deep learning
networks is also developed.

e For overall attack resiliency of wide area protection applications like adaptive relaying,
security of supervisory decision messages (IEC 61850-90-5 R-GOOSE messages) from the
control center to the IEDs in the substation is enhanced using Cryptography technique and
Blockchain concepts.

Keywords: Cyber Security, Wide Area Measurement Systems, Wide Area Situational
Awareness, Adaptive Relaying, IEEE C37.118, IEC 61850-90-5 R-GOOSE, Denial-of-Service
Attacks, Data Manipulation Attacks, Cryptography
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T, TAR R HEER WEifiieal & Wi SR fosrel gomel & gHard! ofd § 39% a6 &
SITANT & IRUMTAGRET d128 TRAT AoRAe RIed (WAMS) ST 78 dd-iie! &1 364 g3l
21 ThoR ToRAe gy (F.UA.g) & A, e Tt 3R TTeReTs el - Sud-crsy args
TR RIGURAA AR B THT TR | IT1H R B GRISH DI A oI} s e e farorall
gunterdl &t TSt &1 ot 8 foran g | gTailop, 3Messs C37.118 UH.UH.g 3T &1 ATZeR gHA!
& Ui Yag=ITerdT T SFIVENT & PId &I U] &1 Fahell ¢ | STafh fS-ad-3{th-Jid™ (DoS)
g0 fire @t FRUfA & IR T Ried 3ifURex & SieT HR Ahd &, STl /3R gHa faolal SIaw
& T JHIAT B gu, (a0 g H Fvfg a9 &1 TRIE R I6d 31 39 ISR, 34
B! & RITTh TUHY Sl &I QR BT SR 3o ST IR 3% Ufdgd YHTd I ST
HE@yUl ¢ | 3% S1aTdT, fovgd & TREUr 3R fFE0r Sy (Sseguaieel) & forg, fores
TR T §fGHM Iaaei-id SUBRUI (3M75.3.81) Bl 0 g (U 3.3t ST & SR |)
3 fufg Had N A 7, T8 Heayul TRN o YR daR off deayul ¢ T s
DAY gHA B ddITI |

=9 dey H, 39 N § o dieng (geeHl #) 3 fERf @cra dex H) ab R Ser
(3TESEE €37.118) B IUST, MU 3R SRl R B W Hied ¢ | T8 Heayqul
fufg Goral &1 QRfed HA & alw! Wt == Har g, 5 32 3.3 61850-90-5 R-GOOSE
WShId BT YT HRh JR&M a7t (R0 g o) W Fake v | 3115331 (R a1 BCU)
I% TAR fHa1 S Ihdl 81 39 S | SWATd fhar T EfPHIu Ag@yul gfHard aia &t
EeR W F R Iy 7S R Wt TR (GeETEd) gRT Wa BT M
ferenfAden § ofka 81 39 ey o, S Jeaiea & T Ue ArgaR-Hifdes WAMS TRteur
foreaR faefRyd fopar o B, SiR fohr it wa g et Simenid aomues & FARTY 37R GRe 3o
(WAMAP) 3FYART & §HA & TIed- &1 8Hd BI ABUH, TdT T 3R JIHH Ul &
1Y WAMS & &1 fiiR O fEoiTs o S¢rm Siran 8, S fos =i R &1 718 §:




o TRR-HIH WAMS KIS DI Ul Gedich-1 3R TI3aR gHAI & THIT FT ST
TR & o fas Ry foar w1 81 Ceas # SUNT-AFS FIE R, WiteadR 3R JaR
Teleiel (TS558 C37.118 3R ML 61850-90-5) WA &

o RSP AR TRBTHAT DI ATURUNST BT STINT HRd §U S&YULATY &id H Hfumg
21 & T Dos 8HA B AHUM UM faBRid &t 715 51 39 dle, IR el T
Sraiiey gral & G o STt Sruasdr & ga HRUT 6 Ruffa a5 & forg sifgcdia
fhRftic anenfid gHS &1 Ual @H &1 JUMITT &1 g&i1d fear Srar 81 ual e &t
I fafia TR & Dos gHal &I off Iga™ axdl g

o UTHY ST ®T SIUASIAT & GRM SATIe &3 BT TR SR GRaf g (Rufasr=a
SRl 3R 3G R & §H &I A= AT e & fag 7=i= afH
ST db-Id! 3R S AT Hedd &1 SUURT TR UIeHy $el & fau Srefeg
31 THA TP AT foar T B

o fogd & FTRE o ifthetrs SrgpraiTl o foy SerquuTs oid & 3eT &R ghal
&1 TdT A & AU T UG &1 g g a1 8 | Eivl Seguudey §f-are! o
& AR TOT SR Hal Ao R Rigeree R 18 WR e g1 39 SraT,
3T B0 gHAI & I THI-AgdqUl IS &5 AN &1 gHd ! adiard-
g & forg, e Rueur Aead BT ITUNT HReb TH UgIH 3R THT fPpior ot
fas R far mn g

o YD & RET STUART oY Srgpelt Raig, wHdaft ol Td=i o1 e (smssdt
61850-90-5 R-GOOSE HcRM) ®1 YRE&T o g ol g & Taex= H 3M15.5.81 ddb
fPPIUTE} dob-ie iR sdldhd SITHYRUMSH BT IUTNT HRp T/l ST B |

PIgS: ATFER T, aTss URAT Aode ey, args vivar RguzF«a saway, tsfoa
frarg, amdddd c37.118, MY 61850-90-5 R-GOOSE, SfAUd-3Th-Afdw e, SaT

AfgaRE 3rew, foRme
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