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Abstract

Wireless communication is an important part of our lives and is gaining importance
with the development of newer applications around it. Hence, security of the data
transmitted over wireless is of utmost concern due to the openness of the medium. Any
unauthorized node can tap and decode the information, which is undesirable. Hence,
cryptographic techniques are used to design keys at the upper layers which rely on the
limited computing capability of an eavesdropper and hence its inability to decipher
the key by exhaustive search. However, in wireless communication, the information
exchange about the key may be easily intercepted by eavesdropper and thus this may

not provide a permanent solution.

In this thesis, we investigate physical layer security in dual-hop (DH) amplify-and-
forward (AF) relay system under the two scenarios of links between source, destination
and source, eavesdropper - (i) with direct link (WDL); (ii) without direct link (WoDL).

In the first part, we study the secrecy outage probability (SOP) of the DH-AF-WoDL
system. We show that obtaining closed-form expression is difficult but lower and upper
bounds can be obtained with suitable bounds on the end-to-end signal to noise ratios.
The bounds find direct application in obtaining the bounds on SOP for relay selection
in the DH-AF-WoDL multi-relay system. However, this work assumes that the channel
state information (CSI) of eavesdropper is available. We extend our results to the case

when instantaneous CSI is unknown but statistical CSI of eavesdropper is known.

In the remaining thesis, we assume a multicarrier (MC) setup and study the benefits
of MC diversity to security. This will involve pairing the carriers at the relay i.e. instead
of forwarding the signal on the same carrier on which it is received, it is forwarded on
a different carrier to optimize the design objective. This also involves the decision to
relay or not i.e., the mode of transmission on a carrier to be relay-aided or source-only.

The considered problems belong to the class of mixed integer non-linear programs and
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are difficult to solve. We propose tractable solutions for each problem.

In the second part of the thesis, we study a fundamental problem of distrust among
the nodes involved in communication. We consider a MC-DH-AF-WoDL system with
multiple untrusted users. In this setup we solve the following problems: secure sum rate
maximization, max-min fair resource allocation and total power minimization for per
user secure sum rate demand. We propose locally optimal solutions based on alternate
optimization in which some variables are fixed and the optimization is done with respect

to others and vice versa.

In the third part of the thesis, we consider a MC-DH-AF-WDL system. The avail-
ability of the direct link increases the degrees of freedom of the system since a relay can
either aid in increasing the secure rate or achieving positive rate on carriers with zero
rate otherwise. We study resource allocation in the setup as a two part problem. The
first part assumes individual power constraints, while the second considers total power
constraint on the powers used at source and relay. In individual power constraint, we
solve relay power allocation and pairing jointly for a known source power allocation
and vice versa. In total power constraint, we propose two schemes based on sequential
geometric programming. Both the schemes are based on obtaining subcarrier pairing
for a fixed power allocation at the nodes and vice versa. Under both the constraints we
obtain several properties of the secure rate function which gives a deep insight in the
system performance. We also obtain a closed-form joint power allocation and subcarrier
pairing under both the considered constraints based on a different objective function
which is an upper bound on the original. Although, this proves to be suboptimal, but

there is a trade of between performance and complexity.
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S1RS

SN HUR §AR Siiael T Teh Hgea ol AT & 3N $Hb AU AT eTodre &
faehr & ATy Aged UIed Y T &1 FATAT, TR ATLTH & GolUel & HRUT,
TR 3T T GRa et f&ar &1 fawg g1 H1$ I=ARhd A5 STy S
SITEAT Y Tohdll g, oI JATST g 3d:, fohcctanfther deheiienl T SEAAT ST
TRl W ST I FSTgeT det & fAIT fohar Siiem § St 3=t #Als & dfAd
Hegfeer sTAdT W A I §, 08 a8 S0 TYUT Wiel GaRT FAS 7 3rqASd
©| golifeh, IR TIR &, g;ooﬂ F IR H HEH-YST & eRid, 3er I
IRt gah TR A SAARRT g Fhell &, FTHITAT HTad: ol TR FATUTT
veTl STel |

58 MR &, g7 i Wa e A JT QAed-g1T (@ve) FATd-3mr ()
Rer yomel & A, 9ided R A, IS A5 & o FUh & ar IREAT F
ded #d g- () HIYm @9 (SeegIue) & A1y, (i) AT @IS & o
(Seeg3HIEITe) |

Ugel 9T H, §H SIUH-UTH-Secg3NSITl H TNTAIAT 33T FHTSAT (TH3HT)
T A &1 gH e & o de-1ffcafea urcq aer i g, dfehe d 3R
398 AT HA-8-37 RAIaTo-Q-R 391 W 3Td dieAr & 9red fohar S depar
gl e B I WA SUT-UUH-Seeg Tl §g Rel Jomel H Rel TIA
forT Ta3id W EAT 9red gl &1 &Tcliih, T hiH ATl ¢ fob HeATeehd aAls hr
delel 2T (HTTH3NS) 3UcTsY g1 §H SH HAHS H 39 IRUTHAT Tl fTaEdR X &
SIS dTcahlTolsh TTTHTS 37T & il TITEH TITHIS 3Ty ¥ |

Ay fNAT A, & T Sg-algeh (TAAT) SaEYl FI AT & IR vHEr [FfAerar &
SITHT T ITETTA FIET & TIT X &1 3T Rel 7 argept bl SilST ST, 37T 58
I & 99 aigeh W Hohd UTed fhar araT g 38T X 3P AT SATT, Teh 37T
aTgsh 9 A Swan aifes AR 327 seqfaid fhar o @) saa Ig o
Ao o & o eanfAer & 5 v arge ox ot R ggr=aar @ 819 a1 Shaol
HI &1 TEROT M| AT i =T AT TATHT quiten IR wrishaAt T



http://www.hindi2dictionary.com/%E0%A4%A8%E0%A4%BF%E0%A4%B0%E0%A5%8D%E0%A4%A7%E0%A4%BE%E0%A4%B0%E0%A4%BF%E0%A4%A4-meaning-hindi.html

Ao & Gafa § 3 g A & v wfoaT &1 g7 93 gaEam & v faaio
AT T YEAd S &

RNTA & g@X 19T H, g7 R H AMAA A1sH H 31AearH i Ueh giramer gaedn
ol IEATST I &1 H Teh THAT-SITL-UUH-Seeg ST TEeH T faaR &id &
o a‘gaﬁaarﬁrmmo—d‘r g1 3T garar # gH Reatai@d THEms &1
AT YA ¢ ITAhdH AT AT &3, HAhIH -G fTcaey FaTH 3Tdet
3R For ToTelt o @ A H 3urehclt HT FITEIT AT ST T AT BT QAT
& depfoudh 3Teldole] UX HTUTRT TARHT &  SSCAH HATHT 1 T L &
TS o @ aa § 3R a1fes &1 3ol fhar SraT g 3R O g8 faodia|

RNTAH & N AT A, §H Ueh THAHI-SITL-UTH-SeegsITel STTEAT I faaR id &
e Toleh @ cqaedT dh FOAFcl Sl g6 §¢ Sl ¢ Fifer Rl Yed & & A1y
aTgehl TR GRI&T X SGT= IT HhRTcH &I ol el H FETIAT H Hehell &1 &H
G 3HTdCA hI GHEAT T T & AT H HId g | TIH HET A IR Nl
AT TrsTell <hY STET ShY ATACT &, STeifeh GERT ool fasTell Y arem 1| cAfFard
forsTell BT arem &, g/ AT AT TaSTell 3Tdee & foT Egerd &9 & Rel faeTell 3irdes
3R algh S5 T gl A & AR BT 38 AUl Fef fosrel amer A, g7
FAGE SAMATAH AT & MUR W & A3t & 9&aid &d g1 alar
AT AT H ATT ToasTell e & v agsd g W 3R R s@s aada
el G MR &1 SNl aTen3il & dgd gH FRaTT & o &S 0T JIod Al g it
foh g aTgeT HAETSC Yald ald 8| §H Ueh de-3iocaiard Ggard fosfell 3mde 3R
dTeeh SIS i gred X § St o A &X & Fod areg ¥ 3muid §1 I, I8
3UgSead Arfad alar g, JfersT wedler 3R SIfedar & &g veh s &
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