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Abstract

In the last few years, multimedia and network technology has grown up very
rapidly. Due to this development the transfer of multimedia data, such as
images, audio and video over the networks, has been increased. Some multi-
media data especially related to military, medical, banking, and other critical
sectors is required to be protected from access by unauthorized users. To
achieve the security of data over the networks, cryptography and steganog-
raphy is widely used. In steganography, data is concealed in a cover medium
such as image, audio, or video. Many methods have been developed for hiding
the data and work in different domains such as compression, spatial, trans-
form and encryption [31) 32]. In cryptography, plain data is converted into
unintelligible data by some method and vice-versa. Many methods have been
developed to protect the data in cryptography. For example:- Advanced En-
cryption Standard (AES), International Data Encryption Algorithm (IDEA),
Rivest Cipher (RC5), and Blowfish algorithm etc. These algorithms are not
appropriate for image data encryption as image data has some inherent fea-
tures such as large size, the correlation among neighboring pixels, and high
redundancy etc. Therefore, various encryption schemes have been developed

specifically to encrypt the images in the last decade. These schemes are based
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viii Abstract

on different design techniques and primitives with an edge over the other as
per the requirement of their applications. Hence, this area has emerged as an
important field of research and has been enthusiastically pursued by many

researchers.

In this thesis, we have analysed some of the recently published Image
Encryption (IE) schemes. In addition, we have modified these schemes in
such a manner that they resist existing attacks and maintain the merits of

the original schemes.

In 2019, Deb et al. [I5] proposed an IE scheme based on the Logistic map,
Arnold transformation, and word-oriented feedback shift register (wfsr). As
per the scheme, firstly plain image is randomized and scrambled with the
help of a Logistic map and Arnold transformation. Then, the pixels of an
intermediate image are bit-wise XORed with output of the wfsr to obtain
the cipher image. Designers claim that the scheme is secure against brute
force and other existing cryptanalytical attacks. We have applied Chosen
Plaintext Attack (CPA) on this scheme and found that the scheme is not
secure against CPA. In addition, we have modified the original scheme in
such a way that it resists CPA and maintains the qualities of the original

scheme.

In 2018, Essaid et al. [2I] improved the randomness of the Skew Tent Map
(STM) and proposed a new IE scheme based on this Enhanced Skew Tent
Map (ESTM). The authors claim that their scheme is secure against brute
force and all the known attacks. We have analysed their scheme and found
that this scheme is not secure against Known Plaintext Attack (KPA). We
have cryptanalysed this scheme with the help of only one known plain-cipher
image pair. The plain image is recovered from the cipher image successfully

in real-time. In addition, we have modified the original scheme so that it is
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secure against KPA. The modified scheme also maintains the qualities of the
original scheme.

In 2021, Khalil et al. [33] proposed an IE scheme that uses 2D sine-cosine
cross chaotic map for scramble the image as a confusion phase. For diffusion
phase, designers use a 1D Logistic-Tent chaotic map to generate a chaotic
self-diffusion matrix that is bit-wise XORed with the scrambled image to
produce the final cipher image. Authors claim that the proposed algorithm
combines the merits of both 1D and 2D chaotic maps and the algorithm has a
promising security performance and has a high ability to resist statistical and
differential attacks. We have analysed the proposed scheme and found that
the scheme is vulnerable against CPA. We have cryptanalysed this scheme
with the help of only one chosen and five known plain-cipher image pairs in
real-time. Further, we have found the cause of vulnerability and refined the
scheme in such a manner that it resists CPA, and also maintains the merits

of original scheme.
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reX x belongs to X
r¢ X x does not belong to X
L finite field with elements 0 and 1

xxiil



xXxXiv List of Symbols
Fom extension field of F, with 2 elements
E7. vector space over the field Fym whose elements are n-tuples
1, identity matrix of size m x m over Fy
M, (F3) ring of all metrics of size m x m with entries in
£y
M, (Fy)[x] ring of polynomial in x with coefficient in M,, (F3)
O0x prefix to indicate hexadecimal





