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ABSTRACT

Social IoT (or SIoT) is an alternate architectural pattern for IoT,
which involves IoT devices with social, behavioural attributes. A
SloT-based service network uses social collaboration between IoT
devices (acting as service users or service providers or both) to
enable low-latency collaborative services and applications. A key
challenge in implementing a SloT-based service network in a
multi-vendor environment of heterogeneous devices is Trust. The
challenge is prioritizing and selecting trustworthy service
provider(s) autonomously and independently by a service user.
Single-vendor networks solve the problem via proprietary
methods that do not scale for multi-vendor environments. The
problem is also tougher to solve in networks with IoT devices that
are resource-constrained. In this thesis, we propose a hybrid
trust management framework that uses Probabilistic
Neighbourhood Overlap (P-NO), a graph-based concept that we
define as a means for estimating tie-strengths between nodes.
Estimated tie-strengths are used as a method for independent
prioritization of service providers by each service user. The
neighbourhood overlap concept is borrowed from past research
in sociology and extended by us for directed social networks.
Each social tie has an associated probability of occurrence in our
work, leading to the P-NO definition.

Our proposed trust management framework is hybrid because of
two reasons. First, we apply P-NO on a social graph generated
from two types of social networks - the IoT device owners’ online
social network (like Facebook) and the IoT devices’ social network
(i.e. the SIoT network). Accordingly, the approach makes use of
both human intelligence and machine artificial intelligence for
trust management. Using device owners’ social tie-information

that is readily available from OSNs helps alleviate the graph
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initialization problem when the SIoT network operations start.
Second, the framework uses a mix of dynamic (interaction-based)
and static (graph-based) approaches for trust management. It
helps limit the resource overheads of a pure dynamic system
while still benefiting from its higher accuracy than a completely
static method.

To highlight the effectiveness of our proposed SIoT trust
management framework, we offer both theoretical and
simulation-based analysis of its performance. We make use of
publicly available social network datasets to simulate SIoT
service transactions and network operations. Our study shows
the effectiveness of the proposed framework in handling different
attack scenarios while requiring limited storage and
computational resources in IoT devices. We also provide
recommendations for deploying the proposed trust framework,
using fundamental architectural and technological advances in
computing and storage domains, involving concepts like fog
computing and blockchain-based ledgers.
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NOTATIONS

It represents an edge from service user
node ‘a’ to service provider node b’ for
‘a’ — ‘b’ e s s . .
service ‘S’ in a directed service network

graph.

The set of all (service-provider) nodes
P whom (the service-user) node %X’

considers trustworthy for the service ‘S’.

The set of all (service-user) nodes who
Us consider (the service-provider) node %X’

as trustworthy for the service ‘S’.
Neighbourhood Overlap (NO) of edge
(1,

Probabilistic Neighbourhood Overlap (P-

S
No {‘x’ N ‘y,}

P-NO {‘x’ i> ‘y’} S
NO) of edge {x’—’}.
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