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Abstract

Power electronic systems (PES) are pivotal in achieving efficiency, sustainability, and flex-
ibility goals. The integration of resilient control with communication transforms PES into
sophisticated cyber-physical systems. While information and communication technology
(ICT) enables accurate and time-stamped measurements for efficient control, the increas-
ing reliance on ICT also exposes PES to cyber-attacks. This work focuses on addressing
challenges associated with data integrity attacks, data availability attacks, and dynamic load
altering attacks (DLAAs) in PES. Data integrity attacks, also known as false data injection at-
tacks (FDIAs), involve manipulating exchanged information, undermining its integrity. Such
attacks can mislead control and protection systems, leading to compromised PES operation.
Data availability attacks disrupt the availability of exchanged information, encompassing la-
tency attacks, data dropouts, and time synchronization attacks (TSAs). These attacks impair
the control system’s awareness of the system’s condition, impeding its operation. Further-
more, the growing integration of internet of things (IoT) devices and the utilization of ICT
for demand-side management (DSM) have given rise to a new type of attack called DLAAs,
which target consumers by manipulating power demand. Additionally, the increased adop-
tion of electric vehicles (EVs) in response to environmental concerns has led to an expansion
of electric vehicle infrastructure (EVI). However, this expanded connectivity introduces vul-
nerabilities such as privacy breaches, malware injection, and disruptions in EV charging
processes. These vulnerabilities in PES pose significant risks to grid stability, protection and
emergency services, emphasizing the importance of securing PES to mitigate their adverse
effects on end applications.

In this thesis, the primary focus is on enhancing the resiliency of PES against data integrity
attacks and data availability attacks, by drawing inspiration from the guidelines provided
by the National Institute of Standard and Technology (NIST) for critical infrastructure cy-
bersecurity. Additionally the vulnerability assessment of the PES with adoption of EVs is
also investigated. The studies carried out in this thesis cover a wide range of areas, rang-
ing from development of a cyber-physical co-simulation testbed to assess vulnerabilities and

validate control algorithms. Moreover, an EV charging infrastructure testbed is developed
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for conducting risk assessments. It offers a realistic environment for charging EVs using
standard charging protocols. These testbeds also serves as a platform for verifying proposed
algorithms, thereby strengthening the overall cybersecurity of the system. Further, anomaly
diagnosis schemes are proposed for both AC and DC systems to ensure reliable and secure
operation of PES in the presence of large signal disturbances. These scheme are capable
to distinguish between grid faults and cyber-attacks for selective relay operations. To miti-
gate data availability attacks such as latency, data dropouts, and time synchronization attacks
(TSAs) in both AC and DC systems, semantic principles are integrated into the sampling pro-
cess. Moreover, a framework is developed for DLAAs in PES, from the defender’s perspec-
tive, particularly for vulnerable loads like remotely controllable and frequency-responsive
loads. In addition, a generic small-signal state-space model (SSM) of EVs integrated into
PES is presented, uncovering the dynamic interplay between DER elements, network param-
eters, and the cyber graph topology. The study also highlights the denial of charging (DoC)
attack, which disrupts the charging process of electric vehicles (EVs). A real hardware setup
based on the Bharat EV DC charging standard (BEV DC-001) is utilized to demonstrate
this attack, leveraging the controller area network (CAN) bus for communication between
the EV charger and EV. Real-time simulation case studies are conducted to validate the pro-
posed approaches and concepts. The findings contribute to the development of robust and
cyber-secure designs for PES cybersecurity investigations, offering insights and paving the

way for future research in this field.
Keywords: Anomaly diagnosis, cyber security, cyber-attacks, data integrity attacks, data

availability attacks, denial of charging (DoC) attack, dynamic load altering attacks (DLAAs),

electric vehicle infrastructure (EVI), faults, small signal modeling.

Y



ARILT

UTeR gk faeed (PES) garaT, fRRaT 3R arfieius & weal ot ured e # weeaquf €1 TR
% 1Y Aol =0T 1 Yehleheul PES ol URisehd ATgeR-Hifdes TUTTferdl & Sae al & | STafch ga
3R FaR Wit (ICT) Fera Far & fog wéier ik angeg A &l 9&H et 8, [CT |
Tl FiRar off PES &l 18R gHdI oh folJ I9IFR &3l & | Ig & PES H a7 s/&sdT gxdl, 8ef
IYASHAT gHeTl R Tfaefied R uRad= gdell (DLAAS) & S8t gtfadl ol FHIYTH i W Hfad
21 3aT EfeRidt ardh, T wied a7 goiae™ 31¢ah (FDIA) & ¥ & off ST SIrdT €, T Tardaot <l
TS SN § 8T HeT, 3HhT AWl hl HH BT MM 81 38 e & gHal HII0T 3R Jra
JuTTferdl st Yfid &R Fehd 6, foIed GEiiar fohg 10 PES S0 &1 dehd 8| 8T JUeieddl gHel
3NTET-UT <hl T8 STTeRT hl IUCTsYdT bl A11Ad hd &, frad faciaar gaet, SeT giusnse 3R <rsy
TEeRHTESIe 3¢ (TSA) M €1 T et =T Yomel! <l qumrett &t fRafd & a1 & STTehdt
&l HH A 8, TP YT i 1 hid | ST AT, e AT 97T (10T) IUH0N & ded
ThIhUT 3R JiTT-UeT HaeH (DSM) & T (ICT) & 39T 5 LAAS -THeh Teh 7 UehR o gHel ol
S fear &, St fosTett <t 7T & 83he Sdch SIS ol dAfeld ohidl 8| 58 Jifafed, Taiauiiy
fRfasil & Sare & gaifaess ateat (EVs) &l 30T & geifren aTe dohregara (EVI) &1 fawar gan
2| gTciiteh, Tg faeaiiRd Safaefadt Mu-adT Jecig-l, Haadar soer 3R EV arfoiT ufshared #
FAYT ST HASAT ol U= &l €1 PES # 3 Serdrd s f&rdr, Jqra i sArurdehrei Jaralt
3 forg eyl Sifem St st €, sifam syt wR 3k Wfdehet wTdl i &7 e & forg PES
! G F & HAged W AR <al 8

Y 1Y H, Hcdqul TR TG ATgaR & o fory iy wi-ieh 3 ieifiveh! e (NIST)
SR WeT feRy T feenfadant & SR o g, 3o sResdT Bl 3R SeT SucTsHdT ghell & el PES
I TAATI TG TR T THeh AT chigd [ohaT T €1 $Th SfdRad EVs & 319 o 91 PES
T T Yedich 1 ot ST ol STl ¢ 39 ofifere # fohy 1Y sTeaai § Qrger-Hifde He-Reee
TARI0T & TIehTd & TR HHSIA! Bl TR i R AT TRTREH i 71 e dh g &l
o LA foram T €1 8ah STeTTdT, ST Heich e & folg Geh EV T1ioHT Shiegar ¢ede
faefra forar ar 81 78 T IRt Widieh el &1 SUZNT &k EV &l I15f et & folT Tes gemefardy
aTATERUT YaT hidl 8| T SEeag TEdTfdd TN ReH hl TcaTud e o ol Teh 0 & $9 § oft Swrf
Fd ¢, ad R%en &l a0y argaR Gear #sidd aldl ¢ | 3o a1, 9 e Tgag] 6 Jufefa
# PES & fasgaiia ot gefera derem st gifad &3 & fg AC 3R DC 31 worferdi & ferg




fagnfe fgm FieTd yearfad €1 & FieTd Ta-Tees el atad & forg firs S ofk argar exe
& I R e B gem g1 AC 3R DC 1 wonferdi # facierdr, e grusiise 3R 9y fishmssies
gl (TSA) S& 32T IUTsHdl gHal ol dH i o forg, fdfes Rrgial l AwmmeRsor ufshar &
Tehighd TohaT 1T & | 3Hdh STATAT, 287 o gIRahivT §, PES # DLAA & Ty Ueh SUeE@T faenferd dl
T 8, faiv ¥u & e U § ity 3R rgii-3Tierdl YR Sl SHSR WR & flg | 58 3t
PES # Uehighd EV's &l Ueh G-I oTg-[eT We-8g Higd (SSM) W&d fear 7 g, st DER
qcdi, Hedeh ATISS! 3R ATEeR UTHh cIdIarsit o o1d el LR fohdT ol ISR &hdl | 3Teaa
T ol § 3R (DoC) gHe W ot Temtel STaT 7T &, St Seifareds atg-i (EVs) &t afoiT ufehar
I SR AT ¢ | 3T BHT hl TSI T o 1017 WRA 3dl SIat aToiT Aa (BEVDC — 001) W)
3MYTRA Teh ATd(deh gTedaR eTT bl IUINT fehdT SITaT 2, St St aroi 3ik gt & offe Tar & forg
Fd=eh &3 Heddh (HIQQ) S T 1Y 3o1dT & | UEATAd greehv 3R FTYRUTST ol J1T i &
TeTg QaeT-TeH Teie ol TEIST STANSTd &1 STt § | fseht PES A8 GRafl ST o felg 7oigd
IR ATEa-iard feamme & fadrd # Iire #d &, 3Fage e aid & AR 39 &3 § 9ias &
QYT T TRT UL hed g1

e g fagfa fam, argar e, 9Tgar ghd, 31 AESdl gHd, sel IUdsHdl ghd, TorT
&el & R (DoC), Tiafied W uRad= gHet (DLAAS), Seiferees ate g+t aid (EVI), A,
Bie fapet Atgferm
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