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Abstract

In this world of internet which is full of eavesdropping, modification of private in-
formation, safety of information is a major concern. Secure and appropriate trans-
mission of two dimensional digital data (Image Data and Video Data) over open
networks is an tmportant and valuable agenda for research work in the area of secu-
rity. In this thesis, we have presented various approaches for the security system of
color image data and video data for appropriate and secured transmission in the open
network without any loss of information over the geometrical domain, co-ordinate
domain and frequency domain. The existing techniques discuss the security of image
data or video data on the basis of keys only (which provides only one layer of security
for image data or video data) in the geometrical domain, co-ordinate domain or fre-
quency domain, but in this thesis we have presented multi-layers of security for RGB
image data and video data in all domains (geometrical, co-ordinate and frequency
domains). In this thesis, keys and arrangement of parameters are imperative for the
correct decryption process. If an attacker knows about all possible correct keys but is
not aware of the correct arrangement of the used parameters of geometrical domain,
co-ordinate domain and frequency domain then he/she cannot recover the original
information (original RGB image data or video data) from the encrypted data or
ciphered data. The robustness of the presented approaches, not only depends on the

possible correct keys, but also depends on the correct arrangement of parameters.

vil



viii ABSTRACT

Some chapters of the thesis provide security of image data and video data by the
symmetric-key-cryptosystem, while some chapters provide security of data through
public-key-cryptosystem. Thus, the work in this thesis focuses on the security of
RGB image data and video data using:

(1) Symmetric-key-security system, and

(11) Public-key-security system.

Experimental results and security analysis on the standard examples of the pre-
sented security system are given for the justification of the robustness of the pro-
posed cryptosystems for RGB images and videos. These methods or algorithms will
be of potential use in digital RGB image processing and for secured and appropriate
transmission of two dimensional data like image data and video data from one end

(Sender) to the other end (Receiver).
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