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Abstract

Recent times have witnessed the emergence of air pollution as one of the pressing sustainability
issues. Even though it is a global issue, this problem intensifies for Delhi and NCR. Despite
the intensity of this problem, there are very few air quality monitoring stations in the capital.
The major roadblock in the adoption of existing solutions is high price. It has motivated us to
design a low-cost scalable sensing solution for air pollution monitoring. Scalable sensing is
achieved by mounting the IoT devices on the transport partners’ vehicles or private partners’
traffic signals. First, we have performed the micro-benchmarking of the designed IoT device.
Next, the IoT devices are deployed at various places on campus and at traffic intersections.
Based on the data collected from multiple places, we have performed the Particulate Matter
factor correlation analyses. We have additionally observed that scalable sensing gives rise to
various security concerns, e.g., [oT devices are vulnerable to malware attacks. [oT devices can
also be compromised easily when default configurations are used. Further, in a complex system
of air pollution sensing, different stakeholders participate. Each stakeholder has its own set
of privacy and security requirements. One of the stakeholders, i.e., the transport partners, is
sensitive about releasing their vehicles’ locations and fleet size as this may reveal their business

model to rival companies. The sensor data clients also want to hide their query locations.

When there is little or no trust among the different stakeholders in this complex ecosystem,
data integrity has to be carefully reasoned about. In this thesis, we have presented a combi-
nation of pre-deployment verification and post-deployment attestation to provide data integrity
guarantees to [oT devices running heavy-compute applications such as pollution monitoring.
Pre-deployment verification ensures that the sensed data is sent to the appropriate servers of
the deployment partners to avoid data privacy violations. It also ensures that our implemented
software does not favor any party in a policy debate by verifying the non-interference property
among different sensors. The non-interference property implies that based on the sensed value

of one sensor, e.g., GPS, the code does not modify the sensed value of another sensor, e.g., PM.



This thesis has also proposed PracAttest, a post-deployment attestation framework that em-
ploys the Trusted Execution Environment architecture. In the prior works, we have found that
the issue of regular runtime attestation of the deployed software, with negligible EdgeML per-
formance degradation, is not resolved. PracAttest facilitates a better performance-vs-security
trade-off in IoT devices running extremely compute-intensive EdgeML workloads. It has pro-
vided 50x-80x speedup over the state-of-the-art baseline in terms of mean attestation time, with

negligible impact on application performance.

To provide privacy guarantees to different stakeholders, we have defined a real-life privacy-vs-
utility trade-off problem for air pollution monitoring based on anecdotal discussions. Transport
partners and clients both have their own privacy requirements. The transport partner wants to
hide the fleet size and location, while the clients want to hide the query locations. The utility of
reporting accurate pollution values and associated measurement errors is also necessary. The
utility concerns are exactly converse of the privacy concerns: environmentalists may want to
know the sample size and locations to decide the merit of the pollution value for their analyses,
while the cab fleet owners want to keep the detailed information of the sensed samples to be
private. To provide privacy-utility guarantees, we have used a combination of Gaussian Process
Regression, Secure Multiparty Communication, and Differential Privacy. Using real taxi trajec-
tories and pollution datasets of different cities, these trade-offs and computational overhead for
our methodology are shown to be achievable. For a given source-destination pair, we have also
built a sample end-to-end Android application that gives the least polluted route alternatives in

a privacy-preserved manner.
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