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Abstract

Though the classical goals in processor design — performance, power and area — are still being

actively pursued, various new areas such as reliability and security have come into prominence.

As the transistors have become smaller, the threat of soft errors has increased. Mission crit-
ical systems are forced to employ chips fabricated at technology nodes that are at least 2-4

generations older, thereby suffering from low performance [1].

Moreover, as computers have become ubiquitous, attacking the computing infrastructure of an
organization has emerged as a new form of aggression [2]. Commodity ICs are inexpensive;
however, they do not provide any security guarantees whatsoever. Such ICs can potentially
have malicious circuitry, popularly known as “Hardware Trojans”. These can effectively bring

down the computing infrastructure from the inside.

To further compound the problem, modern systems-on-chips (SOCs) have components de-
signed by different design houses. Although the advantages of this paradigm are many, the
provision of accountability is an emerging problem. The chip may fail to perform as expected
on field. In such a scenario, perfect accountability — knowing which of the on-chip components
are responsible — is desired. Such an accountability solution must be fair to all parties con-
cerned, as being held responsible for a design/security flaw is detrimental to the design house’s
credibility in the market.

In this thesis, we apply the principle of redundancy to solve all of the above three problems,
which are from three seemingly different domains — reliability, security and accountability.
Redundancy is an attractive option because of its generality. The schemes developed are not
application or hardware specific. Also, transistors have become cheaper. From costing a few
dollars in 1955, the cost of a single transistor has dropped to around a billionth of a dollar in
2014 [3]. The investment made in redundancy is therefore not a big drain on the finances of an

organization. The achieved gains far outweigh the costs.
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