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Abstract

We present an efficient software implementation to deterministically record and replay a full
multiprocessor virtual machine (VM), including its guest OS kernel and applications. De-
terministically replaying a shared-memory monolithic OS kernel (like Linux) presents a sig-
nificant performance challenge and we demonstrate the use of dynamic binary translation to
achieve this objective.

Dynamic binary translation (DBT) is a powerful technique with several important appli-
cations. System-level binary translators have been used for implementing a Virtual Machine
Monitor [2] and for instrumentation in the OS kernel [28]. In current designs, the perfor-
mance overhead of binary translation on kernel-intensive workloads is high. e.g., over 10x
slowdowns were reported on the syscall nanobenchmark in [2], 2-5x slowdowns were reported
on lmbench microbenchmarks in [28]. These overheads are primarily due to the extra work
required to correctly handle kernel mechanisms like interrupts, exceptions, and physical CPU
concurrency. Since the overhead of DBT is itself very high, we can not use it for improving de-
terministic replay performance. We present a kernel-level binary translation mechanism which
exhibits near-native performance even on applications with large kernel activity. Our trans-
lator relaxes transparency requirements and aggressively takes advantage of kernel invariants
to eliminate sources of slowdown. We have implemented our translator as a loadable module
in unmodified Linux, and present performance and scalability experiments on multiprocessor
hardware. Although our implementation is Linux specific, our mechanisms are quite general;
we only take advantage of typical kernel design patterns, not Linux-specific features.

The biggest challenge in deterministically replaying a multiprocessor system is recording
the order of shared memory reads and writes. A potential approach is to use the CREW
(Concurrent Read Exclusive Write) protocol at page granularity [27] to track the order of
shared memory reads and writes. Page-grained CREW protocol uses hardware page protection
techniques (Extended Page Tables/Shadow Page Tables) to restrict the access privilege of the
CPUs. CREW dictates that multiple CPUs can read from a page by acquiring shared-access
privilege (e.g., reader lock) of that page concurrently, but for writing to a page, they need to
acquire exclusive-access (e.g., writer lock) privilege. Every transfer of privilege is recorded
in order to reproduce the same transition during replay. This page-granular scheme, has been



demonstrated to work on selected user-level applications, but suffers from false sharing and
huge shuttling between processors for workloads having a large amount of sharing (e.g., the
Linux kernel). In contrast, we demonstrate an implementation of CREW at byte granularity
using DBT to eliminate false sharing and achieve lower tracking overheads. To achieve this,
we insert reader/writer locks before/after every shared memory access. We implement shadow
memory using DBT, to store reader/writer locks (metadata) for each memory byte (data).
This involves CREW-like ownership tracking of memory locations, which involves associating
metadata (in shadow memory) with each memory location to store its ownership status. Our
reader/writer lock implementation is optimized for the common case when one CPU acquires
the same locks repeatedly.

Our implementation exhibits 3-9x recording overhead for several important kernel-intensive
benchmarks on a four-processor machine, compared to 2-41x overheads of the best existing

comparable approach.
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