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Abstract

The rapid evolution of interconnected systems in modern industrial and cyber-
physical domains has heightened the need for efficient and robust techniques to
detect and respond to abrupt changes, anomalies, or attacks. Quickest Change
Detection (QCD) provides a statistical framework for identifying such changes in
real time, where a decision maker observes a sequence of random variables, and a
change occurs at an unknown point, altering their distribution. The objective is to
detect this change as quickly as possible while maintaining acceptable false alarm
rates. This thesis advances QCD methodologies with applications in distributed
networks, remote state estimation, multi-sensor systems, UAV-based surveillance,

and adversarial inference.

The first contribution integrates QCD with UAV-based sensing to monitor abrupt
changes at spatially separated locations. We propose the Location-Switching and
Change Detection (LS-CD) algorithm, which couples location-switching heuristics
with CUSUM-like methods to minimize detection delay under energy constraints.
We derive performance guarantees, including tight bounds on WADD and ARL2FA;
in particular, we establish a novel asymptotic upper bound on ARL2FA. These
results quantify trade-offs between accuracy, energy consumption, and switching

strategies.

We also introduces the novel concept of inverse QCD which is an instance of inverse
cognition where a cognitive target infers the stopping time of a radar that employs
Bayesian QCD. Using particle filtering, we develop methods to estimate the radar’s
stopping time, defined as the instant when the radar concludes that the target has
entered its sensing region. This inverse-cognition perspective bridges QCD theory
with cognitive radar applications, enabling adversarial inference and decision-making

in dynamic environments.

Next, we extend QCD to multi-sensor networks operating over lossy wireless commu-
nication links. The research derives a CUSUM algorithm and considers the complex-
ities introduced by multiple heterogeneous sensors, each with distinct observation
distributions. A sensor scheduling algorithm is introduced as a heuristic to ad-

dress challenges of sensor heterogeneity, communication delays, and data loss. By

v



balancing observation freshness with information content, this work demonstrates
the efficacy of tailored QCD algorithms in reducing detection delays across varying

queue disciplines and network conditions.

Finally we addresses the detection of false data injection (FDI) attacks in distributed
networks without a fusion center. Leveraging Kalman Consensus Information Filters
(KCIF) for process tracking, we propose Bayesian and non-Bayesian QCD algorithms
to identify and localize attacks at individual nodes in a graph-based sensor network.
These algorithms, designed to account for non-i.i.d. observations, demonstrate sig-
nificant improvements in detection delay and false alarm trade-offs. This is followed
by another close contribution that investigates FDI detection in remote state esti-
mation scenarios involving multiple sensors transmitting observations to a central
estimator. While our contributions to this work were selective, it employs a Markov
Decision Process (MDP) framework to design optimal Bayesian QCD algorithms for
non-i.i.d. innovation sequences post-change and proposes generalized CUSUM-based
methods for adversarial attack strategies, yielding substantial performance gains in

detection accuracy.

Through theoretical analyses, algorithmic innovations, and extensive numerical sim-
ulations, this thesis provides a comprehensive framework for advancing QCD method-
ologies in diverse applications. The findings underscore the importance of QCD in
enhancing security, reliability, and efficiency within modern sensing and decision-

making systems.
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gIRT9T

g sifenfie qor AgeR-4ifde &E 5 IRER Sl gunfedi & i e 7 srmm®
g1, faRRTIIaT e g9l ol <ffer ua o 3R I Tifal caRa wfdifshar o 8g perel
U4 gqg da-Iehi I 3Taegendl Bl 9gT i 81 Quickest Change Detection (QCD) arfdd
T H W gRacHl 6T gga & AT 1o Fifedhi ST Ue axdl &, fSaw Aot
IGFd =T &b 3T BT 3TaAIDH PRl & qAT Th N FHI TR IRac SR Ih
feTRUT T et <l &1 I2e I8 & fob Wb 3 FeT™ bl &R T 1V Il §Y IR Bl
T JATHHS 2TeT SR SY | T N —Taie fATRT each, ST 3wl JThel, Tg—HwR
JuUMTfelal, UAV—3TTETRA FRRT, ToIT Hidigel STAT ST STgHART & fely QCD F&fcral
31T 9T 2

Ugel ARG FATD B H Yerd T IR 81 dTel 3T URacH i MR 8g UAV-
e HfEFT & |1 QCD T UhIRUl &val &l 87 Location—Switching and Change
Detection (LS—CD) TeMREH TR R &, SN ol — =Tl & Sfcfid gar o= &
S I AT T b iy Arbe- et gReead @1 cusum-Jger faferar & |
A Rl &1 89 UeF-TRCTT U6 &Rdl &, SIFH WADD eI ARL2FA TR T g% Hiam
gfeAfeld §; fIeIwd:, 89 ARL2FA & AT U i TREFeeificd Hust T Tfid ad & |
I R |, Soll—ad T fEAfRRT UMl & i Sgar @l TUE Y ¥ S9fd &

8H inverse QCDEﬁﬂgWWUﬂ“ﬁWWﬁ ﬁﬂﬁ?ﬂqﬁﬁﬁfﬁf@w%},
R T HETHIH® @16d S ISR & Ba- & THI &7 A oIl & ST Bayesian QCD
T STANT BT &1 UTichet fheeR & J1eqd ¥ &7 TSR & 3+ & T9T Pl AFHH oA
&I fafeT Repfad oed €, S I9 &u1 & wu § gRYIR fham S1aT & 19 YeR I8 ey
T 8 fob ST&r Ieh iR &1 H UIel 3= Gh &1 g IeIoT QCD G dI HeHHD
TSR IIUANT § SiredT & qei Tefier ufkaert § ufiget /g™ v Fofg—fFmfor or gem
ST B
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S UHTd, B QCD Bl J—IR -] e AR PR & Sl STHYAUN GRIRe FaR
fofl IR TaTfard B €1 $9 37ed+ H§ U CUSUM T iReH faafad fham 1 @ qe emids
oo TRT SR Iue Sfeetaren W IR fhar w1 8, fS9d e fadRor iRenR 9
g TR -TIwdr, FaR-facd qor Ser-g1f &t gAlfdal & Fue 8g e SeR- A Yfel
U TR 1 TS 1 JTdetia| ol THiagdl a2 YeT-THis & g Sger ed1id
R I8 B A Aead fRAfAal 5 uar o & <R @ et ©9 I HF HRaT 2l

3fda:, &9 fam farelt Seram &g & faaRa Acasf H false data injection (FDI) &9l &1
T T T FERAT BT ST B 6 ;rliﬁm—é%rr%g Kalman Consensus Information
Filters (KCIF) @1 ST &Rl §Y, &9 UTth— 3R HHR cad H SARhId A1ed UR 89l
Ugdi- QET T TR b ﬁQ Bayesian dT non—Bayesian QCD QFﬂﬁET[ TR el
&1 non—i.i.d. JFAATPAI DI &I H @R ST Y T A TAREH Il T H << et
SIS 37T Pl R & & d8aR e USfed avdl &1 §9d AfAR®, T Favead ares
SREQ] AT 3ot YRG! H FDI Bl JeTTT BT &, S8l 31 TR AU et
U% Dad IAMD BT URNT I &1 39 Ha H Markov Decision Process (MDP) 1 &
HTEIH | YA & G IR-Fac Jdeiid TgehHi & fely SEAH Bayesian QCD TeAIINGH
oI IR CUSUM - 3TTeTia faferar faesfad &f 78 8, fOa=y aaT & ol |ciandr 5
SERGIT YR TTH 8T 2

Hgifad [T, TeNGHe TaTaR d2IT 19 ST Agelem & A1edd 9 I8 -
yey fAfdeg SIguarm § QCD ggfial & IR B TP ¥ Qral Uedd axal g fsad
g G g g -faefor yonfe 5 gRen, fa=iadr dem saar 9eM 9 QCb &

Hgcq Y Waifhd ded Bl

viii



Contents

Certificate
Acknowledgements

Abstract

SINE

Contents

List of Figures

List of Tables

1 Introduction
1.1  Motivation
1.2 The QCD Model
1.3 Outline of this Thesis

2 Quickest change detection for UAV-based sensing

2.1 Introduction . . . . . . ... ... ...
2.2 System Model . . . . . . .. ...
2.2.1 The Location Switching and Change Detection
LS-CD . . ..

2.3 Performance Analysis . . . . . ... .. ...
2.3.1  One-Sided SPRT Analysis . . . . ... ... ...
2.3.2 ARL Analysisof LS-CD . . . .. ... ... ...
2.3.3 WADD Analysisof LS-CD . . . . . ... ... ..

2.4 Numerical Results . . . . ... ... ... ... ...

iii

vii

ix

xiii



2.4.1  Setup and Parameter Choices . . . . . . . ... ... .. ... 27

2.4.2 LS-CD Performance and Trade-offs . . . . . . ... ... ... 28
2.4.3 Comparison with Baseline Policies . . . . . . ... ... ... 30
2.5 Concluding Remarks . . . . . . .. ... ... L. 31
Appendix 2.A  Proof of Lemma 2.1 . . . . . . ... ... ... ...... 32
Appendix 2.B Proof of Lemma 2.2. . . . . . . ... ... 32
Appendix 2.C  Proof of Lemma 2.3 . . . . ... ... ... ... 33
Appendix 2.D  Proof of Lemma 2.4 . . . . . . ... ... ... ...... 33
Appendix 2.E  Proof of Theorem 2.1 . . . . . . . ... ... ... ..... 34
Appendix 2.F  Proof of Corollary 2.1 . . . . . . ... .. ... ... ... 37
Appendix 2.G  Proof of Lemma 2.5 . . . . . ... ... .. ... ..., 38
Appendix 2.H Proof of Theorem 2.2 . . . . . . .. .. ... ... ..... 39
Inverse Quickest Change Detection 43
3.1 Introduction . . . . . . . . .. ... 43
3.2 System Model: Forward Quickest Change Detection Procedure for
the Radar . . . . . . . . . . . . .. 45
3.2.1 Radar’'s Action . . . ... ... ... 47
3.3 Target’s Inverse QCD Problem . . . .. ... ... ... ....... 47
3.3.1 Problem Setup . . . ... ... o 48
3.3.2 Inverse QCD formulation . . . ... ... ... .. ...... 48
3.3.3 Target’s posterior probability and stopping rule . . . . . . .. 49
3.4 Particle Filter Implementation . . . . . . .. ... ... ... .. 50
3.4.1 Particle Filter Framework . . . . .. ... ... ... ..... 51
3.4.2 Approximating \; and other posterior quantities . . . . . . . . 53
3.4.3  Unknown Threshold at the Target . . . .. .. ... .. ... 53
3.5 Numerical Results . . . . . . . . ... ... ... . ... 56
3.5.1 Simulation Setup . . . . . ... ..o 56
3.5.2  Methods Compared . . . . . . ... ... ... ... .. ... 56
3.5.3  Threshold-Estimation Accuracy . . . . . ... ... ... ... 58
3.5.4  Statistic Trajectories . . . . . . . . . . ... .. 60
3.6 Concluding Remarks . . . . .. ... .. ... ... ... ..... 61

Multi Sensor Quickest Change Detection Over a Wireless Network 63

4.1
4.2

4.3

Introduction . . . . . .. ..o 63
System Model . . . . . . .. .. 65
421 Analysis . . . . .. 68
4.2.2 Performance. . . . . . . ... 69
4.2.3 Channel Loss Independent of Change . . . . . . ... ... .. 71
Non-homogeneous sensors and sampling . . . ... ... ... .... 73
4.3.1 Discounted Information Scheduling Policy - A Heuristic . . . 74
4.3.2 The Look-Back Window Scheduling Policy . . . . . .. .. .. 76

X



4.3.3 Numerical Validation . . . . . . . . . . . . . ... ... .. 76

4.4 Concluding Remarks . . . . . . . ... ... ... L. 78
Appendix 4. A Proof of Lemma 4.1 . . . . . ... ... ... ... ..., 79
Appendix 4.B  Proof of Lemma 4.2. . . . . . . ... ... L. 80
Distributed Quickest Change Detection of FDI Using KCIF 83
5.1 Introduction . . . . . . . . ... 83
5.2 Systemmodel . . . ..o 85
5.2.1 FDI Attack Model . . . . . ... ... ... L. 88
5.3 Dynamics of the KCIF estimate . . . . . . ... ... .. ... .... 88
5.3.1 Conditional covariance of &;(t) . . ... ... ... ... ... 89
5.3.1.1  Key Updates for Covariance Computation . . . . . . 90
5.3.1.2  Evaluating cov[z;(¢)] in (5.6) . . . . ... ... ... 91
Cross-Covariance between @;(t) and x(t): . . ... .. 91
Cross-Covariance between &;(t) and &;(t): . . . . . .. 91
Cross-covariance between two neighbors of sensor ¢: . . 92
5.3.1.3 Computing cross-covariance and inversion terms in
(5.6) . o o 03
5.3.2  Conditional Expectation of @;(t) . . ... .. ... ... ... 94
5.3.3 Conditional distribution of a neighbor’s estimate given the
current sensor’s information . . . . ... ..o 95
5.3.4  Conditional Distribution of y;(¢) . . . .. .. ... ... ... 97
Unconditional covariance of y;(¢): . . . . . . . ... .. 97
Cross-covariance cov [y;(t), 7y (t —1)]: . . .. ... .. 98
Conditional mean of y;(¢): . . . . . .. ... ... ... 98
5.3.5  Conditional Distribution of @;(t): Pre- and Post-Change . . . 98
53.5.1 NoAttack . . ... .. .. ... 98
5.3.5.2 Attack .. ... 99
5.4 The Bayesian Quickest Detection . . . . . . ... .. ... ... ... 100
5.4.1 Computation of wh(¢) . . . . . .. ... 102
5.5 Non-Bayesian QCD . . . . . . . .. ... .. o 105
5.5.1 Known X . . ..o 106
5.5.2 Unknown X . . . . .. ..o 106
5.6 Numerical Results . . . . .. .. .. .. o 107
5.7 Concluding Remarks . . . . . . ... .. .. ... ... ... 109
Quickest Change Detection of FDI Attack 111
6.1 Introduction . . . . . . . . . .. 111
6.2 Sensing and Estimation Model . . . . . . . . ... ... 113
6.2.1 FDI Attack Model . . . . . . ... ... oL 113
6.3 Distribution of modified innovation and attack detection . . . . . .. 114
6.3.1 Attack Detection: Bayesian Setting . . . . . . ... ... ... 115

xi



6.3.2 Multiple Attack Matrices . . . . . . . ... .. ... ..... 116
6.3.3  Proposed Detection Algorithms and Their Computational Com-

plexity . . . . .. 117

6.3.3.1 The QUICKDET Algorithm . . ... ... ... .. 117

6.3.3.2 The QUICKGRAD Algorithm . . ... .. ... .. 117

6.3.3.3  Computational Complexity Analysis . . . . . .. .. 118

6.4 Attack Detection in the Non-Bayesian Setting . . . . . .. ... ... 118
6.4.1 Known Attack Matrix . . . . . . . . . . . . . ... 119

6.4.2 Multiple Attack Matrices . . . . . ... ... ... ... ... 119

6.5 Numerical Results . . . . . . . . . . 120
6.5.1 Bayesian Setting . . . . .. ... o oL 120

6.5.2 Non-Bayesian Setting . . . . .. ... ... ... .. ..... 122

6.6 Concluding Remarks . . . . . .. . ... ... L. 123

7 Conclusions and Scope for Future Works 125
7.1 Summary of Contributions . . . . . . . . ... ... ... ... 125
7.2 Future Research Directions . . . . . . . . . . . . . . . ... ... 126
Bibliography 129
List of Publications 143
Curriculum Vitae 145

xii



List of Figures

2.1
2.2

2.3

24

2.5

2.6

3.1
3.2
3.3

4.1

4.2
4.3

5.1
5.2
5.3

System setup . . . . ..o
[llustration of the location switching procedure under the LS-CD al-
gorithm with ny = np = 3 and v4 = vg = oco. The intervals
T f(xl), T f), Tf’) are i.i.d. samples from the distribution of T4 under no
change. . . . . ..
3D plots of max{WADD,, WADDg} vs. (y4,7s) for LS-CD (n =
3,5). Points are color-coded by whether they violate energy only
(black), only ARL (green), both (red), or are feasible (blue). A tri-
angulated surface is drawn over feasible points. . . . . . . . ... ..
WADD, vs. v4 for various values of yg under LS-CD with n €
{1,3,5}. Line style represents n, whereas markers represent 7p.
Average energy consumption vs. the common threshold for LS-CD
withm € {1,3,5} . . . . . .
Comparison of LS-CD with baseline policies under identical ARL
and energy constraints. WADD is plotted against log(ARL) for LS-
CD (n = 3), round-robin switching (d = 5), and oracle CUSUM.
Also shown is the simulated WADD bound shown in Theorem 2.2.
The setting is symmetric across locations, so WADD and ARL are
identical for both locations. . . . . . .. .. ... ... ...

Detection delay at the target . . . . . .. ... .. ... .. ... ..
Relative estimation error (%) . . . . ... ... .. oL
Evolution of detection statistics averaged over all sample paths.

Multi-sensor lossy quickest change detection (QCD) system. Block
diagram shows L sensors with Bernoulli sampling, local queues, a
MAC scheduler selecting one non-empty queue per slot, a shared
lossy wireless channel, and a centralized decision maker. . . . . . ..
Simulated ADD vs ARL2FA under low sampling probabilities. . . . .
Simulated ADD vs ARL2FA under high sampling probabilities.

False data injection attack in a distributed setting. . . . . . ... ..
Delay vs PFA for the Bayesian case. . . . . .. .. ... .. .....
Threshold vs PFA in the Bayesian case. . . . . . ... ... ... ..

xiii



5.4
9.5

6.1

6.2

6.3

6.4

6.5

Delay vs FAR for the Non-Bayesian case. . . . . . . .. ... .. ... 110

Delay vs FAR for the Non-Bayesian case with unknown . . . . . . . 110
Mean delay versus probability of false alarm (PFA) comparison for
known T (large system: ¢ =12, N =10). . .. ... ... ... ... 120
Mean delay versus probability of false alarm (PFA) comparison for
unknown attack matrix. . . . .. ..o 120
Variation of threshold with probability of false alarm (PFA) for QUICK-
DET and QUICKGRAD for unknown T°. . . . . . . .. ... ..... 122
Mean detection delay versus FAR performance comparison in the
non-Bayesian setting for known T". . . . . . .. ..o 122

Mean detection delay versus FAR performance comparison in the
non-Bayesian setting for unknown linear attack strategy. . . . . . .. 122

Xiv



List of Tables

5.1 Mean Delay Across Sensors . . . . . . . .. ...

6.1 Time taken by various algorithms (Bayesian case, known attack ma-
trix) for convergence to desired probability of false alarm. . . . . . . .

XV





