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Abstract

The objective of this thesis, as reflected in its title, is investigating fundamental theorems and
formulations in information transmission due to Shannon, Gallager to performance related aspects

of biometric authentication. This is a recent offshoot of pattern recognition systems that perform

recognition of humans with the purpose of providing security. In chapter two we develop constrained
capacity as a performance index of biometric authentication using the information-capacity theorem.

We illustrate applications of constrained capacity in estimating: authentication performance,

structure of cohorts or interferers, performance with fusion rules, and relevance of features. The
formulation of capacity developed in this thesis basically provides a fundamental limit given in terms
of the number of users in a database, for a given database and matcher function, that can be reliably
authenticated. In this way, our capacity formulation characterizes the performance of the
authentication system. In another performance related index, the error in discriminating users based
on their biometric information and subject to intra-class noise/variability is given by the Probability
of Random Correspondence (PRC). In chapter three we investigate information theoretic approaches
to formulate PRC of biometric by using formulations based on rate-distortion approach and random
coding exponents of noisy sources. As a performance measure that mainly depends on a biometrics,

PRC characterizes the limit to reliability constrained by the noise inherent in biometric information

independent of the authentication system. In chapter four we propose architecture and algorithm to
implement rank level fusion by exploiting the redundancy in the intra-template information due to
statistical dependence among feature-subsets in a template. Our motivation in doing so based upon
information theoretic techniques such as sequential decoding, LDPC iterative decoding and multiple
description of correlated sources We demonstrate our approach for rank level fusion by using
palmprint biometrics. In chapter five we propose an iterative algorithm for estimating sample size
requirements that can give high confidence of readings from the ROC. In real applications of
biometric systems, when query templates of a user are much different than the enrolled templates of
the user actual ROC is much different than the calibrated ROC. This necessitates that there be
enough number of samples per user in the database to maintain a high confidence level of the ROC.

The iterative algorithm, using information theoretic measures, proposed in the thesis is an approach

for estimating sample size requirements for reliable authentication.
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