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Abstract

Wireless networks are broadcast in nature. Hence wireless transmission can be
heard by multiple receivers with different signal strengths. With the help of a
‘friendly jammer’, we can create confusion at the eavesdropper. That brings us
to a design problem, that is how to fulfill rate requirement of secure communi-
cation with a constraint on the resources i.e. the transmit power. In this thesis,
we first propose how to design optimal weight at the friendly jammer such that
the overall secrecy rate is maximized, under the constraint of total power. We
obtain expressions for optimal source power that maximizes secrecy rate. We find
that beyond a region, it is better to rely on direct transmission and within the
region jamming is effective. We term this region as ‘effective region for jamming’.
Similar region is found when we aim at minimizing total transmit power, with a
constraint on secrecy rate. It is observed that the secrecy rate improves in a less
cluttered environment. After inclusion of the fading model, it is observed that
the secrecy rate improves, for two particular cases i.e. mobile eavesdropper and

mobile jammer. Thus, fading helps to improve secrecy.

Relaying can expand the coverage area of communication and offer diversity
gains. With the help of a relay, a positive secrecy capacity can be achieved which
is otherwise zero when relay is not being used. Next, we propose an adaptive
scheme that combines the merits of both decode-and-forward (DF) and amplify-
and-forward (AF) scheme. If the signal-to-noise ratio (SNR) of first hop is below
a certain prescribed threshold, then AF is adopted and beyond a threshold DF is

employed. We find that at low secrecy rate, to achieve same secrecy performance



hybrid decode-and-forward (HDAF) requires higher SNR as compared to the case
of higher secrecy rate. A fixed ‘least secrecy outage’ is obtained depending on input
parameters. When the destination and eavesdropper both employ maximal ratio
combining (MRC) receiver, we have derived a closed-form expression for secrecy
outage probability (SOP) of this system. Also asymptotic performance of HDAF
scheme is obtained. It is seen that the effect on unbalance is more pronounced at
lower secrecy rate as compared to higher rate.

Secrecy capacity can be improved by selecting a single relay that ensures best
transmission link to the destination and worst link to the wiretapper. Considering
a network with multiple AF relays, we solve joint power allocation and optimal
relay selection problem. When source transmits message signal, destination sends
jamming signal concurrently. Closed-form expression of SOP of an optimal relay
selection based on destination jamming has been derived. Relay selection schemes
are formulated based on instantaneous, statistical channel state information (CSI)
of the eavesdropper. It has been seen secrecy outage is worst when relay selection is
performed without taking into account jamming, in the presence of eavesdropper.

In a multi-node relaying network, the intended channel quality can be en-
hanced through the collaboration of relays, which exploits the spatial diversity by
relays at the transmitter and/or the receiver. Multiple relays can cooperate to
combine redundant copies of the same signal, hence achieve a diversity gain. In
this thesis, we analyze the secrecy performance of a single relay-based dual-hop
communication systems with diversity combining a) at the eavesdropper only, b)
at the destination and the eavesdropper. We find that secrecy performance is the
best, when the relay is able to decode the message perfectly. It is observed that the
availability of channel state information (CSI) can only help to improve secrecy
when secrecy rate is low. It is also observed that unbalances created by imposing
constraint on either of the source-relay or relay-destination average SNR does not

yield similar performance.
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