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Abstract

Linear Feedback Shift Registers (LFSRs) are linear homogeneous recurrence re-

lations used for generating pseudorandom sequences over finite fields for crypto-

graphic applications. Particularly useful are sequences with maximum period which

are generated by systems called primitive LFSRs. The present thesis studies vec-

tor sequences over finite fields called Transformation Shift Registers (TSRs) which

are generalisation of LFSRs. It further extends the theory of TSRs over Galois

rings wherein they are termed as Transformation Shift Registers over Galois rings

(TSRGs). The TSRs of order n are systems which generate m bit vector sequences

over Fqm compared to LFSRs which output one bit per clock cycle. For crypto-

graphic purpose we are mainly interested in primitive TSRs which generate vector

sequences of maximum period. Primitive TSRs answer the challenge proposed by

Bart Preneel [27], 2002 to the cryptographic community to come up with new de-

signs which are both fast and secure and use the parallelism inherent in the word

operations of modern day processors. Though TSRs were first introduced by Tsa-

ban and Vishne [30] and subsequently studied by Ram [28] and Cohen et. al [7],

however a lot of problems related to enumeration, construction, existence and car-

dinality of primitive TSRs remain unexplored. This has motivated us to take up

further study in this area. In our thesis we develop the theory of primitive TSRs

v



vi Abstract

and study questions related to their cardinality and existence. We prove the exis-

tence of primitive TSRs of order two over finite fields of characteristic 2 and derive

an equivalence between primitive TSRs and primitive polynomials of special kind.

Moreover we propose a conjecture regarding the existence of these special type of

primitive polynomials. Further, a search algorithm for generating primitive TSRs

of odd order over any finite field and in particular of order two over finite fields of

characteristic 2 has also been proposed.

Besides studying primitive TSRs over finite fields we have extended the study

of similar problems related to TSRs over Galois rings. A Galois ring is a finite

commutative ring whose set of non units form a maximal ideal. Considering R =

GR(prm, pr) to be a Galois ring where p is a prime number, pr is its characteristic and

prm is its cardinality. We define transformation shift registers (TSRGs) over Galois

rings R and focus on TSRGs of maximal period. We obtain useful characterizations

for such maximal period TSRGs as well as address the problem of their enumeration.

Apart from studying TSRs, the thesis takes up the problem of existence of prim-

itive pairs over F2k . A primitive pair is a pair (α, β) of primitive elements α, β where

α is a primitive element in F2k and β = f(α) where f(X) is some rational function

over F2k . Firstly note that given α, f(α) need not be a primitive element for example

take α = 1 and f(X) = X + 1 over F2. However taking f(X) = 1
X
, we see that

(α, f(α) = 1
α

) is always a primitive pair in F2k , whenever α is primitive. In general

the problem of existence of primitive pairs in F2k is a challenging one. Anju and

Sharma [1] studied the problem of existence of primitive pairs (α, f(α)) over q = pk

for some prime p 6= 3 where f(X) = X2 +X + 1 [2]. They Further generalised their

result by taking f(X) = aX2+bX+c
dX+e

and studying the existence problem of primitive

pairs (α, f(α) = aα2+bα+c
dα+e

) ∈ F2k . In the present work we give a sufficient condition

for the existence of a primitive element α in F2k such that f(α) is also primitive

in F2k , where f(X) = aX2+bX+c
dX2+eX+f

∈ F2k(X). Subsequently, using this condition we

derive the values of k for which F2k contains primitive pairs of the form (α, f(α))
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lkjka”k 

 

jSf[kd iqufuZos”ku ifjorZu jftLVj ¼,y0,Q0,l0vkj0½ lhfer {ks=ksa ¼QkbukbV QhYM½ esa fØIVksxzkfQd vuqiz;ksxksa gsrq 

Nn~e ;n`PN;k lhDoUl dks mRiUu djus ds fy, jSf[kd lekax vkorhZ lEcU/k gksrs gSA mfPp’B le;kUrjky okyh 

lhDoUl ftUgs ewy jSf[kd iqufuZos”ku ifjorZu jftLVj ¼fizfefVo ,y0,Q0,l0vkj0½ uke dh iz.kkfy;ksa }kjk mRiUu 

fd;k tkrk gS] fo”ks’kr;k mi;ksxh gksrh gSA izLrqr “kks/k lhfer {ks=ksa ¼QkbukbV QhYM~l½ ftUgsa Vh0,l0vkj0 dgk tkrk 

gS] vkSj tks Vh0,l0vkj0th0 dk lkekU;hd`r :i gS esa lfn”k lhDoUl dk v/;;u gSA ;g “kks/k vkxs xSyksbl fjax esa 

Vh0,l0vkj0 ds fl)kUr tgk¡ mUgs Vh0,l0vkj0th0 ds uke ls tkuk tkrk gS rd foLrkfjr gksrk gSA n-Øe ds 

Vh0,l0vkj0 ,slh iz.kkfy;k¡ gksrs gS tks izfr DykWd&lkbfdy ,d fcV mRiUu djus okys ,y0,Q0,l0vkj0 dh rqyuk esa 

��� esa � fcV lfn”k lhDoUl mRiUu djrs gSA eq[;r;k fØIVksxzkfQd mn~ns”; gsrq] ge fizfefVo Vh0,l0vkj0 tks 

mfPp’B le;kUrjky dh lfn”k lhDoUl mRiUu djrh gS] esa :fp j[krs gSA fizfefVo Vh0,l0vkj0 ckVZ izsuhy [4] 2002 

}kjk fØIVksxzkfQd leqnk; ds lkeus vk/kqfud ;qx ds izkslslj esa oMZ vkWijs”ku esa vUrfuZfgr lekukUrjokn ds iz;ksx rFkk 

“kh?kzxkeh vkSj lqjf{kr fMtkbu ds [kkstus dh pqukSrh dk mRrj gSA ;|fi Vh0,Q0vkj0 dk izFker% lkcky vkSj fo”us [6] 

}kjk ifjp; djk;k x;k Fkk vkSj rRi”pkr~ jke [5] vkSj dksgsu vkfn [3] }kjk v/;;u fd;k x;k Fkk] fQj Hkh x.kuk] 

fuekZ.k] vfLrRo vkSj x.kuh;rk ls lEcfU/kr fizfefVo Vh0,Q0vkj0 dh vusd leL;kvksa dh [kkstchu ugha gks ldhA bl 

fLFkfr us eq>s bl {ks= esa vkxs ds v/;;u gsrq izsfjr fd;kA vius “kks/k esa geus fizfefVo Vh0,Q0vkj0 ds fl)kUr dk 

fodkl fd;k gS vkSj mudh x.kuh;rk vkSj vfLrRo ls lEcfU/kr iz”uksa dk v/;; fd;k gSA geus nks fof”k’Vrkvksa okys 

lhfer QhYM~l esa nks Øe okys fizfefVo Vh0,l0vkj0 ds vfLrRo dks fl) fd;k gS rFkk Vh0,l0vkj0 vkSj fo”ks’k izdkj 

ds fizfefVo cgqin ds e/; ,d lekurk dk fuxeu fd;k gSAblds vfrfjDr ge bu fo”ks’k izdkj ds fizfefVo cgqinksa ds 

lEcU/k esa ,d vuqeku dks izLrqr djrs gSA vkxs fdlh lhfer QhYM esa fo’ke Øe okys fizfefVo Vh0,l0vkj0 mRiUu 

djus ds fy, fo”ks’kr;k nks fof”k’Vrkvksa okys lhfer QhYM esa nks Øe okys Vh0,l0vkj0 ds fy, ,d “kks/k vYxkWfjFke 

izLrqr dh gSA lhfer QhYM~l esa fizfefVo Vh0,l0vkj0 ds v/;;u ds vfrfjDr geus vius v/;;u dks xSyok fjXal esa 

Vh0,l0vkj0 ls lEcfU/kr leku izdkj dh leL;kvksa rd foLrkfjr fd;k gSA ,d xSyok fjax ,d lhfer lap;hfjax gksrh 

gS] ftuds ukWu ;wfuV~l dk leqPp; ,d mfPp’B vkn”kZ dk fuekZ.k djrk gSA ;g ekurs gq, fd � = �� 	
��, 
�� 
,d xSyok fjax gks] tgk¡ 
 ,d vHkkT; la[;k gS] 
� ,d fof”k’Vrk gS vkSj 
�� bldh x.kuh;rk gSA ge xSyok fjax 

� esa Vh0,l0vkj0th0 dks ifjHkkf’kr djrs gS vkSj mfPPk’B le;kUrjky ds Vh0,l0vkj0th0 ij /;ku ØsfUnzr djrs gSaA 

ge ,sls mfPp’B le;kUrjky ds Vh0,l0vkj0th0 ds mi;ksxh fo”ks’krkvksa dks izkIr djrs gS lkFk gh lkFk mudh x.kuk 

dh leL;kvksa dks gy djrs gSaA 

 Vh0,l0vkj0 ds v/;;u ds vfrfjDr ;g “kks/k ��� es fizfefVo ;qXeksaa ds vfLrRo dh leL;k dks Hkh mBkrh 

gSA,d fizfefVo ;qXe fizfefVo vo;o �, � dk ;qXe gS] tgk¡ � ��� esa ,d fizfefVo vo;o gS vkSj � = �	�� tgk¡ 

�	��] ���  esa dksbZ ifjes; Qyu gSA izFker% /;ku nsus ;ksX; gS fd fdlh fn;s x;s � ds fy, �	�� dk fizfefVo 

vo;o gksuk vko”;d ugha gSA mnkgj.k ds fy, �� esa � = 1 vkSj �	�� = �
� ysus ij] ge ns[krs gSa fd 
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��, �	�� = �
�� , ���  esa lnSo ,d fizfefVo ;qXe gS] tc � fizfefVo gksA lkekU; :i ls ���  esa fizfefVo ;qXeksa ds 

vfLrRo dh leL;k pqukSrh iw.kZ gSA vatw vkSj “kekZ [1] us fdlh vHkkT; � ≠ 3 ds fy, tgk¡ �	�� = �� + � +
1[2] gks] " = 
# esa fizfefVo ;qXe $�, �	��% ds vfLrRo dh leL;k dk v/;;u fd;k FkkA mUgksaus vkxs vius 

fu’d’kZ dks �	�� = &�'()�(*
+�(,  ysdj vkSj fizfefVo ;qXe ��, �	�� = &&'()�(*

+�(, � -��� dk v/;;u djrs gq, 

lkekU;hd`r fd;k FkkA izLrqr dk;Z es ge ���  esa fizfefVo vo;o � ds vfLrRo ds fy, i;kZIr n”kkvksa dks nsrs gSaA tSls 

fd �	�� Hkh ���  esa fizfefVo gS tgk¡ �	�� = &�'()�(.
+�'(,�(/ -���	�� ckn esa] bl “krZ dk iz;ksx djrs gq, ge 0 ds 

ekuksa dh x.kuk djrs gSa ftuds fy, $�, �	��% :i ds fizfefVo ;qXe ��� esa fufgr gksrs gSaA 
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