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Abstract

Linear Feedback Shift Registers (LFSRs) are linear homogeneous recurrence re-
lations used for generating pseudorandom sequences over finite fields for crypto-
graphic applications. Particularly useful are sequences with maximum period which
are generated by systems called primitive LESRs. The present thesis studies vec-
tor sequences over finite fields called Transformation Shift Registers (T'SRs) which
are generalisation of LFSRs. It further extends the theory of TSRs over Galois
rings wherein they are termed as Transformation Shift Registers over Galois rings
(TSRGs). The TSRs of order n are systems which generate m bit vector sequences
over [F;m compared to LESRs which output one bit per clock cycle. For crypto-
graphic purpose we are mainly interested in primitive TSRs which generate vector
sequences of maximum period. Primitive TSRs answer the challenge proposed by
Bart Preneel [27], 2002 to the cryptographic community to come up with new de-
signs which are both fast and secure and use the parallelism inherent in the word
operations of modern day processors. Though TSRs were first introduced by Tsa-
ban and Vishne [30] and subsequently studied by Ram [28] and Cohen et. al [7],
however a lot of problems related to enumeration, construction, existence and car-
dinality of primitive TSRs remain unexplored. This has motivated us to take up

further study in this area. In our thesis we develop the theory of primitive TSRs
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and study questions related to their cardinality and existence. We prove the exis-
tence of primitive TSRs of order two over finite fields of characteristic 2 and derive
an equivalence between primitive TSRs and primitive polynomials of special kind.
Moreover we propose a conjecture regarding the existence of these special type of
primitive polynomials. Further, a search algorithm for generating primitive TSRs
of odd order over any finite field and in particular of order two over finite fields of
characteristic 2 has also been proposed.

Besides studying primitive TSRs over finite fields we have extended the study
of similar problems related to TSRs over Galois rings. A Galois ring is a finite
commutative ring whose set of non units form a maximal ideal. Considering R =
GR(p™™,p") to be a Galois ring where p is a prime number, p” is its characteristic and
p™™ is its cardinality. We define transformation shift registers (TSRGs) over Galois
rings R and focus on TSRGs of maximal period. We obtain useful characterizations
for such maximal period TSRGs as well as address the problem of their enumeration.

Apart from studying TSRs, the thesis takes up the problem of existence of prim-
itive pairs over For. A primitive pair is a pair («, ) of primitive elements «, 5 where
« is a primitive element in For and § = f(«) where f(X) is some rational function
over Fyr. Firstly note that given «, f(«) need not be a primitive element for example
take & = 1 and f(X) = X + 1 over F,. However taking f(X) = +, we see that
(a, f(@) = L) is always a primitive pair in For, whenever o is primitive. In general
the problem of existence of primitive pairs in Fyx is a challenging one. Anju and
Sharma [1] studied the problem of existence of primitive pairs (o, f(«)) over ¢ = pF

for some prime p # 3 where f(X) = X?+ X +1 [2]. They Further generalised their

result by taking f(X) = % and studying the existence problem of primitive

pairs (o, f(a) = %) € For. In the present work we give a sufficient condition

for the existence of a primitive element « in For such that f(a) is also primitive
in For, where f(X) = % € Fuu(X). Subsequently, using this condition we

derive the values of k for which Fyr contains primitive pairs of the form («, f(«))
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