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Abstract

The increasing trend of embedding positioning capabilities (e.g., GPS) in mobile devices facilitates
the widespread use of Location Based Services (LBS). It is certainly more convenient to use GPS
of phone to locate the nearest places such as medical shop, restaurant, gas station etc. Extensive
usage of these smart devices brought the ubiquitous computing on the fingertips of users. Popularity
of these mobile phones equipped with position determination capabilities has revolutionized the
living style of people. Also internet has occupied a large place in mass life style. With this
tremendous growth of Internet and mobile phones the term “Location based services” has become

a buzz word nowadays.

Although LBSs provide enhanced functionalities and convenience of ubiquitous computing, at the
same time they also open up new vulnerabilities that can be exploited to cause security and privacy
breaches. For LBS applications to succeed, privacy and confidentiality are key issues. For these
applications, location of the individual is required. Consequently, they may pose a major privacy
threat on its users because of revelation of location. “Privacy protection” for the users of location
based services has originated as a relatively new domain for research. Several studies have been
proposed for protecting location privacy of a user. Most of them try to prevent disclosure of
unnecessary information by techniques that explicitly or implicitly control what information is

given to whom and when.

Aim of present research is to focus on attribute based privacy control and improving anonymization
techniques for location privacy. In the proposed research, focus is on trajectories and single location

anonymization. The overall work is divided into four sub problems as follows.

First problem is focused on trajectory anonymization. In the proposed work, trajectories are
anonymized using Earth Mover’s Distance (EMD) as a metric rather than Euclidean distance. A
trajectory graph has been constructed which simulates spatial and temporal proximity of
trajectories. Further, K- anonymity subsets of the graph have been constructed through graph split
using EMD. K-anonymity means that the user is indistinguishable amongst K users. Trajectories in
those subsets are best candidate trajectories for anonymization. The proposed approach shows an
average improvement of 10% in information loss. Also a significant improvement in total

computation time has been observed as compared to Euclidean approach.

Other problems in the proposed research work are handling privacy issues for single location

gueries and instances.



Second problem focuses on finding value of K for K- anonymity using context parameters. These
parameters are taking care of spatial as well as temporal constraints/conditions and are fuzzy in
nature. A Fuzzy inference system (FIS) takes these parameters as inputs and calculates value of
location disclosure. Value of K will be determined by using this location disclosure. To evaluate
the feasibility of the proposed approach, Fuzzy C means clustering (FCM) and genetic algorithm
(GA) have been applied. These approaches have been used in order to reduce the size of rule base
of FIS for scalability and optimization of the proposed approach. Results of both the approaches
have shown that size of rule base can be decreased significantly with a Root Mean Square Error
(RMSE) value < 10%.

The third problem is about enhancing the quality of location based services. It includes adoption of
real time context obtained from users available in the cloaking area through crowd sourcing model.
Based on the blend of nearest distance and real time context parameters, a new rank for the service
is generated. It has been statistically proven that the proposed approach outperforms in terms of

user feedback as compared to other systems.

The last problem proposes the concept that cloaking area with K-1 similar profile users is more
secure as compared with K-1 random users and proved statistically. The proposed approach also
guantifies the gain obtained in privacy using KL Divergence as a metric. It has been proved that
cloaking area with similar profile users provides a privacy gain of 33% as compared to the cloaking

area of random profile users.

For the purpose of design, evaluation and experiments related to above stated problems, Adult
census dataset (32560 profiles) by UCI ML repository and GPS trajectory dataset (178 users)
collected by Microsoft Research Asia’s GeoLife project have been used. To prove the effectiveness
of the proposed ideas different prototype systems have been implemented. Evaluations of these
prototypes are done using various well known metrics. The results of the proposed approaches are
compared with state of the art research and it is found that proposed approached perform better

than the existing ones.
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