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Abstract

This thesis presents a detailed investigation into the development and implemen-
tation of quantum communication systems, focusing on phase and polarization-

encoded quantum key distribution (QKD) at telecommunication wavelengths.

The study demonstrates the feasibility and robustness of Differential Phase Shift
(DPS) QKD by implementing high-frequency (GHz) phase encoding for QKD over
significant distances. It showcases the successful transmission of quantum keys
through laboratory and real-world environments, overcoming challenges associated
with long-distance communication. The work establishes a reliable framework for
extending QKD systems to longer ranges through meticulous optimization of key

experimental parameters, including error sources and phase overlaps.

The research further explores the generation and distribution of entangled photons.
The experiments use guided-wave structures based on periodically poled lithium
niobate (PPLN) waveguides. This experimental work demonstrates the potential of
entangled photons for use in quantum communication protocols. Integrating such
systems into existing optical networks provides a clear pathway for scalable quantum

networks.

A critical aspect of this thesis is the investigation of the simultaneous propagation
of quantum and classical signals within the same optical fiber. This study addresses
one of the crucial challenges in integrating quantum communication with traditional
telecommunication systems by analyzing the effect of classical signal transmission on
entanglement quality. By optimizing experimental conditions, including the selection
of wavelengths and power levels, the coexistence of classical data and quantum
signals is achieved with minimal degradation in quantum properties, enabling hybrid

communication networks and leveraging the strengths of both technologies.

This research bridges theory and practice in quantum communication by demon-
strating scalable quantum state management for secure networks. It offers key in-
sights into protocol design and shows how integrating quantum technologies with

telecom infrastructure can enhance security and scalability for diverse applications.
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4(dashed), and 16(dotted) times CC are shown. The horizontal green
line shows the quantum-classical threshold in the above figures.
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Abbreviations

AES Advanced Encryption Standard
ATT Attenuator
BB Bennett-Brassard (BB84)

BBM Bennett-Brassard-Mermin (BBM92)
BCH Baker—Campbell-Hausdorff
BPSK Binary Phase Shift Keying

BS Beam Splitter

CAR Coincidence to Accidental Ratio
CHSH Clauser-Horne-Shimony-Holt
COW Coherent One Way

CW Continuous Wave

DCF Dispersion Compensating Fiber
DET Detector

DPS Differential Phase Shift

DSF Dispersion Shifted Fiber

ECC Elliptic Curve Cryptography
EPR Einstein-Podolsky-Rosen
FPGA  Field Programmable Gate Array
FTTH Fiber to the Home

FWHM Full Width at Half Maximum
HOM Hong-Ou-Mandel

HWP Half Wave Plate

IM Intensity Modulator
IoT Internet of Things
ITU International Telecommunication Union

LN Lithium Niobate
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Abbreviations

xviil

MDI
MON
MZI
PBS
PC
PM
PMD
PNR
PNS
PPLN
PQC
QAM
QBER
QKD
QPK
QPM
QPSK
QC
RF
RRDPS
RSA
SHG
SNSPD
SPDC
TF
ULL
VOA
WDM

Measurement Device Independent
Monitor

Mach Zehnder Interferometer
Polarizing Beam Splitter
Polarization Controller

Phase Modulator

Polarization Mode Dispersion
Photon Number Resolving

Photon Number Splitting
Periodically Poled Lithium Niobate
Post Quantum Cryptography
Quadrature Amplitude Modulation
Quantum Bit Error Rate
Quantum Key Distribution
Quantum Private Key

Quasi Phase Matching

Quadrature Phase Shift Keying
Quantum Channel

Radio Frequency

Round Robin Differential Phase Shift

Rivest-Shamir- Adleman

Second Harmonic Generation

Superconducting Nanowire Single Photon Detector

Spontaneous Parametric Down-Conversion

Twin Field
Ultra-Low Loss
Variable Optical Attenuator

Wavelength Division Multiplexing/Multiplexer



Symbols

HQ($)

9(2)

S

O < >

I O3

Frequency

Spectral Width

Gate Width

Binary Entropy Function
Efficiency

Normalized second-order correlation
Speed of light in vacuum
Wave-vector in free space
Temporal coherence length
Wavelength

Visibility

Quantum Bit Error Rate
Mean photon number
Pulse repetition rate

Efficiency
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