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Abstract

Cities have become modern mostly using the application of Information and
Communication Technology (ICT). These cities may be called smart cities. Smart cities in this
century have become blessings of innovation of ICT. However, with increase of these
opportunities, there has been increase of challenges too. This study would focus attention to the
affairs of smart cities of India (SCI) especially on security and privacy issues. These two entangled
challenges in SCI would pose serious threats. Cyber regulations are there in India to address these
threats. However, full-proof immunization is still wanting. Attempts are being taken to develop
smart cities to provide these digital services. Challenges of security and privacy issues in digital
activities are required to be addressed. These all have been discussed in Chapter 1. For this, a
pragmatic Information Technology Governance Framework (ITGF) is needed. There is no
standard ITGF available for smart cities, especially focusing on security and privacy issues. With
taking inputs from literature review as discussed in chapter 2, this thesis paper has taken a sincere
attempt to understand the factors affecting successful adoption of IT enabled services in proposed
SClI and to provide a comprehensive ITGF.

Better adoption of IT enabled services by the potential users can be ensured if the users are
protected from security and privacy threats. Then, it will enhance the users’ experience also.
Enhancement of users’ experience in using IT enabled services is perceived to improve the quality
of life of the residents. Thus, users’ experience in using IT enabled services is expected to improve
the quality of life. All these have been discussed in this thesis paper in chapter 4. Thus, to achieve
success, focusing on security and privacy issues, alignment between the users and the IT

authorities is essential.



Security and privacy issues pose a considerable barrier towards use of IT enabled services
expected to be provided to the citizens of SCI. These security and privacy challenges should be
mitigated to bring trust in the users’ mind. In this respect, part played by IT authorities plays a
curtail role. Good alignment between the potential users and the concerned IT authorities would
bring overall success. This alignment issue has been discussed in chapter 5. However, it is natural
that the potential users of proposed SCI would use the services based on high speed networks like
5G. This is also a crucial factor for achieving success in shaping SCI. Use of seamless high-speed
network like 5G is necessary when the SCI will be operational. It is essential to identify the critical
success factors for successful adoption of 5G networks addressing the security and privacy issues.
For this, process of brainstorming as well as of Delphi methodology has been used as has been
discussed in chapter 3. To find out the driving powers as well as to understand interrelation among
these other critical success factors, Interpretative Structural Modeling (ISM) methodology has
been applied in chapter 6. By IT authority, it is meant officials of department of electronics and
information technology, along with officials of information technology sections of other
departments of Government of India (GOI).

Finally, the study proposes an IT governance framework (ITGF) in chapter 7. It focuses
on security and privacy issues along with other components from citizens’ perspective and from
IT authority perspective. This provides an opportunity to ensure proper alignment between them.
This is achieved through a single data platform to ensure safe usage of digital services using 5G
network. This proposed framework would provide citizens a world class secured user experience
using digital services in proposed SCI addressing the security and privacy challenges. The SCI has
not been operational yet. So, the proposed ITGF could not be properly validated as observed in

chapter 8 as a limitation.
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