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Abstract

Finite fields are becoming increasingly important for cryptography. Among the more
common finite fields in cryptography are odd-characteristic finite fields F, and even
characteristic finite fields Fom. Arithmetic in any finite field can be further classified
according to the choice of basis for representing elements of the finite field. A good
choice of a basis of Fgm over F, is a very important circumstance which facilitates
computation in finite fields. The aim of this thesis is a systematic and focussed
study of various types of bases of finite fields and their cryptographic significance.
Representation and arithmetic of finite fields with respect to different bases and
their suitability for various cryptographic applications have been discussed. Our
contributions include a new proof of the homogenous property of trace map. It is a
constructive proof and provides exact information about affine subspaces consisting
of equal trace elements. We have proved an explicit formula to associate a given
linear functional on Fym to a unique element of Fym as a unique root of m affine
polynomial defined by the linear functional and a fixed basis. This explicit formula
may further lead to some constructive results which earlier were only existential in
nature. Our contribution also include some results on reducibility and irreducibility
of polynomials over prime fields. We have also proposed a key exchange scheme
that makes use of singular matrices over finite fields to transfer data over insecure

channels.



Notations

In the following notations A is a set, [ is an ideal, and R is a ring.
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NOTATIONS

Notation/Symbol

[a, b]
Ord,(a)
Ord(a) or |al
()

alb

ath

4

R|[z]

Meaning

set of natural numbers

set of integers

set of rational numbers

set of real numbers

set of complex numbers

greatest integer less than or equal to z
implies and is implied by

set of all integers z such that a <z <b
order of a modulo n

order of element a in a group

is congruent to

Euler’s phi function

a divides b

a does not divide b

number of elements in the set A

ring of polynomials over ring R and indeterminate z
finite field with ¢ elements

set of all non-zero elements of finite field IF,
smallest field containing o and field F,
belongs to

does not belong to

subset or equal

proper subset

difference of sets A and B

union, intersection

cardinality of set X

empty set



IR

IR 1|
R/I

[F: K]
M,(R)
GL(n, R)
SL(n, R)
sd(m, q)
N

is isomorphic to

index of I in R

quotient of R by I

degree of F' over K

ring of n X n matrices over R

general linear group of n X n matrices over R
special linear group of n X n matrices over R
number of self-dual bases of Fym over F,

number of polynomial bases of Fym over F,



Acknowledgements

Abstract

Notations

1 Introduction

2 Prerequisites

2.1 Groups, Rings and Polynomials
2.2 Vector Spaces and Finite Fields
2.2.1 Bases and Linear Transformations
2.2.2  Roots of Polynomials and Splitting Fields
2.2.3 Characterization of Finite Fields
of Finite Fields . . . . . .. ..

2.24 Bases

2.2.5 Roots of Unity and Affine Polynomials

3 Polynomial Bases

3.1 Introduction

3.1.1 Number of Polynomial Bases
3.2 Irreducible Polynomials over Finite Fields

xi

Contents

iii

vii



xii CONTENTS
3.3 Operationsover Forn . . . . . . . . . . ... 34
3.3.1 Multiplication . . . . . .. .. ... L oL 34

3.3.2 Exponentiation . . .. ... .. ... ... ... oL, 39

3.3.3 Inversion and Division . . .. ... ... ... .. ....... 39

3.4 Trinomials, Pentanomials, and OEF . . . . . . ... ... ... .... 40
3.5 Polynomial Bases and Cryptography . . . .. ............. 41

4 Dual and Self-dual Bases 43
4.1 Trace Map and Duality . . . . . . .. ... .. .. ... ... .... 43
4.1.1 Number of Self-dual Bases . . . . . .. ... ... ....... 57

4.2 Dual Basis and Bit-Serial Multipliers . . . . . . ... .. ... .... 59

5 Normal and Optimal Normal Bases 61
5.1 NormalBases . . ... .. ... . . ... .. .. .. 61
5.1.1 Properties of Normal Bases . . .. .. ... ... ....... 63

5.2 Optimal Normal Bases . . . . .. .. ... ... ... .. ....... 65
5.2.1 Existence of Optimal Normal Bases . . . . . ... ... .. .. 69

5.3 Arithmetic of Fom using Normal Basis . . . . . .. .. .. ... .... 72
5.3.1 Addition/Subtraction . . . . . ... .. ... L., 72

5.3.2 Multiplication . . . . . . . .. ..o oo 72

5.3.3 Squaring/Exponentiation . . . . . . . ... ... ... L. 74

5.3.4 Inversion/Division . ... .................... 75

5.4 Normal Bases and Cryptography . . ... .. .. .. ... ... ... 76

6 Applications in Cryptography 77
6.1 Bases of Finite Fields and Cryptosystems . . . . . . ... ... .... 7
6.1.1 Hidden Monomial Cryptosystem . . . . . . .. ... ... ... 78

6.1.2 Double-Round Quadratic Enciphering . . . . . .. ... .. .. 81

6.2 Use of Singular Matrices in Cryptography . . .. ... ... ... .. 83



CONTENTS xiii
7 Conclusion 89

7.1 Summary of the Thesis . . . . . . .. ... ... ... .. ....... 89

7.2 Future Work . . . . . . . . .. 90
A Integers and Divisibility 93
B Algorithms 101
Bibliography 107
Index 115
Bio-data 121



	Page 1
	Page 2
	Page 3
	Page 4
	Page 5
	Page 6
	Page 7
	Page 8
	Page 9
	Page 10
	Page 11

