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Abstract

In this research, study of information security practices of select organizations has been carried
out with the aim to derive useful lessons. This is relevant as in present era of borderless and
highly connected modern organizations, the use of IT/ICT mediums for conducting various
business processes have become inevitable. The organizations have become, and becoming,
more and more dependent on their information systems day-by-day. Depending upon the nature
of work, it is nearly impossible for many organizations to conduct day-to-day operations without
proper functioning of their information systems. In such a scenario, securing business
information and information assets from unauthorized access, loss, and misuse have become a

challenge for organizations.

In past, managing information security in organizations has largely been a technical challenge.
Therefore, the focus of the discipline has been more on the technological aspects of information
security. With maturity of the information security literature, the discipline has evolved over the
period in many waves, such as, management, organizational and institutional. The evolution has
witnessed the introduction of various management, human, organizational, behavioral, legal, and
other aspects along with the technical side of the discipline. In the course of literature review for
the present research study, multiple dimensions of information security highlighted by previous
researchers were studied, and various information security management (1ISM) frameworks were
examined. As highlighted by scholars, there is a gap of a comprehensive ISM framework which
focuses on the management aspects of information security in organizations. Taken this in
account, this research applies mixed method approach to investigate various management factors

related to information security in organizations across all levels.

In the exploratory phase of the research, comprehensive literature review on the subject was
done. Keyword analysis was applied to identify various dimensions/factors of organizational
ISM. To supplement the findings of literature review, participation in various conferences,
workshops and seminars on the subject was made. This helped to understand and explore key

challenges of organizational ISM and current issues in this field. In addition, views of experts



from industry, academia and government were solicited to confirm the organizational ISM
factors and various linkages among them. This enabled to develop an empirical organizational

ISM framework for the study.

The framework presents ISM as a management phenomenon for organizations. In a holistic
approach, framework integrates 1ISM activities from all the three levels; strategic, tactical and
operational in an organization. The Conceptual framework, in the form of an input-process-
output model, considers ISM as a dynamic, repeatable and self-improvement exercise for
organizations. Input dimension consist ten ISM factors from various strategic, tactical,
operational and performance level factors of organizational ISM. The process dimension refers
Plan-Do-Check-Act (PDCA) cycle that shows ISM as a continuous and self-improvement
exercise for organizations. However, output is measured in terms of organizational ISM

maturity.

As the extant literature on ISM suggests, information security maturity is the current status of
ISM practices of an organization. Scholars draw attention towards a gap for a mechanism to
measure the information security practices, and thus the evaluation of ISM maturity of
organizations. To fulfill this gap, the present study develops an ISM maturity assessment
instrument with the help of literature review and experts' opinion. The instrument evaluates the

current ISM practices of organizations on a five level maturity scale.

Next, in the empirical phase of the research, a questionnaire based survey was conducted for
respondents across the hierarchy and functions in organizations from multiple industries (IT,
telecommunication, banking, transportation and others) to test the empirical organizational ISM
framework. A questionnaire tool was developed, pilot tested and checked for its validity and
reliability. Various statistical tests were performed on the received responses to examine and
validate the linkages among various organizational ISM factors, as identified from the
exploratory study. Further, suitable statistical analyses (such as correlation, step-wise linear
regression, structural equation modeling, etc.) were conducted to verify the structural
relationships among various strategic, tactical, operational, and performance factors of

organizational ISM.



In the third phase of the research, six case studies were conducted using qualitative research
approach to examine the ISM practices of select organizations and to access their current ISM
maturity levels. In a multi case study design, six medium and large size organizations from IT-
development and services, telecommunication infrastructure services, and, IT and business
consulting industries were selected. Out of six, three organizations are from India and other three
are from Germany. In total 42 semi-structured interviews were conducted from employees across
the hierarchy in organizations. An interview questionnaire template was used for this purpose.
All the interviews were conducted face-to-face, in the regular settings of respondents and were
audio recorded. Each interview lasted approximately 45 to 50 minutes and their transcript was
made for further analysis of the interview data. Key observations from the interviews were
presented using descriptive analysis methodology. Further, SAP-LAP (Situation, Actor, Process
— Learning, Action, Performance) method of inquiry was used to analyze the cases. In addition to
this, ISM maturity evaluation of the case organizations was done using the ISM maturity

assessment instrument developed for the research study.

Finally, a synthesis exercise was done to derive the learnings from various phases of the
research. Implications are derived from the findings of exploratory, empirical and case studies
for practitioners as well as for research. Limited response rate for questionnaire based survey and
case studies from few select industries are the limitations of present research study. Key
contributions of the research include the proposed organizational ISM framework and the ISM
maturity assessment instrument for organizations. This study also opens avenues for future
research as; the framework suggested in this research can be applied and tested in varying
contexts (e.g. industries, sectors, etc.), and further research can be conducted focusing separately
on various strategic, tactical, operational and performance factors of organizational ISM.
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